RFP #05-09

SECTION VII

PROGRAM DEVELOPMENT AND SUPPORT REQUIREMENTS

Note:  For each required response identify whether the proposed actions/solutions are currently in existence, based on modification to existing functionality or whether they will require new development.  Bidders for Module 1 and Module 2 must respond to each of the Guiding Principles in this Section.  
	Topic
	Guiding Principles
	Required Response

	A (M)
Processing Sites
	The Contractor must establish and maintain a processing site(s) that is able to optimize both receipt of mail (minimizing mail float) and funds availability (see Section IV for processing site location requirements) and must support its long-term commitment to these programs.  The proposed schedule and method of pick-ups from the Post Office boxes and the Department’s central offices must incorporate times and frequencies that support the performance standards (see Section II – Performance Standards, Liquidated Damages and Reimbursements).  

The processing site must be able to accommodate fluctuating workloads and capacity and must comply with applicable building codes, regulations and laws.  


	A.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle, including, but not limited to:
A. the processing site location(s); 
B. The demographic factors which affected location(s) and site(s) selection, such as:

1. total population in the commuting vicinity;

2. unemployment levels;

3. trained/skilled workforce;

4. availability of a temporary workforce to support peak processing periods;

5. availability of recruitment methods and services;

6. transportation options for staff; and,

7. proximity to modes of transportation (e.g., highway, commuter rail, subway, etc.).  

C. The methodology which was employed, consulting firm utilized, or sustained experience used to validate that the location(s) and site(s) selected readily access a labor market which fully supports the Contractor’s solution for the duration of the resulting contract.  
D. the distance between the Post Office facility(ies) processing site(s) and how such optimizes mail receipt and funds availability;

E. the Contractor’s presence at U.S. Post Office(s) during peak periods to facilitate U.S. Post Office mail processing/delivery to the processing site;
F. the schedule used by the U.S. Postal Service to receive and distribute mail to the processing site(s);
G. the method of retrieval and the pick-up schedule from the Post Office(s) and the Department’s central offices during both peak and non-peak periods;

H. the courier service(s) to be utilized - if these services are not currently part of the Contractor’s organization, then identify the sub-contractors that will be included;

I. the floor plan of each processing function location for each program/module (during peak and non-peak periods);

J. identify the daily, weekly, and peak and non-peak processing capacity for remittances and tax filing volume for each program/module; and, the receipt and cut-off times associated with the capacity plan;

K. fully detail the distance, method of transport, reconciliation, cut-off times and funds availability between the processing site and clearing site.  Also, address the reconciliation process between the data files, the payment files and the amount credited to the tax receipt account, and processes to minimize reconciliation difference; 

L. identify whether the processing site is owned or leased, and, if leased, what is the term of the lease; if the Contractor’s processing site is contingent upon contract award, identify all phases of site acquisition into the implementation plan (see Section VIII Implementation Requirements); 

M. identify the location of the Electronic Funds Transfer origination site;

N. the Electronic Funds Transfer transmission strategy/proposal (i.e., timing cut-off for file transfers – ACH payment files, acknowledgment files and rejection notice files).  
O. if subcontractors are used, delineate the material subcontractors and the nature of the relationship (e.g. security, courier, systems design, depository bank, systems integrator, etc.).  Also, indicate how the subcontract provisions of the Department’s contract with the Contractor are incorporated into the contract between the Contractor and the material subcontractor (see Section X – Invariable Contract Conditions and Mandatory Topics).   
Note:  During program development and again, prior to implementation, Deliverable 4 – Processing Site Documentation must be provided.  As described in Section VIII – Implementation Requirements the Processing Site Documentation includes, but is not limited to: facility floor plan diagrams, security procedures and plans, internal control procedures and plans; organization and management plans, and disaster recovery/fail safe plans.

	B (M)
Internal Controls, Security and Confidentiality
	The Contractor must be able to ensure the security, confidentiality and integrity of the Department’s data in accordance with federal and state tax law provisions, as well as generally accepted information security policies, procedures and standards.  The Contractor (and its employees and subcontractors) must sign confidentiality agreements (see Appendices F and G).  In addition, the Contractor must have policies, procedures, controls and software in place which, at a minimum, ensure both physical security and data security, minimize the risk of loss, destruction or theft of physical assets and prevent unauthorized access to taxpayer information.  
The Contractor must have:

· documented information security policies that address the security, confidentiality, integrity, and availability of the Contractor’s information systems;

· documented procedures and physical security controls which limit access to the data center and/or the area where computer hardware is located to only those employees with job functions that require access to such areas (e.g., computer operations staff, quality control, systems programmers, etc.);

· documented procedures and logical data access controls which restrict access to information stored within the computer system to only those employees who require access to such information to perform job related functions; and 

· network security controls that ensure the Contractor’s information systems are protected from unauthorized access from outside the Contractor’s network.

The Department shall have the right to send its employees or designees into the facilities of the Contractor for inspection of the facilities and operations utilized in the performance of any work under the contract.  On the basis of such inspection, specific measures may be required in cases where the Contractor is found to be noncompliant with any applicable security controls/procedures/requirements, etc.
Please see General Controls standards in Section II - Performance Standards.

The Contractor must disclose to the Department representative (identified in the communication matrix) any material breech of security or internal control within 24 hours from the point where the violation becomes known.  A violation includes, but is not limited to: employee and/or subcontractor accessing taxpayer information not required by their job’s responsibility, misappropriation of Department assets, unauthorized access to the site facilities and unauthorized destruction of Department assets and/or information.

The Contractor shall provide DTF with any reports or findings from independent auditors relating to internal controls, security, system/data controls, etc., as they relate to the services under the contract.
	B.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle, including, but not limited to:
A. the existing internal controls and security and confidentiality procedures, including the procedure to monitor compliance with such (e.g., internal audit controls and/or independent audit programs);

B. security tools (e.g., locks, alarms, badges, cameras, etc) which will be used to ensure that physical security is maintained; 

C. the screening process for staff hired by the Contractor, as well as any other persons having access to the processing site and tax filings and remittances - from the Post Office to the processing site, at/within the Contractor’s processing site; 
D. the approach to present the secrecy and confidentiality provisions to employees for signature; 

E. the prevention of unauthorized access to physical site(s) and systems (i.e., code and data); record keeping of such attempts; and, the methods used to address these attempts by the Contractor, and the method to communicate them to the Department;  

F. the strategy and implementation protocol to guard against and respond to internet viruses, denial of service attacks, jamming tactics, etc.; identify controls or programs such as virus protection, intrusion detection systems and firewall rules that protect the systems from unauthorized access; 

G. the method used to record access to systems and data, including supervisory data capture overrides, and, how long these records are maintained; 

H. identification and designation of high risk areas (e.g., tax filing receipt area, document scanning area, check processing/storage areas, data center, etc.) and any unique internal control and security procedures used to mitigate this risk; 

I. security procedures that will be used for moving work within and among the processing site(s);

J. how the logical security system within the deposit system prevents and reports unauthorized debits, both paper remittances and electronic funds transfers, presented against the tax receipt account; and

K. the process and procedure which conforms to federal and state law requirements for controlled destruction of system output or other data containing taxpayer information (e.g., name, address, identification numbers, etc.).

	C (M)
Training and 

Training Tools
	The Contractor must demonstrate the ability to adequately train all persons, permanent and temporary, involved with the program(s) to oversee and operate the program(s)/module(s) in accordance with the RFP requirements and performance standards as specified.  
	C.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle, including, but not limited to:
A. the training approach, including the development, implementation and post-implementation phase for the program(s)/module(s);

B. a description of the circumstances that would require additional training and/or retraining (e.g., permanent employees, returning temporary employees, and new employees); 

C. the training techniques which will be utilized (e.g., hands-on, online, etc.), including the number of hours of training that will be provided for the program(s)/module(s) functions (e.g., pre-processing, data capture), what staff will be performing the training (e.g., contractor or sub-contractor), the method to evaluate the trainers and content, and the nature of the training tools;

D. any functional support aids that will be implemented/utilized for ongoing processing (e.g., reference materials, processing manuals, etc.); and,

E. the physical location where the training will take place.  

Note:  During program development and again, prior to implementation, Deliverable 5 – Operational Procedures Documentation must be provided.  As described in Section VIII – Implementation Requirements the Operational Procedures Documentation includes, among other things, a description of training tools. 

	D (M)
Systems Environment
	The Contractor must use generally accepted industry standards to implement and operate the systems environment to ensure that the RFP requirements and performance standards (Section II – Performance Standards and Liquidated Damages) are achieved.  This includes the use of auditable procedures for system operations, change control, capacity planning, performance management, problem management, backup (including off-site storage), fail safe and disaster recovery.  
The systems environment must also be scalable to accommodate future systems expansion and must operate in the continental United States of America.  

If the systems environment is shared, the contractor must follow auditable procedures which assure the security and confidentiality of programs and data associated with the program(s)/module(s) [see Guiding Principle B. of this Section VII].  
Connectivity
The Contractor must have the capacity to engage in electronic data file exchange with the Department and must use an electronic data exchange protocol which is acceptable to the Department.  The Department requires electronic data file exchange, to and from the Department.  The Department would prefer this exchange via the Internet.  Data file exchange processes that are specifically unacceptable are: magnetic tapes, email, paper, CD, floppy Disc, removable drives, and analog or digital dial up, Value Added Networks (VAN) or DSL connections.  In addition, the Department requires LTO2 tapes for images (see Section VI D. for additional information related to image and data delivery).  The Department has approved using a secure file transfer protocol (SFTP) provided by OpenSSH and Vshell as our Client and Server secure FTP connection software, respectively.  The Contractor will be responsible for implementing compatible software with these products.  The Department has approved the use of Public/Private Key authentication for the SFTP protocol, and as such, requires the use of SSH2, 1024 byte, RSA algorithms in the key generation.  Additionally, the Department has approved and prefers the encryption of the data file using PGP with PGP encryption key exchange.  This connection will need to meet all Department and industry standard security measures, including using the standard TCP Port 22.
The Contractor must have acceptable internet browser software to enable access to the Department’s website, if applicable.  The current minimum requirement is Microsoft Internet Explorer 5.5.
The Department strongly prefers that any access provided for Department employees (for the performance of their tax administration duties per these RFP requirements) to the Contractor’s system be done online via the Internet.  The Contractor’s system must be compatible with MS Proxy using standard HTTP or HTTPS on TCP ports 80 or 443.  The Contractor should specify the method(s) to allow access for Department employees.
File Transfers

All file transfers related to Sales Tax will be in XML format.  See Exhibit 5-B- Sales Tax Layouts, for the general XML format for return filings.  

Test Environment

The Contractor must maintain a test environment, separate from the processing environment, which is configured to allow enhancements in a controlled environment.
	D.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle, including, but not limited to:

A. identify the hardware, software and throughput capabilities;

B. identify where the system(s) will be located for all services;

C. indicate whether the systems environment is shared.  If so, identify the process to establish and administer priorities for the systems environment, the process for resolving conflicts and provide the Service Level Agreements that will impact provision of services to the Department;

D. identify the auditable procedures which are, or will be, in place for system operations, change control, capacity planning, performance management, problem management, security and confidentiality, and fail safe and disaster recovery and also the availability of these procedures for the Department’s review; 

E. provide a detailed description of the proposed method(s) for electronic file data exchange and on-line access for Department employees; and 

F. identify the percentage of total capacity to be utilized during peak periods for the program(s)/module(s).  



	E (M)
Automated Systems Design, Development, Maintenance and Enhancement 


	The Contractor must adhere to generally accepted information technology standards for development, documentation, maintenance and enhancement of the proposed applications solution.  This includes the use of auditable procedures for quality and version control.  The proposed development tools and procedures must support rapid application development for the initial implementation and for addressing future changes.  The Contractor must ensure that all software components are maintainable over the life of the contract and that the software and associated documentation is transferable to DTF, or designee, in the event that the Contractor was no longer able to carry out its responsibilities or at the end of the contract to support transition to the subsequent service provider if that is not the incumbent.   
Back-up of Data and Software.  
The Contractor must maintain and retain both on-site and off-site processible electronic copies of all tax data and image files that are transmitted to DTF.  The Contractor must back-up all data transmission/image tapes or data/image files which are sent to the Department and retain them in a secure, environmentally controlled, off-site location for no less than twelve (12) months.  
The Contractor must back-up source and object code each week, at a minimum, and retain in a secure and environmentally controlled off-site location for the duration of the contract, to assist in the restoration of files.  

The Contractor must be able to provide DTF, upon request, with an exact duplicate of any data transmission/image tapes or data/image files which had been sent to DTF within the following timeframes:  

· if the original transmission or transmittal of the data/images occurred within the past seven days, then the duplicate file must be available to DTF within 24 hours of the request; or

· if the original transmission or transmittal of the data/images occurred more than seven days previous, then the duplicate file must be available to DTF within five business days of the request.  
The Contractor must ensure the efficient creation and maintenance of business rules (e.g., table based rules, forms definition format, etc.) and forms processing templates, if applicable.    


	E.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle, including, but not limited to:

A. an identification of where the development will take place and a description of the experience of the developer(s).  If development will be subcontracted, describe the Contractor’s previous development experience with that subcontractor. 
B. the length of time data and image output files are retained on-site and off-site; and
C. a description of a recently developed,  automated, high-volume transaction system, including:  

1.
the development methodology which was utilized;

2.
the procedures used to ensure quality and version control;

3.
the utilization of modularized programming (i.e., reusable code);

4.
ad hoc reporting tools which were utilized and whether these tools would be used for the system(s) developed for this RFP; and,

5.
the method used to control errors found during testing, and whether this method would be used for system(s) developed for this RFP. 

In addition, the following must be included: 

1. the proposed conceptual systems design;

2. the proposed workload estimates for the systems development;

3. proposed staffing plan for systems development; and 

4. proposed development project schedule (from conceptual systems design through implementation).
Three related deliverables are to be provided during implementation (see Section VIII – Implementation Requirements:
Deliverable 1:
Detailed Systems Requirement Documentation (including, but not limited to requirement documents, system design specifications, general and detailed workflows, data entry requirements, custom system requirements, image requirements, and custom reporting) – to be delivered during program development and again, prior to implementation;
Deliverable 2:
Test Result Documentation, prior to DTF’s UAT (including, but not limited to the Contractor’s UAT plan, business cases tested and UAT results prior to DTF’s UAT test);
Deliverable 3:  System Architecture Documentation (including, but not limited to system architecture diagrams) – to be delivered during program development and again, prior to implementation; 
For back-up of data and software requirements, the Contractor must provide the following information:

A. Proposed back-up processes for electronic and other data and images;

B. Proposed period of retention for all backed-up data transmissions;

C. Proposed period of retention for backed-up source and object code;

D. Proposed retention site;

E. Proposed LTO2 cartridge and data transmission delivery schedule;

F. Description of resources committed to cartridge/transmission delivery; and,

G. Proposed security plan for the delivery process and retention site(s).  

Describe how a standardized business rule structure will be adhered to by the developers and how table based business rules will result in efficient updates/modifications (e.g., updates by table maintenance staff versus systems development staff), and the method and length of time to develop/modify a template and the level of staff to accomplish such.  

	F (M)
Systems Maintenance,  Testing and User Acceptance Testing

	The Contractor must prepare and execute, during implementation, a comprehensive System Test of all processing components (e.g., hardware, software, work-flow procedures, integration of third part data and payment information, etc) developed, modified and/or acquired for all programs/modules as part of this RFP.
The Contractor must, as part of its System Test or as a separate test (prior to execution of DTF User Test cases), participate fully in a jointly-managed test of all file transfers required pursuant to this RFP (as specified in Section VI and VII).  This test will include, at a minimum, testing all file formats for adherence to specifications, transmission procedures and encryption solutions, as applicable; and must include testing appropriate volumes of data for the following file transfers:

From DTF and/or taxpayer: 
A. ACH Debit files;

B. Taxpayer identification information extract files;

C. Data files. 

To the Department and/or taxpayer:  

A. Acknowledgment files;

B. ACH rejection code files;

C. Data, payment and image output files;

D. ACH transit and routing number verification table;

E. On-line balance reports;

F. Accounting, cash management and financial reports;

G. Generation of all output files and LTO2 tapes for scan/index images.  

The Contractor must follow the agreed upon Change Control Procedure for identifying, communicating to the Department and correcting any production problems with the system(s) developed and/or modified pursuant to this RFP.  

The Contractor must agree to implement data fixes as necessary to correct production programs, pursuant to approval from a Department-authorized representative, including but not limited to utilization of the following methods:

· complete file restoration;
· rerunning programs; and direct fixes to the database(s), as applicable.  
	F.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle, including, but not limited to:


A.
Prior to final implementation, participate in a performance test (scaled down volume) using scaled down staffing with a mix of permanent and temporary staff which will mirror actual peak processing, including pre-data capture functions.

B.
Participate in testing process each  peak necessary and provide services, including, but not limited to:


1.
conduct program and system impact analysis;


2.
develop, test and implement all program and system changes to support peak changes;


3.
participate in the peak cycle testing process, as necessary, for certification of the Contractor’s data capture and processing system.  This process includes a series of data mapping and edit tests, including; 

-
data entry of DTF, or its designee, prepared test documents,
-
verification by DTF personnel or its designee, of the Contractor’s systems edits, and,
-
 production of test output (files/reports).


C.
Provide a detailed response to the following:  

1. automated tools to develop the test cases and support the process, such as reviewing data output for expected volumes, etc;
2. Throughout development, reports will be required which account for test conditions developed, executed, defects, defects corrected, defects identified during component testing, system testing, integration testing and user acceptance testing; 

3. staff qualifications/experience of those conducting the user testing, and their role in the design and development of the implementation deliverables, such as conceptual design, detail design, etc;

4. explanation of the methodology to develop the scenarios that will be tested, including the expected role of the Department;
5. a description of the projects where this methodology/ approach has been used before; and,
6. timeframes allowed for the complete testing cycle, including development of test cases/scenarios, and turnaround time to complete the tests.  


	G (M)
Organizational Structure and Staffing for Operations
	The Contractor must demonstrate the ability to provide and maintain an organizational structure and level of staffing to adequately operate the program(s)/module(s) as required by the requirements of this RFP to achieve the Performance Standards (see Section II of this RFP).  

	G.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle, including, but not limited to:

A. the Contractor’s organizational structure within the overall corporate structure (if applicable) and the organizational structure as it pertains to the program(s)/module(s);
B. for the development component of this engagement, provide the project/engagement manager responsible for development and implementation of each program/module, and the project manager’s immediate direct reporting subordinates for lockbox operations planning and analysis, for systems development, for user acceptance testing, and for contract negotiations.  
For each of these positions, provide the percentage of time for each individual program/module to be devoted to each program/module.
For each of these managers, describe their managerial role in two previous business engagements of similar complexity to the services in this RFP, and provide a minimum of two client references for each manager (i.e., one for each of the two previous business engagements of similar complexity); 

C. for the operations component of this engagement, identify the key executives and managers, by title; their experience in managing customized lockbox operations and the amount of time that each manager will be allocated to the program(s)/module(s) during operations.  If not dedicated 100% for Department program(s)/module(s), identify the allocation of time that will be spent on the Department program(s)/module(s).  
D. the supervisory structure for the lockbox operations, including the identification of the supervisor to staff ratios, key supervisors by function and their allocation of time to supervision tasks versus line tasks, and the process which will be utilized to maintain adequate levels of staff at all times;

E. the staffing levels, by function, that would be utilized for the program(s)/module(s), including the variations between permanent and temporary staff, during both peak and non-peak periods; 

F. the supervisor to staff ratio, by function, during peak and non-peak periods;

G. the recruitment methods that would be utilized to maintain adequate levels of staff at all times; and, 

H. the methods utilized to encourage trained temporary employees to return for future peak periods.  
Note:  During program development and again, prior to implementation, Deliverable 5 – Operational Procedures Documentation must be provided.  As described in Section VIII – Implementation Requirements the Operational Procedures Documentation includes, among other things, a description of staffing plans, .

	H (M)
Performance Monitoring, Audits and Reviews
	The Contractor must cooperate fully with the Department, or designees, in all performance reviews.  Cooperation includes, but is not limited to, provision of all necessary documents in a timely manner and provision of adequate working space to conduct such reviews.  
In addition to reviews by the Department, the Contractor must cooperate fully with the Office of the State Comptroller (OSC), or its designee(s), for all aspects of audits, reviews, etc.
	H.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle, including, but not limited to:

the provision of adequate working space, including,  but not limited to: private office or conference room, work stations, access to phone and data lines, photocopier, file cabinet with locks, etc. 

	I (M) 

Cooperation with Department/State Investigations
	The Contractor must agree to cooperate fully with any lawful investigation conducted by the Department or its designee acting on its behalf including the Inspector General’s Office, the NY State Police or any municipal law enforcement agency within New York State.  
In the case of Department criminal investigations, an out of state commercial bank which performs depository bank services must accept a subpoena served on one of its New York State branches/offices.
	I.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle.

	J (M)
Integration with External Third-Party Service Providers/Open Architecture
	The Contractor must propose a solution which facilitates the implementation of secure automated exchanges of data with the Department and with other third party service providers and implement changes needed to process data from such exchanges (for example, acceptance of electronic filed returns and payments from preparers or other entities).  Data interfaces will be expected to utilize XML and commonly available B2B software components in a way which minimizes development, testing and operational costs involved in implementing new changes.  
The processing system must be able to accommodate electronic intake of files from third party processors and bulk filers. 


	J.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle, including, but not limited to:

A. identification of project(s), including hardware and software, scope and nature of the relationship, where the Contractor has been an intermediary between a third-party service provider(s) and the Contractor’s client; and, 

B. identification of the interfaces which have been supported between the Contractor and both third parties and the Contractor’s client, including identification of hardware and software; and,
C. identification of the file processing controls which would be implemented to ensure that all files received from other third party service providers are processed and that those files are only processed one time. 

	K (M)
Adaptability to Program Changes


	The Contractor must demonstrate its ability to respond rapidly or by a fixed deadline to functionality changes due to legislative or administrative requirements (often in constrained time frames).  Common examples of program changes include, but are not limited to:
A. Addition or modification of business rules;

B. Addition of lines or data elements (both computed and non-computed) on a tax return, attachment, document, schedule or form;
C. Addition of a new tax return, attachment, document, schedule or form; 
D. Acceptance of a new payment method; 
E. Acceptance of a new bulk filing method; and
F. Modification of a Tax Rate within a filing period.


	K.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle, including, but not limited to:

A. a description of the capabilities and limitations with regard to the ability to respond rapidly to change requests.  At a minimum, the following topics should be discussed:

1. the methodology to be used to analyze Program changes and the identification of the resource commitment to implement those changes; 

2. the levels of flexibility (tolerance for change) built into the proposed conceptual design; 
3.  the tools, processes and procedures which enable rapid application development; 

4. the capability to perform rapid cost analysis to evaluate potential changes (i.e., use of predictive cost methodologies); and, 

5. a description of the scalability of the physical site and automated environment to accommodate functionality changes and/or workload expansion.  

For items A through E within this Guiding Principle K, provide an estimate of the number of development and testing hours to implement these changes within the Contractor’s Conceptual Systems Design provided in response to Guiding Principle D, E, & F in this Section.  

	L (M)
Disaster Recovery/Fail Safe Operations
	The Contractor must provide a sufficient level of fail safe and disaster recovery operations to ensure that disruptions to services are transparent to taxpayers.  Refer to Section II of this RFP for performance standards and specific disaster recovery timeframes.  
The Contractor must provide an approach to and provisions for continued processing in the event of conditions short of disaster.  Including but not limited to: short term power failure, inclement weather conditions, high rate of absenteeism, etc., including but not limited to having a required back-up power source/generator for the processing site.
As part of the initial implementation and certification, the Contractor shall develop and deliver a Disaster Recovery Plan for the Program(s)/Module(s), including the Disaster Recovery Plan for a commercial bank acting as a subcontractor for depository bank services, if applicable.    

The Contractor must maintain, test (at least once annually on a date as jointly determined with the Department).  The Contractor must inform the Department on an annual basis as to the status of Disaster Recovery/Fail Safe Operations.  The Contractor shall provide the Department with any updates to the Disaster Recovery Plan, and/or any plans to implement recommendations resulting from routine testing/Contractor review of the Disaster Recovery Plan. 

The Contractor must maintain, in a secure, off-site location, complete and up-to-date copies of Disaster Recovery/Fail Safe plans and processing center procedures and required forms, etc. applicable to the Program(s)/Module(s) and all forms and procedures developed and used for Program(s)/Module(s) to assist in the restoration of operations at an alternate disaster recovery site.  
The Contractor shall provide DTF with any reports or findings from any regulatory agency (unless it is prohibited from making such disclosures by law or by such agency), independent auditors, etc., relating to disaster recovery capabilities as they pertain to the services under the contract.

  
	L.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle, including, but not limited to:

A. identify and describe the existing or proposed fail-safe and disaster recovery plan(s) and the extent to which the plan(s) will be able to accommodate the Program(s)/Module(s) in this RFP.  The Contractor must provide its basic plan, the conditions it covers, how it will address the conditions and any impacts to processing throughput.  For the Program(s)/Module(s), state the recovery window to a full restoration and throughput in a disaster situation.  The description of the fail safe and disaster recovery plans should include, at a minimum, whether or not this is an automatic fail over to systems at a separate site, shared workload at multiple sites, hot site disaster recovery, and cold site disaster recovery.  In addition, the priority that the Department’s Program(s)/Module(s) would have within these plans.  If existing plans will be utilized, identify any enhancements which will be made in order to accommodate the Programs/Module(s);
B. describe whether or not the Department would have access to the fail-safe and disaster recovery plan(s) for review purposes as they relate to the Program(s)/Module(s);  

C. provide a diagram which identifies the level of redundancy at the network, operating, and application level, including any interest processing delays during a fail-safe (e.g. check routing strategy between the main processing site and back-up site); 

D. describe any service agreements with vendors providing identification and remediation of foreign substances in the workplace and the corresponding response timeframes; 

E. identify how program documentation and supporting equipment (e.g., procedures, processing forms, bates stamps, etc.) will be stored off-site and available to ensure disaster recovery/ fail safe operations;  

F. identify how the deposit disaster recovery timeframe meets or exceeds the Department’s/State’s desire to minimize cash flow losses in the event of a disaster; and
G. address business continuity/disaster recovery as it pertains to the services of the RFP for functional requirements specified for electronic services and ensures that the Contractor can meet the recovery time frames as follows:  


1. Transmission;

·  To and from ACH and NYACH

·  To and from Department 


2. Deposit; and,

3. On-line Balance Reporting.
Note: Any costs associated with the disaster recovery and fail safe services should be built into the fully loaded transaction costs reflected in the Section XI financial tables.

	M  (M)

Document Destruction
	The Department requires that when records maintained by the Contractor, on behalf of the Department, in connection with these programs, become obsolete (as determined by the Department), such records shall be destroyed.  The Contractor shall, if such records are easily transported, require timely return such records to the Department for destruction.  If such records are not easily transported, the Contractor shall erase or overwrite such records in accordance with directions from the Department.  In the latter case, an officer or principal of the Contractor shall certify to the Department, in writing and under penalty of perjury, that such erasure or overwriting has been completed to the Department’s satisfaction.
	M.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle.  

	N (M)

Sales Tax Forms Design and Form Modification Review

	The Department will consider forms changes to facilitate returns processing, and will cooperatively work with the Contractor regarding such forms change requests; however, the Department will be the final determinant regarding final forms design. 
The Department will commit to:
· Printing forms on white paper with black ink;
· Printing forms on either 8.5x11 or 11x17, with center perforation (unless a one page form);
· Printing forms on offset paper with  weight of between 40 lb. and 80 lb. (which equates to a bond paper weight of between 16 and 32 lb.); with an opacity of between 90 to 96; and a brightness scale of between 84 to 92;
· Expanding, wherever possible, white space on forms (i.e., doing away with current bulleted symbols);

· Ensuring that all DTF printed forms have a form ID (simple font);

· Ensuring that all DTF printed forms have (a) registration mark(s); or form elements that may be used for registration; and 

· Moving towards increasing the availability of fill-in forms and adding 2D barcoding on DTF web-enabled forms.

The Contractor must participate in a review of forms developed and modified by Department approved software developers.  Within a ten day period, the Contractor would be expected to review for form IDs, field length, and field placement and report comments or problems to the Department.  The Contractor must also timely review the drafts of DTF forms and note any issues that may make the forms unprocessible.
	N.  Affirm understanding with and agreement to meet the Guiding Principle, and provide details addressing the Guiding Principle, including, but not limited to any proposed forms changes to facilitate returns processing, along with the reason for these changes.
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