New York State Department of Taxation and Finance

Request for Proposal 11-01

Disaster Recovery Services


[image: image1.png]STATE OF NEW YOR“{

DEPARTMENT OF TAXATION & FINANCE




[image: image2.png]



Request for Proposals

11-01

Disaster Recovery Services

Table of Contents

8Schedule of Events


9Preface                  


9A.
Proposal Questions/Inquiries


10B.
Procurement Lobbying – Offerer Understanding of, and Compliance with, Procurement Lobbying Guidelines


10C.
Confidential Information


10D.
Proposal Amendments/Announcements


10E.
Response to Bidder Questions and Requests for Clarification


10F.
Notification of Intent to Bid


10G.
Submission of Proposals


11RFP Key Points     


12RFP Glossary         


13A.
Introduction


131.0
Purpose


142.0
Program Overview


143.0
General Bidding Strategy Information


154.0
Implementation


155.0
Contract Term


18B.
Overview of Existing Data Processing and Communications Environment


181.0
General Overview


182.0
Data Center Operations


192.1
Mainframe Configuration


192.2
Data Communications Network


202.3
Enterprise Systems Management


202.4
Intel (VSphere/Windows)


202.5
Call Center/VoIP


222.6
Printing (non-mainframe)


222.7
Security


222.8
Enterprise Storage


233.0 
Other Department Systems


234.0
Document Output Services (Green Island Mail & Print Facility)


234.1
Production Copier/Printing


244.2
Computer Generated Mailing


25C.
Qualifying Requirements


251.0
Financial Condition and Standing


272.0
Business Qualifications


283.0
Direct Disaster Recovery Experience


30D.
Technical Requirements


301.0
Department Needs and Service Plan Requirement


322.0
Re-Establishment of Data Center Operations


322.1
Immediate Access (M)


342.2
Data Center Operations – Hot Site


473.0
Data Center Operations – Cold Site


473.1
Contractor Services Cold Site (M)


483.2
Data Center Configuration (M)


483.3
Data Communication Network (M)


493.4
Cold Site Duration (M)


504.0
General Facility Requirements


504.1
Uninterrupted Facility Availability (M)


504.2
Facility Description (M)


514.3
Security and Access (M)


544.4
Communication Network (M)


554.5
Power (M)


564.6
Environmental Controls (M)


564.7
Fire Protection (M)


574.8
Flood Protection (M)


574.9
Evacuation Procedures (M)


575.0
Other Facility Requirements


575.1
Facility Maintenance (M)


585.2
Work Space/Office Space (M)


585.3
Logistical Support Services and Equipment (M)


595.4
Remote Operations and Support Services (M)


605.5
Testing Requirements


605.5.1
Basic Testing Requirements


625.5.2
Remote Testing Requirements (M)


625.6
Equipment Replacement Requirement (M)


645.7
Change Requirements


645.7.1
Technology Changes (M)


655.7.2
Department Equipment Modifications (M)


675.8
Security and Confidentiality Requirements


675.8.1
Secrecy Provisions (M)


685.8.2
Data Protection (M)


73E.
Financial Requirements


85F.
Administrative Requirements


851.0
Administrative Proposal Conditions


85a.
Issuing Agency


85b.
Solicitation


85c.
Liability


85d.
Proposal Ownership


85e.
Proposal Security


86f.
Timely Submission


86g.
Proposal Effective Period


86h.
Bid Opening


86i.
Bidder Proposal Clarification


87j.
Bid Evaluation and Selection


87k.
Contract Negotiations and Authorized Negotiators


87l.
Bidder Notification of Intent to Award


87m.
Proposal Review and Contract Approval


87n.
Debriefing Sessions


87o.
Bid Protest Policy


87p.
Reserved Rights


892.0
Administrative Contract Conditions


89a.
Appendix A


89b.
Payments


89c.
Public Announcements


89d.
Minority and Women-Owned Business Enterprises


91e.
Equal Opportunity Standard Language


92f.
Omnibus Procurement Act of 1982


93g.
Permission to Investigate


93h.
Cover Letter


93i.
Vendor Responsibility Questionnaire


94j.
MacBride Fair Employment Principles Form


94k.
Designation of Prime Contact


95l.
Non-Collusive Bidding Practices Certification


95m.
Procurement Lobbying


97n.
Secrecy Provisions (DTF-202)


97o.
Acknowledgement of Confidentiality of IRS Tax Return Information and Internal Revenue Code Selected Confidentiality Provisions Pertaining to Contractors


98p.
Ethics Compliance


98q.
Sales and compensating Use Tax Documentation


99r.
Prime Contractors/Subcontractors


99s.
Proposed Extraneous Terms


100t.
Request for Exemption from Disclosure


102G.
Proposal Submission


1021.0
Proposal Content and Organization


1022.0
Submission of Proposals


105H.
Proposal Evaluation


108Technical Exhibits


109Exhibit 1 – Contractor Sales Tax Certification Forms


115Exhibit 2 – Preliminary Contract


135Appendix A – Standard clauses for NYS Contracts


141Appendix B – Participation by Minority Group Members and Women with Respect to State Contracts


149Appendix C – Bid Protest Policy


152Attachment 1 – Bidder’s Checklist


155Attachment 2 – Offerer Understanding of, and Compliance with Procurement Lobbying Guidelines


156Attachment 3 – Notification of Intent to Bid


157Attachment 4 – Vendor Responsibility Response Form


158Attachment 5 – MacBride Fair Employment Principles


159Attachment 6 – Designation of Prime Contact


160Attachment 7 – Non-collusive Bidding Certification


161Attachment 8 - Offerer Disclosure of Prior Non-Responsibility Determinations


164Attachment 9 – Offerer’s Certification of Compliance with State Finance Law 139-k (5)


165Attachment 10 – DTF-202


166Attachment 11 – Acknowledgement of Confidentiality of IRS Tax Return Information and Internal Revenue Code Selected Confidentiality Provisions Pertaining to Contractors


170Attachment 12 – Subcontractor List


171Attachment 13 – Public Officers Law





Schedule of Events

	Issuance of RFP
	June 17, 2011

	Deadline for filing Offerers Understanding of, and Compliance with, Procurement Lobbying Guidelines
	July 7, 2011 by 2 PM EST

	Deadline for Submission of Questions
	July 7, 2011 by 2 PM EST

	Department Response to Bidder Questions
	July 22, 2011

	Deadline for second submission of Bidder Questions
	August 5, 2011 by 2 PM EST

	Department response to second submission of Bidder Questions
	August 19, 2011

	Deadline for Submission of Notification of Intent to Bid
	August 29, 2011

	Proposals Due
	September 23, 2011 by 2 PM EST

	Notification of Intent to Award
	November 1, 2011

	Deadline for Contract Signature
	December 1, 2011


Preface
A. Proposal Questions/Inquiries
Prospective Bidders will have two opportunities to submit written questions and requests for clarification regarding this Request for Proposal (RFP).  All questions regarding this RFP must be submitted via e-mail (preferred), fax or mail and be received by the dates and times specified in the Schedule of Events.  Questions must reference the relevant page and section of the RFP and must be directed to one of the designated contacts identified below:
E-mail:


bfs_contracts@tax.ny.gov
Fax:


(518) 435-8413

Written Correspondence:




New York State Department of Taxation and Finance




Attn:  Catherine Golden, Assistant Director




Procurement Services Unit




WA Harriman State Campus




Albany, NY 12227

Prospective Bidders should note that all clarifications and exceptions, including those relating to the terms and conditions of the RFP, are to be resolved prior to the submission of a bid.  Exceptions to contract terms in Exhibit 2, Preliminary Contract, must be submitted with the bid proposal.  Bidders entering into a contract with the State are expected to comply with all the terms and conditions contained herein.
All inquiries concerning this solicitation must be addressed to one of the following designated contacts:
Catherine Golden

(518) 457-0954

bfs_contracts@tax.ny.gov
Dorothy Lechmanski
(518) 457-0954

bfs_contracts@tax.ny.gov
Karen Brino


(518) 485-6091

bfs_contracts@tax.ny.gov
Contacting individuals other than the designated contacts listed above may result in the disqualification of the Bidder’s proposal – please refer to the Procurement Lobbying Law and the Department of Taxation and Finance (DTF or Department) guidelines posted on the Department’s procurement website at: http://www.tax.ny.gov/about/procure, and additional requirements in Section F, Administrative Requirements.

B. Procurement Lobbying – Offerer Understanding of, and Compliance with, Procurement Lobbying Guidelines

New York State Finance Law 139-j(6)(b) requires that the Department seek written affirmation from all Offerers as to the Offerers understanding of, and agreement to comply with the DTF procedures relating to permissible contacts during a Government Procurement.  Information related to the Procurement Lobbying Law and DTF guidelines can be found on the Department’s website at:  http://www.tax.ny.gov/about/procure.
Offerer’s are requested to sign and submit Attachment 2:  Offerer Understanding of, and Compliance with, Procurement Lobbying Guidelines by the date and time specified in the Schedule of Events.  This may be submitted in conjunction with Bidder questions.
C. Confidential Information
Certain information related to this RFP is considered Confidential Information and will only be released by the Department upon receipt of a Non Disclosure Agreement executed by the Contractor and Subcontractor, if applicable.  This Confidential Information consists of all Exhibits to the RFP detailing the Department’s infrastructure.
D. Proposal Amendments/Announcements

All Amendments, clarifications and any announcements related to this bid will be posted on the Department’s Procurement website at:  http://www.tax.ny.gov/about/procure.

It is the responsibility of the Bidder to check the website for any amendments, clarifications or updates.  All applicable amendment information must be incorporated into the Bidder’s proposal.  Failure to include this information in your proposal may result in the Bidder’s proposal being deemed non-responsive.

A. Response to Bidder Questions and Requests for Clarification

The Department will provide a written response to all substantive questions and requests for clarification.  Responses to Bidder questions and requests for clarifications will be posted on the Department’s Procurement website at:  http://www.tax.ny.gov/about/procure.

B. Notification of Intent to Bid
If your firm is submitting a proposal in response to the RFP, Attachment 3, Notification of Intent to Bid, should be completed and submitted by the date specified in the Schedule of Events.  Contact information provided on this form may be used to notify Bidders of Request for Proposal changes.  

C. Submission of Proposals

The Bidder must submit their proposals as instructed in Section G, Proposal Submission.
RFP Key Points

1. Read the RFP in its entirety.  Note key items such as:  critical dates, qualifying and mandatory requirements, services required and proposal packaging requirements.

2. Note the name, address, phone numbers and e-mail address of the designated contacts.  These are the only individuals that you are allowed to contact regarding this RFP.
3. All amendments, clarifications, Bidder questions with the Department responses and any announcements relating to this bid will be posted on the Department’s website.  It is the Bidder’s responsibility to check the Department’s website periodically for any updates.  All applicable amendment information must be incorporated into the Bidder’s proposal.  Failure to include this information in your proposal may result in disqualification or a reduced technical score.  

4. Take advantage of the question and answer periods.  Submit your questions to one of the designated contacts by the dates and times listed in the Schedule of Events.  Responses and copies of the questions will be posted on the Department’s Procurement website at:  http://www.tax.ny.gov/about/procure. 

5. File an “Intent to Bid” form by the date listed in the Schedule of Events.
6. Provide complete answers/descriptions.  Bidder proposals must completely address all qualifying and mandatory requirements.  To ensure you are not unnecessarily disqualified from bid evaluation, thoroughly read all proposal requirements and provide complete responses.  Use all the forms provided to submit your response.
7. Review the RFP document and your proposal.  Make sure all requirements are addressed and all copies are identical and complete.
8. Package your proposal as required in the RFP.  Make sure your proposal conforms to the packaging requirements.  Proposals not packaged accordingly may be deemed non-responsive.
9. Submit your proposal on time.  Proposals received after the date and time in the Schedule of events will not be considered for award except as indicated in Section F.1.p , Reserved Rights,  and may be returned, unopened, to the sender.
RFP Glossary
Unless specifically stated in the detail of this RFP, the following terms shall have the meaning listed below:

Alternate Site:
All Contractor locations, including any hot site, cold site and/or secondary sites, which are proposed in response to meet the specifications and requirements of this RFP.

Cold Site:
A hardware ready room(s), configured with communications lines, power, cooling and other functionality which meet the specifications and requirements of this RFP.

Comparable Subscriber:
A current or past, public or private sector subscriber to the Contractor’s facilities, equipment and services who had/has hardware, software, network and end user requirements that are similar to the Department’s with respect to size, complexity, processing capability, storage capacity and other data processing resources.

Department’s Data 

Processing Operations:
The Department’s total data processing systems, incorporating equipment within the data center, as well as, the communications and end user equipment required to make the system fully functional for business and support functions.

Disaster:
Any unplanned event or condition that, renders DTF unable to use a location for its intended computer processing and related purposes.  DTF, in its sole discretion, shall determine what constitutes a “Disaster” under the Agreement resulting from this RFP.

Hot Site:
The primary, fully operational data processing facility containing the Contractor’s recovery configuration which meets the specifications and requirements included in this RFP.

Recovery Configuration:
The Contractor’s array of hardware, software, equipment, data communications network and other facilities designed to provide for the resumption of the Department’s data processing operations at an alternate site.

Remote Site: 
A Department occupied facility that requires network connectivity.  Usually a remote site is smaller than a District Office.

Secondary Site:
A fully operational data processing facility containing the Contractor’s recovery configuration which meets the specifications and requirements included in this RFP.


A. Introduction

1.0
Purpose

This Request for Proposals (RFP) is being issued by the New York State Department of Taxation and Finance (Department or DTF) to solicit proposals to provide disaster recovery services.

The range of the disaster recovery services covered in the RFP will provide the Department with the alternative data processing capability and related support services necessary to continue to sustain critical tax administration functions in the event of a disruption to the Department’s data processing operations.  These disaster recovery services must enable the Department to recover from operational disruptions at the State Office Campus in Albany, New York and at any of the satellite operations around the State.  The services will provide a combination of alternative data processing facilities, equipment and support resources which enable the Department to:

a. Integrate these disaster recovery services into a comprehensive plan for all of the Department’s critical business functions;

b. Re-establish data center operations at an alternate site if the Department’s data center becomes inoperable;

c. Retain alternate site facilities until operations can be re-established at a Department data center;

d. Maximize its ability to remotely operate and test alternate site facilities and equipment;

e. Expedite acquisition of replacement equipment; and
f. Maintain maximum flexibility to adjust services as the Department develops and evolves its comprehensive recovery plan.

To accomplish these objectives, the Department is requesting proposals which provide a comprehensive service plan for meeting these needs.  The plan should provide a complete, integrated package of disaster recovery services and resources to facilitate recovery actions by the Department and the Contractor from the initial disaster recovery event until operations are fully restored at the Department’s permanent site.  To meet the technical requirements defined in Section D of the RFP, the Department anticipates that it will need some combination of the following services:

a. Hot Site Services:  A complete, short term package of data processing facilities, services and equipment necessary to resume the Department’s data processing operations at an alternate site.

b. Cold Site Facilities:  Intermediate, potentially long term data center facilities for transition from a hot site environment to a new or restored permanent Department data center.

c. Equipment Replacement:  The means to quickly acquire midrange servers, Intel based servers, storage, printers, network and end user equipment to replace any unusable equipment so that operations can be re-established at a cold site or a restored permanent site.

d. Support Services:  The technical, logistical and general support services associated with effective use of the hot site or cold site.  Also, to provide expert assistance in integrating any services from this RFP with the Department’s overall disaster recovery plan and in securing any specialized services required by the Department to recover from a disaster.
2.0
Program Overview

The Department of Taxation and Finance is responsible for the collection of tax revenue and the provision of associated services in support of government operations in New York State.  In fulfilling its responsibilities, the Department collects and accounts for approximately $55 billion in State taxes and nearly $36 billion in local taxes; administers 37 State and nine local taxes, processes almost 32.5 million returns, registrations, and associated documents; and oversees the local property tax administration.  The Department also manages the State Treasury, which provides investment and cash management services to various State agencies and public benefit corporations, and acts on the Commissioner’s behalf as the joint custodian of the State’s General Checking Account.

The Department consists of approximately 5,000 permanent employees and over 400 seasonal employees (approximately 3,400 are located in buildings 8, 8A and 9), headed by the Commissioner of Taxation and Finance, the Executive Deputy Commissioner, and several Deputy Commissioners.  Each Deputy Commissioner is responsible for a separate organizational entity (see Organization Structure – Chart 1 at the end of this section).
3.0
General Bidding Strategy Information
The Department has created a comprehensive data processing system which encompasses key processes related to tax administration. These processes include personal and corporate tax return processing, case and resource tracking, revenue collection and auditing among many others.  The Department also provides an expanding Online Tax Center which provides web services to individuals, businesses and tax preparers.   These and other automated systems and related sub-systems are core components of the procedures and processing systems used by the Department to carry out its tax administration functions.  Consequently, the Department is critically dependent upon its data processing operations and configurations that support these functions.

The critical nature of the Department’s operations and the risks which could result in impairment or loss of these operations requires that disaster recovery services and procedures be maintained at all times.  Therefore, the Department’s strategy is to acquire the disaster recovery services needed to provide immediate protection for its data center operations and then build a comprehensive disaster recovery plan around these services.  In view of this, it is essential that the Contractor not only develop cost effective strategies for providing this protection but also provide for the flexibility to alter these services as technology changes and the Department evolves its comprehensive disaster recovery plan.
This RFP is requesting the Contractor to provide the Department with an “Integrated Service Plan” (Plan) which provides a range of disaster recovery services to ensure that the Department will recover from any disaster to its data center operations.  This plan must clearly demonstrate the Contractor’s business commitment to assure the Department’s recovery from a disaster, regardless of the nature of the disaster or any other business commitments of the Contractor.  The Plan must provide the Department with a continuum of services which provide:

a. Optional levels of services tailored to the scope of the disaster;

b. The ability to quickly shift to least costly recovery scenarios; and

c. The flexibility to increase or decrease the range and level of services as the Department’s needs evolve.

In view of the business commitment required, the RFP is structured to award all service components to one Contractor who will be solely responsible for its successful implementation.  The Contractor must bid a complete package of disaster recovery services which will be provided directly by it or its subcontractor(s) for which the Contractor will be responsible.  

4.0
Implementation

Disaster recovery services must be available no later than March 30, 2012.
5.0
Contract Term

The Department will award one contract for a term of five years commencing upon approval by the New York State Attorney General and the Office of the State Comptroller.  

The successful Bidder must sign a contract within thirty (30) days after Notification of Intent to Award.  If the successful Bidder fails to do so, the Department reserves the right to begin negotiations with the second highest ranked Bidder.
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Chart 1 – Organizational Structure
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B. Overview of Existing Data Processing and Communications Environment

1.0
General Overview

The Office of Information Technology Services’ (ITS) purpose is to apply technology to support the Department’s varied business functions and provide new business solutions. The Division provides system and communications resources to customers and keeps them functioning efficiently, reliably, and securely. Additionally, ITS designs, builds, and maintains information systems to advance and support Department objectives. 

The Department is largely dependent on these computer systems resources to conduct day-to-day operations.  All programmatic areas rely on automated systems to perform critical, high-volume, time dependent functions essential to the Department’s core mission; to efficiently collect tax revenue in support of State services and programs.  All operations are thoroughly and inseparably integrated with the Department’s IT systems.

During a typical year, for example, Department systems provide resources for administering 37 State and nine local taxes along with registering tens of thousands of taxpayers; mailing or providing an electronic means to disseminate millions of returns and other documents; processing tens of millions of refunds and bills; responding to millions of taxpayer contacts; and performing hundreds of thousands of audits and protest resolutions.  To handle these workload volumes, the Department has developed application systems to automate a significant number of tax administration functions that must be performed.

Considering the enormous volume of returns, refunds and other transactions which are processed through ITS computer systems, it is inconceivable that the Department could continue to function effectively without its sophisticated, technologically complex data processing environment.  Therefore, maintaining the availability and currency of these vital systems is a primary, on-going Department goal.

2.0
Data Center Operations

The Department maintains a large and technologically complex data processing operation.   It currently utilizes a large IBM zSeries mainframe operated by the New York State Chief Information Officer/Office for Technology (New York State CIO/OFT), Intel servers for the vSphere/Windows environment, IBM Regattas for UNIX midrange, a VoIP Call Center and a high speed network infrastructure within its offices and across the state. ITS supports a diverse network which provides access for about 6,500 Department, control agency and bank users.

Overviews describing the technological environment and associated software are contained below, as is information on the network infrastructure and the role of personal computers in Department operations.

2.1
Mainframe Configuration

2.1.1
The IBM environment

The Department partners with the New York State Chief Information Office/Office for Technology (CIO/OFT) in the operation of the IBM Mainframe. Department staff is responsible for configuration and technical support for the software executed on the mainframe including Operating Systems, CICS, CTG and MQ series messaging software.
Exhibit A lists IBM Mainframe hardware dedicated to Department use in the New York State Chief Information Office/Office for Technology data center.

2.1.2
Operating System and Application Software

IBM Environment

Commercial software supports the IBM environment by providing development tools, system performance monitoring, telecommunications management, and security and other technical management facilities.

Other software includes statistical analysis software and a database management system with accompanying tools to allow users to develop mainframe applications.

Exhibit B lists IBM Mainframe Software.
2.2
Data Communications Network

Within its facilities, the Department maintains a high speed, Cisco based network with 100MB connectivity distributed to the end user. Servers are connected to redundant switches from 1GB to 8GB. Connectivity between Department facilities, District Offices and other remote sites utilize site to site VPNs over New York State CIO/OFT managed ePort data lines which range from 1.5MB to 1GB speeds based on location. Internet connectivity is provided through a 100MB New York State CIO/OFT iPort service offering. The overall network serves nearly 6,500 Department, control agency and bank users.  The network is composed of approximately:

· 400 Intel (VSphere/Windows) and midrange servers;
· Over 7,100 networked personal computers and laptops; and 
· Over 800 laser printers (HP, Xerox, Sharp).
The network exclusively supports the IP protocol. Approximately twenty District Offices and other remote sites that utilize New York State CIO/OFT NYeNet connectivity back to the Central Office located at Building 8 on the Harriman Campus in Albany, New York.  ISDN and Time Warner Internet are used for backup connectivity from the District Offices and other remote sites to the Central Office.

Exhibit C is a network diagram depicting the current data line configuration of the Department’s network.
2.3
Enterprise Systems Management 

The Department’s midrange server group is comprised of AIX, Linux and Sun Solaris servers supporting a variety of applications, databases and network monitoring tools. Approximately 170 physical and virtual servers make up this environment.

Exhibit D lists midrange hardware in the Department’s Harriman Campus data center.

2.4
Intel (VSphere/Windows)

With over 225 physical and virtual servers, the Department’s Intel (VSphere/Windows) environment supports core network functions including naming, addressing and authentication, along with applications such as VoIP/Call Center, and e-mail/messaging, application development and web and SQL services.
Exhibit E lists Intel (VSphere/Windows) hardware in the Department’s Harriman Campus data center.

2.5
Call Center/VoIP

The New York State Department of Tax and Finance has an extensive Call Center operation to service their constituents.  Department call center representatives and self service applications provide information on income tax issues, business tax issues, audit issues, property tax concerns, refund information, payments, protests and answering inquiries from taxpayers and tax professionals.  The DTF Call Centers also handle all calls for the Division of Homeland Security and Emergency Services (DHSES) in the event of a disaster.  

To meet these needs, the Department has implemented a Cisco VoIP Call Center infrastructure using Cisco IP Phones, servers, gateways, PoE switches, routers and applications.  The Department uses Acme Packet Session Border Controllers as its SIP trunk platform and contracts with PAETEC for SIP trunks and with Verizon and AT&T to provide circuits for its telecommunications infrastructure.  

The Department has developed sophisticated applications and integration between its computer systems and telephone systems to automate and enhance its taxpayer information and tax collection programs.  These self service telephone applications, for example, allow a taxpayer to check their refund status or to create installment payments for a bill.  In addition to the self service applications, millions of calls are automatically routed to the Department call center representatives.  

These self service applications communicate closely with the Department’s Cisco Intelligent Communications Manager (ICM), to maximize staff and telephone line use.  Together, this equipment comprises a state-of-the-art Telephone System which automatically answers, processes and responds to standard, high volume taxpayer telephone inquiries.

2.5.1 Taxpayer Services Telephone Systems

Taxpayers call into the Department over 10 million questions each year.  The Telephone System, through its integrated networks, IVR’s and application processors interface with the various Department data repositories to provide immediate synthetic voice response to the taxpayer.  Questions requiring human intervention are automatically referred to staff specialists.

Call distribution capability provided through the Cisco ICM automatically routes incoming taxpayer inquiries to the correct program specialist within the Department’s Taxpayer Contact Center telephone assistance unit.  Integration with Computer Telephony Integration (CTI) allows representatives to access the specific taxpayer information needed to respond to certain questions, e.g., personal income tax refund status.

2.5.2
Tax Compliance Automated Telephone Collections

This system links the Cisco ICM to various data repositories to automate telephone contacts with taxpayers having outstanding liabilities.  An automated outbound dialing system allows representatives to proactively contact taxpayers with outstanding tax liabilities.  The system automatically schedules and reschedules telephone contacts for collection actions.  Integration with the various data repositories allows representatives to have complete, on-line access to taxpayer filing, payment and liability information for all taxes when connections are made. 

Exhibit F lists Call Center/VoIP hardware in the Department’s Harriman Campus data center.

2.6
Printing (non-mainframe)

The Department supports over 800 ‘department class’ printers (HP, Xerox, Sharp) throughout all of our facilities. Approximately 700 of them are located at the Harriman Campus. Newer models provide multi-function capabilities.  The remainders are located at various District Offices and remote sites.
Exhibit G lists printer hardware in the Department’s Harriman Campus offices.

2.7
Security

The Department’s Network Security group determines and sets perimeter network security. Multi-layered, end to end security architecture has been implemented across the enterprise network including firewalls, VPNs, VLANs, intrusion detection and prevention, data encryption, two factor authentication and a physically secure facility. 

Exhibit H lists security hardware in the Department’s Harriman Campus offices. 

2.8
Enterprise Storage

The Department utilizes ten Tivoli Storage Manager (TSM) servers running on AIX that are used to manage enterprise backups and online images.  Multiple IBM disk storage systems, ranging from mid to high-end tier libraries, store over 350TB of data. Centralized tape libraries ranging from DLT through LTO IV are used to create and copy data and system file backups in order to ensure the restoration of data in any situation.
Backup Procedures

The Department has implemented mass storage backup procedures and off-site tape cartridge storage procedures for its computing environment.  These backups can be used to recover from system outages and will be essential in recreating data and/or files following a disaster.

a. Backups

Mainframe data, Intel (VSphere/Windows) and midrange system, data, program and job control files are backed up daily.  Backup procedures are embedded in job streams and are a normal part of the processing cycle for all major applications.

Backup files are retained on a scheduled basis and are replaced with an updated version according to a planned rotation schedule, thus ensuring that the Department can recover from any loss, whether major or minor.

b. Off-site Storage

Backups for all systems are made and stored off-site, at a third party facility, on a regular schedule.

Exhibit I lists Enterprise Storage hardware in the Department’s Harriman Campus data center.

3.0 
Other Department Systems

Personal Computer Environment

The Tax Department uses approximately 7,100 personal computers; sixty-five percent are desktop models and thirty-five percent are laptop/notebook models.      
Exhibit J lists the standard PC/laptop configurations in use at this time.
4.0
Document Output Services (Green Island Mail & Print Facility)

4.1
Production Copier/Printing

The Department utilizes several high speed production tier copier/printers both for its computer generated mailings and general printing needs. The Print Management Control Unit (PMCU) is responsible for scheduling and coordinating all printing, mailing/distribution and storage needs. 

High speed production printers that interface with the IBM mainframe include:

· Xerox
IGEN     

· Xerox
4110           

· Heidelberg  9110           

· Kodak 
E-150   (2)
The Forms Control and Distribution unit fills orders from over 100,000 requests for New York State tax forms, notices and publications received from taxpayers using a forms ordering system each year.  

The Print Shop produces approximately 99% of the Department’s printing needs, as well as millions of forms, Department billings, notices, adjusted refund checks, manuals, booklets, publications, brochures, posters and flat documents.

Exhibit K lists printers in use at the Department’s Green Island print facility.

4.2
Computer Generated Mailing

The Department utilizes an intelligent mail inserting system for its computer generated mailings.  This system begins with computer generated duplex laser printed bar coded documents which are then inserted by Pitney Bowes 8300 intelligent mail inserting machines.  These machines include bin select, weigh on the fly and mail metering features.

This integrated component of the Department’s computer produced mailings is responsible for the generation of 2.3 million standard and certified bills and 8.9 million letters of collection and/or correspondence.  Combined, these mailings represent more than $3.5 billion of potential State revenue.
In addition to the billing and collection letter component of the computer generated mailing, the system is also responsible for the production of quarterly and annual Metropolitan Transportation Authority (MTA) returns, Withholding Tax forms request and mailing labels for other returns.

A final critical component of the computer mailing function is the mailing of tax refund checks.  Depending on the time of the year, the Department may mail as many as 100,000 refund checks per day.  

The Department’s mail management system for computer generated output is a critical piece of our operations.  Maintaining the State’s revenue stream, by the mailing of bills and collection letters or other special mailings, is the key mission of mail management.
C. Qualifying Requirements
Only qualified entities may submit a proposal in response to this RFP.  A qualified entity is defined as one that meets all of the following qualifying requirements.  Entities not meeting these qualifying requirements should not submit a proposal.
The Bidder is solely responsible for providing Disaster Recovery Business Qualifications references that are readily available to be contacted by DTF and will respond to reference questions. Information supplied in response to C. 3.0 will also be awarded Technical points in the evaluation process.  If DTF is unable to contact any reference, the Bidder will be provided one opportunity, with a deadline, to assist in obtaining cooperation from those clients who have not responded.  The Bidder will be deemed non-responsive and removed from further consideration if DTF is unable to verify the required qualifying experience.
1.0
Financial Condition and Standing 

The Bidder must be a financially stable entity, such that it may initiate and perform its obligations throughout the duration of the contract.

The DTF will conduct an evaluation of the Bidder’s financial stability which will include, but not be limited to, a review of the Bidder’s equity position, liquidity, profitability trends and future prospect for financial growth.  The financial stability evaluation will also include a review of the entity’s officers and management team, its organizational structure and the financial operating relationship between the business units and divisions.

As a condition of the resulting contract, the Contractor must continue to evidence financial stability.  The on-going financial stability of the Contractor may be evaluated based upon criteria similar to that used in the evaluation process.  If the Department elects to evaluate on-going financial stability, annual financial statements prepared by an accountant in accordance with Generally Accepted Accounting Principles (GAAP) will be required to be submitted for review to the Department within 90 days of the fiscal year end.  Any material change in ownership of the Contractor, or material financial change of the Contractor, will require a reevaluation of the contract in its entirety by the Department.
Response Requirement:

Financial Data
The Bidder must submit proof of financial stability required for its particular organizational structures as set forth in the requirements listed in paragraphs a.i , a.ii., b.i and b.ii. below.  Where reviewed financial statements are required these must have been prepared by a CPA in accordance with GAAP.  All required information must be provided for any predecessor company within the last three years and any other subsidiary, affiliate, or related company requested by the Department.    
a. Publicly Held Companies
i. If the Bidder is a subsidiary of a parent company that is publicly held, the Bidder must comply with the preceding requirements by submitting copies of audited statements, including consolidated statements, for the parent and subsidiary for the last three years.
Additionally, the most recent interim quarterly statements are required for both the parent and subsidiary within 60 days of the end of the previous quarter.

ii. If the Bidder is not a subsidiary of a parent company, audited statements for the last three years are required.

Additionally, the most recent interim quarterly statements are required for both the parent and subsidiary within 60 days of the end of the previous quarter.
b. Privately Held Entities

i. If the Bidder is a subsidiary of a parent company, LLP or other entity that is privately held, the Bidder must comply with the requirements outlined under Financial Data by submitting separate annual, audited or reviewed consolidated and consolidating financial statements for parent, Bidder and any other sister subsidiaries for the last three years. Where there are two or more subsidiaries, the consolidating statements should detail the financial information on the largest five subsidiaries as measured by Revenues.

Additionally the most recent interim quarterly, reviewed financial statements are required for both the parent and subsidiary.  

A Dunn and Bradstreet Comprehensive Report, dated no earlier than 30 days prior, would be required for both the parent and Bidder. 

ii. If a Bidder is not a subsidiary of a parent company, audited or reviewed financial statements for the last three years are required.

Additionally, the most recent interim quarterly statements are required within 60 days of the end of the previous quarter.

a. Other Financial Data

i. The Bidder must provide the name and phone number of a contact at its primary bank in order for a bank reference to be obtained as part of the financial stability evaluation.  

ii. The Bidder must provide documentation attesting to any and all lines of credit that are available to the Bidder.  This documentation must include information identifying the source of such lines and detailing the maximum credit amount(s) available to the Bidder, outstanding balance(s), and current amount(s) available.  

iii. The Bidder must indicate whether or not it guarantees the debt of any other entity.

iv. If the Bidder is a subsidiary of a parent company, the Bidder must explain, in detail, the inter-company financial relationship between the parent company and the Bidder, including inter-company loans if any and repayment terms.  The Bidder must indicate if the parent company guarantees the debt of the Bidder, or if the Bidder guarantees the debt of the parent company.  

a. Organizational Data

At a minimum, the Bidder must provide:

i. Organizational charts, including a listing and detailed description of:

· the Bidder’s primary business units and divisions;

· key executives;

· any and all subsidiaries; and

· any and all minority interests, joint ventures, or other type of business affiliations.
ii. Brief biographies of its key officers and management.
2.0
Business Qualifications 

The Contractor must possess the experience to develop and implement the plans and provide the related services defined in this RFP. At a minimum, the Contractor must have been providing business continuity and disaster recovery services continuously since January 1, 2005.
Response Requirement

The Contractor must provide a corporate profile which includes a detailed description of the Contractor and any subcontractor and their services.  The profile must provide the following information for the Contractor and prospective subcontractors including evidence of prior experience in performing joint venture projects with the subcontractors:

a. A description of the Contractor and subcontractor including at a minimum:

· Organizational overview of the Contractor, key managers and titles;

· Location of the Contractor’s operational and processing centers;

· Number of employees distributed by location and by professional, technical and support titles;

· Commitment to and length of time in the disaster recovery business;

· Planned contractions, expansions or upgrades to disaster recovery facilities and services;

· Corporate (parent) and other subsidiary or license affiliations (if applicable);

· Market share and size of customer base; and

· Minimum of three (3) comparable subscriber references (including names, titles, contract term, telephone numbers and email addresses for Department contact).  

b. An Organizational Chart of key management staff and any essential support, technical, planning or other staff who will be providing services to the Department, identifying areas of responsibility including levels of experience.

c. Description of any activities in which the Contractor or subcontractor are engaged which may constitute a conflict of interest with respect to this program.
3.0
Direct Disaster Recovery Experience 

The Contractor must have substantial and direct disaster recovery experience providing these services continuously since January 1, 2005 to a comparable subscriber as the Department.
Response Requirement

The Contractor’s proposal must provide a detailed description of the Contractor’s disaster recovery experience including, but not limited to, a description of and references for actual disaster recovery incidents which required activation of the hot site, cold site or other services for comparable subscribers.  The description must include:

a. A brief synopsis of the Contractor’s and subscribers’ specific recovery actions and experience.  The synopsis should also include the number of disaster declarations, actual occupations, durations of occupations and unique circumstances or problems encountered.  The synopsis should focus on specific disaster events, for example:

· Hurricane Katrina (August 2005)

· Northeast Blackout (August 2003)

· World Trade Center Attack (September 2001)

b. The names and subscribers denied access to the primary site and the names of subscribers denied access to any hot site or cold site facility in the above events or any other events.  The contractor should also indicate any subscriber who received disaster recovery services which were less than needed.

c. Description of actual disaster declarations, occupations and recovery configurations used at the hot/cold site or any services used by comparable subscribers.  Include a description of the subscriber’s and Contractor’s actions and responsibilities during the disaster.

d. A minimum of three (3) comparable subscriber references which declared a disaster and invoked its contract with the Contractor to initiate recovery actions, including names, titles, telephone numbers, dates of disaster and email addresses for Department contact, which demonstrate the full range of Contractor services (e.g., hot/cold site occupations, hardware replacement, planning/special services).

D. Technical Requirements

This section contains the specific service requirements and response criteria for the RFP.  To facilitate preparation and evaluation of the proposals, the RFP technical response criteria are listed with the associated requirements.  All technical requirements are mandatory and must be responded to by prospective Contractors.  
Do not include any cost information for Contractor services in the Technical Proposal.  All cost information must appear in the Financial Proposal and associated financial charts as described in Section E.
1.0
Department Needs and Service Plan Requirement

Integrated Disaster Recovery Plan (M)

The Contractor must produce a strategic plan of integrated disaster recovery services which provides the Department with the facilities, equipment and services required to assure its data processing operations can be recovered in the event of a disaster.  This “Integrated Service Plan” (Plan) must reflect the Department’s strategy to acquire services to provide immediate protection for its data center operations and then build a comprehensive disaster recovery plan around these services.

The elements of the Plan must, at a minimum, satisfy the Department’s functional needs identified in a. through f. below and the specific service requirements defined in the remainder of this Section D.  Minimally, the Plan must fulfill the Department’s needs to:

a. Integrate these disaster recovery services into a comprehensive plan for all of the Department’s critical business functions;

b. Re-establish data center operations at an alternate site if the Department’s data center becomes inoperable;

c. Retain alternate site facilities until operations can be re-established at a Department data center;

d. Maximize its ability to remotely operate and test alternate site facilities and equipment;

e. Expeditiously acquire replacement equipment; and
f. Maintain maximum flexibility to adjust services as the Department develops and evolves its comprehensive disaster recovery plan.

The plan must clearly demonstrate the Contractor’s business commitment and approach to assure the Department’s recovery from a DTF declared disaster, regardless of the nature of the disaster or other business commitments of the Contractor.

The Plan must provide the Department with a continuum of services which provide optional levels of services tailored to the scope of the disaster and the ability to quickly shift to least costly recovery scenarios.

Response Requirement:

The Contractor must provide the Department with a complete, implementable plan which draws on the Contractor’s experience and resources to:

a. Meet the Department’s needs indentified in a. through f. above and fulfill the specific service requirements defined in the remainder of Section D;

b. Identify deficiencies or areas where other Contractor services would compliment service requirements identified in this RFP;

c. Identify and explain any service requirements in the RFP which may not be needed or cost effective for the Department; and

d. Synthesize a., b. and c. above into a flexible, cost effective Integrated Service Plan incorporating all facilities, equipment and support services required to support the Plan.

This approach is intended to give Contractor’s flexibility to draw on their strengths and expertise to develop a complete package of standard and/or innovative disaster recovery services which provide the most cost effective means to meet the Department’s needs and service requirements.  

The Contractor’s response (Plan) should provide a management level description of the proposed services and how they meet the Department’s needs.  Detailed plan components and information associated with the specific service requirements identified in the remainder of this Section should be appropriately characterized and referenced.  Minimally, the Plan should address the:

a. Range of proposed service included in the Plan;

b. Integration of these services into a continuum of service options which:

· Enable the Department to react to the specific disaster circumstances; and

· Expedite the Department’s return to a restored home site in the most cost effective manner;

a. Work plans and timeframes for implementing the Plan;

b. Business commitment to assure the Plan is effectively implemented;

c. Flexibility to alter the Plan by increasing or decreasing the level or type of services as the Department’s needs evolve; and

d. Clear identification of Contractor responsibilities and Department responsibilities in implementing the Contractor’s proposed plan.

2.0
Re-Establishment of Data Center Operations

Commitment to provide Hot Site, Cold Site and Related Services

2.1
Immediate Access (M)

The Contractor must ensure that any hot/cold site facilities, equipment and other services incorporated in the Contractor’s Integrated Service Plan will be immediately available for dedicated use of the contracted facilities and services by the Department upon declaration and notification of a disaster by the Department.  At a minimum, the Contractor must:

a. Allow Department access to the Contractor’s facilities, equipment and services by the Department 24 hours per day, 7 days a week, immediately following a disaster declaration.

b. Provide for telephone coverage by appropriate Contractor personnel 24 hours a day, 365 days per year to initiate disaster recovery activities by the Department and the Contractor.

Response Requirement:

The Contractor must confirm its commitment to a and b above that all contractually required facilities, equipment and services will be immediately available for dedicated use by the Department.  In addition, the contractor must address the following areas:

a. Disaster Declaration:  The contractor must state its proposed notification procedures and the conditions that would result in the imposition of any disaster declaration fee, minimum usage fee or any other fee or charge.  No actual fee amounts are to be provided in the technical response.  In addition, the Contractor must state whether the declaration fee is partially or wholly refundable if a DTF disaster is declared, but the hot site or cold site is not used.

b. Multiple Disasters/Site access:  The Contractor must clearly state its proposed approach to ensuring immediate access to the hot site, cold site and related equipment and services in the event that more than one subscriber declares a disaster at the same time.  Minimally, the Contractor must commit that:

· No other subscriber has or will be granted greater access rights than the Department.

· The Department will be able to preempt use by a non-subscriber in the event that the Department required the site for disaster recovery, testing or related activities.

· The Department’s use and anticipated recovery configuration will not be impaired by concurrent use of facilities by the Contractor, other subscribers or non subscribers.

· If the Contractor allows concurrent use of its hot/cold site facilities and services by more than one subscriber; describe how the dedicated use of the needed processor complexes, peripherals and storage areas is ensured.
· Explain all conditions associated with shared use of the hot site, cold site and related services.

· Describe the plan to ensure the physical security of the proposed Department systems, support areas and tape library.
· Describe the controls that are in place to assure the Department’s use of the facilities and services are not impaired, if the Contractor uses these resources for other than disaster recovery purposes (describe the constraints that are in place to assure the Department’s use of the facilities, equipment and services are not impaired).
c. Subscriber Information:

The Contractor shall provide the following information on its subscriber base:

· The total number of current subscribers at the primary and secondary hot sites or cold sites by general configuration type, and the total number of available subscriptions at each site.

· The total number of subscriptions per mainframe processor complex at the primary and secondary sites (current and allowed), and, if applicable, how the mainframe processor complex, peripherals and tape library space are physically partitioned to accommodate subscribers.

· How subscribers with multiple mainframe processor complexes and/or data centers are counted (i.e., as one subscription or multiple subscriptions).

· The total number of subscriptions per midrange and Intel (VSphere/Windows) processor complex at the primary and secondary sites (current and allowed), and, if applicable, how the midrange and Intel (VSphere/Windows) processor complex and peripherals are physically partitioned to accommodate subscribers.

· How subscribers with multiple midrange and Intel (VSphere/Windows) processor complexes and/or data centers are counted (i.e., as one subscription or multiple subscriptions).

· The geographic distribution of subscribers, highlighting subscribers which have comparable recovery configurations to the Department or whose covered data centers are within the Albany area of New York.
2.2
Data Center Operations – Hot Site

2.2.1
Contractor Services – Hot Site (M)
The Contractor shall provide the services required to assure the Department is provided with a working data center when the Department conducts tests or actual disaster recovery actions.  These services must include, but not be limited to:

a. Configuration Management;

b. Operating system generation support;

c. General technical support;

d. Data communications re-connection; 

e. Console operations; 

f. IPL’s and z/OS Communication Server Configurations Support: and
g. provides Operations support for tape loading and printer support.
Response Requirement:

The Contractor must provide a detailed description of the services provided and the specific data center activation and ongoing operations procedures which will be utilized by the Contractor in preparation for and during use of the hot site by the Department.  The response must specify the procedures or functions that will be the responsibility of and carried out by the Contractor and the procedures that must be performed by the Department.  At a minimum, the Contractor must use Technical Chart T-1 “Contractor Services – Hot Site”, included at the end of this Section to describe which of the activities listed in a. through g. above and any other activities included and will be performed by the Contractor as part of its proposed hot site services within the associated basic monthly subscription and daily usage fees.
The Contractor must provide an affirmation that the Contractor can perform operations support for tape loading and printer support. 

In addition, the Department would like the Contractor to identify any additional services which could be performed by the Contractor as supplemental services at additional costs above the basic monthly subscription and daily usage fees.  (Additional cost information must be provided separately as described in Section E. “Financial Requirements.”)
2.2.2
Equipment Services – Hot Site (M)

2.2.2.1
IBM Mainframe (M)
The Contractor shall propose hardware configurations which are compatible with the Department’s IBM 2097/E26 mainframe system. (The New York State Chief Information Office/Office for Technology (CIO/OFT) currently provides IBM Mainframe computing services for the Department. The CIO/OFT data center is located in Albany, New York.)

Each proposed configuration must be capable of executing the corresponding inventory of Department’s applications and related software specified in Exhibit B.  Maximum utilization consumes 1500 MIPS (220 MSU’s) of a 2907-707 E26 IBM Mainframe processor.  The Contractor must also commit that the proposed hardware will be compatible with future software releases or upgrades to Department Software.

Equipment will be available immediately upon notification by the Department that a disaster has been declared.

The proposed hardware configuration must be available for any scheduled recovery tests required by the Department.

IBM Mainframe:  The minimum proposed configuration must include:

a. Central Complex

i. CPU – include the equivalent CPU capacity of 75% of a 2097/E26 (1500 MIPS on an IBM 2097 class processor).  Included in this configuration must be an allocation of one (1) zIIP processor engine to process zIIP eligible workload.
ii. Channels – to support multiple channel path connections to all proposed devices.  Minimum configuration must equate to four (4) FICON to DASD, four (4) FICON to Tape/VTS, 1GB OSA and channels as appropriate for support devices.
iii. Memory – include at a minimum 22 GB.
iv. Consoles – include at least two (2) operator consoles for management of the MVS system.

b. Direct Access Storage

DASD – include a minimum of 6780 GB distributed appropriately on the storage controllers identified above.  The devices proposed must have the equivalent performance and geometry of IBM DS8100.

c. Tape Storage

i. Cartridge Tape – include the equivalent of two (2) 3490E units, configured on multiple strings, each accessible by multiple control units.

ii. 3592-C06 Native (ATL) Tape subsystem.
d. Printers

Include the equivalent of IBM IP4000 laser printer.  All printers must be directly accessible from the proposed mainframe.

a. Network Connectivity

Processor connection via OSA and controlled by z/OS Communications Server Configuration.  OSA-ExpressZ Gigabit Ethernet SX card (or equivalent), subtype Gigabit Ethernet, configured as CHPID type OSD in full duplex mode.

Exhibit A lists IBM Mainframe hardware dedicated to Department use in the New York State Chief Information Office/Office for Technology data center.

Response Requirement:

The Contractor must provide a detailed description of facilities, equipment and services provided to establish the Department’s data center configuration, including but not limited to:

a. Equipment provided by Contractor at the hot site to meet the Department’s configuration identified in a. through e. above (e.g. make, model, quantity and description);

b. Installation or set up procedures with clear identification of Contractor responsibilities and Department responsibilities;

c. Control procedures for problem diagnosis and problem resolution with clear delineation of Contractor responsibilities and Department responsibilities; and 

d. Any other facilities, equipment and services necessary to reestablish the Department’s data center operations at the hot site.
2.2.2.2
Midrange Systems  (M)
The Contractor shall propose hardware configurations which are compatible with the Department’s IBM p595 servers with P6 class processors licensed for PowerVM/VIO.  Each proposed configuration must be capable of executing the corresponding inventory of Department’s applications and related software specified in Exhibit L.  The Contractor must also commit that the proposed hardware will be compatible with future software releases or upgrades to Department software.

Equipment will be available immediately upon notification by the Department that a disaster has been declared.

The proposed hardware configuration must be available for any scheduled recovery tests required by the Department.

The minimum proposed configuration must include:

a. Base Configuration

i. CPU – Thirty-two (32) Power6  processors.

ii. Memory – include at a minimum 512GB.

iii. Disk - 2000 GB internal disk.
iv. Consoles – include at least three (3) operator consoles for remote management of the midrange systems.

v. Partitioning – be capable of executing at least twenty-four (24) logical partitions (LPAR) systems.

vi. Support for PowerVM/VIO.
b. Direct Access Storage

i. Include a minimum of 10,000GB of fiber connected, RAID protected disk with SAN fabric switch (16 port).
ii. Eighteen (18) Fiber Channel 4GB port.
c. Tape Storage

Cartridge Tape  

i. Include the equivalent of 1 (one) IBM 3584 Tape Library to include six (6) LTO-3 tape drives, six (6) LTO-4 (encryption capable) tape drives and one thousand (1000) tape slots. 

ii. Include one (1) standalone LTO-3 tape drive.
iii. Include one (1) standalone LTO-4 tape drive.
d. Network Connectivity – at least sixteen (16) 1GB Ethernet ports configured on a minimum of 4 separate quad port adapters.
e. Miscellaneous

i. One (1) CD/DVD ROM drive.
ii. One (1) Color Monitor with graphics adapter.
iii. Keyboard, Mouse.
Exhibit D lists midrange hardware in the Department’s Harriman Campus data center.

Response Requirement:

The Contractor must provide a detailed description of facilities, equipment and services provided to establish the Department’s data center configuration, including but not limited to:

a. Equipment provided by Contractor at the hot site to meet the Department’s configuration identified in a. through e. above (e.g. make, model, quantity and description);

b. Installation or set up procedures with clear identification of Contractor responsibilities and Department responsibilities;

c. Control procedures for problem diagnosis and problem resolution with clear delineation of Contractor responsibilities and Department responsibilities; and 

d. Any other facilities, equipment and services necessary to reestablish the Department’s data center operations at the hot site.
2.2.2.3
Intel (VSphere/Windows) Systems  (M)
The Contractor shall propose hardware configurations which are compatible with the Department’s IBM x3650 M3 servers with Xeon class quad core processors capable of supporting VMWare Vsphere 4.  Each proposed configuration must be capable of executing the corresponding inventory of Department’s applications and related software specified in Exhibit O.  The Contractor must also commit that the proposed hardware will be compatible with future software releases or upgrades to Department Software.

Equipment will be available immediately upon notification by the Department that a disaster has been declared.

The proposed hardware configuration must be available for any scheduled recovery tests required by the Department.

The minimum proposed configuration must include ten (10) servers consisting of the following:

a. Base Configuration

i. CPU – Four (4) Intel Quad Core 3.460GHz  processors(64 bit)
ii. Memory – include at a minimum 72GB
iii. Disk - 700 GB internal disk

iv. RAID Controller

b. Direct Access Storage

One (1) Dual-Port Fiber Host Bus Adapter

c. Network Connectivity  

i. One (1) GB Ethernet port

ii. One (1) 1GB Quad-Port Ethernet NIC

d. Miscellaneous

i. One (1) CD/DVD ROM drive

ii. One (1) Color Monitor with graphics adapter

iii. Consoles – include at least two (2) operator consoles for remote management of the VSphere/Windows systems.

iv. Keyboard, Mouse 

Exhibit E lists Intel (VSphere/Windows) hardware in the Department’s Harriman Campus data center.

Response Requirement:

The Contractor must provide a detailed description of equipment and services provided to establish the Department’s data center configuration, including but not limited to:

a. Equipment provided by Contractor at the hot site to meet the Department’s configuration identified in a. through d. above (e.g. make, model, quantity and description);

b. Installation or set up procedures with clear identification of Contractor responsibilities and Department responsibilities;

c. Control procedures for problem diagnosis and problem resolution with clear delineation of Contractor responsibilities and Department responsibilities; and 

d. Any other facilities, equipment and services necessary to reestablish the Department’s data center operations at the hot site.
2.2.2.4
Data Communications Network (M)
The Contractor shall provide data communications equipment and arrange for common carrier services to connect the Contractor’s hot site recovery facility to the Department’s end user locations as specified in this section.  These facilities and equipment must be available immediately upon notification by the Department that a disaster has been declared.

The Contractor shall propose hardware configurations which are compatible with the Department’s Cisco catalyst switches.  The proposed configuration must be capable of supporting resources assigned to the Department for data communication needs within the contractor’s hot site recovery facility.
Equipment will be available immediately upon notification by the Department that a disaster has been declared.

Data communication speeds must be, at a minimum, those listed in Exhibit C, with the exception of the Syracuse District Office, which must be at 1GB.

The proposed hardware configuration must be available for any scheduled recovery tests required by the Department, with the exception of the data connection to the District Offices.

a. The Contractor must provide, install and make operational any router, common carrier service and other equipment necessary to restore communications service to all Department locations. This must provide the required circuit capacity to allow all components to operate at rated speeds and must include all networking equipment and parts needed to make the equipment functional. 
b. The Contractor must provide install and make operational any router, common carrier service and other equipment necessary to provide internet connectivity to the assigned hot site and Department resources. 

c. Remote Access, Operations and Support: The Contractor must provide, deliver, install and make operational, to a location in the Albany area designated by the Department, all equipment and communication facilities needed to establish remote operations and support facility for mainframe, Intel (VSphere/Windows) and midrange systems, as described in Section D.5.4.  This must provide the required circuit capacity to allow all components to operate at rated speeds and must include all networking equipment and parts needed to make the equipment functional.

d. Any facility and services necessary to establish data communication for Department assigned resources within the hot site.

The Contractor must provide the capability for Department staff to securely access all hot site systems over high speed circuits.  

Response Requirement:  

The Contractor must provide a detailed description of services provided for establishing data communications to each location including, but not limited to:

a. Description of carrier services proposed for establishing data communications to Contractor’s hot site(s) from each location;

b. Description of carrier services proposed for establishing internet connectivity to Contractor’s hot site(s) including bandwidth allocations, options and limits;

c. Equipment provided by Contractor at hot site (e.g. make, model, quantity and description);

d. Shippable equipment provided by Contractor for each location (e.g. make, model, quantity and description); and

e. Installation or set up procedures for each site with clear identification of Contractor responsibilities and Department responsibilities. 

Exhibits C and M detail the configuration and hardware used to support the Department’s data communications network.

2.2.2.5
Computer Equipment Maintenance (M)

The Contractor shall provide on-site 24 hours/day, seven days/week equipment maintenance services for all computer equipment at its hot site facility while it is in use by the Department.  All equipment shall be subject to appropriate levels of vendor specific or third party preventative maintenance on a periodic basis.

Response Requirement:

The Contractor’s proposal must affirm that equipment maintenance services are available at the hot site 24 hours/day, seven days/week and describe all contractually obligated or other equipment maintenance services for equipment in the hot site.

2.2.2.6
Co-location Services (M)

The Contractor shall provide on-site 24 hours/day, seven days/week availability for one standard 19” 42U secure cabinet to co-locate critical Department servers and data communication equipment.  Contractor shall provide network connectivity with appropriate bandwidth to facilitate replication and data transfer from the Department’s Central Office.  

Response Requirement:

The Contractor must provide a detailed description of facilities, equipment and services provided to establish the Department’s co-location configuration, including but not limited to:

a. Secure cabinet provided by Contractor at the hot site to meet the Department’s configuration (e.g. description and size);

b. Installation or set up guidelines with clear identification of Contractor responsibilities and Department responsibilities;

c. Control procedures for problem diagnosis and problem resolution with clear delineation of Contractor responsibilities and Department responsibilities;  

d. Description of carrier services proposed for establishing secure data communications to Contractor’s hot site(s) from the Department’s Central Office location needed to maintain replication services including bandwidth allocations, options and limits; and

e.  Any other facilities, equipment and services necessary to reestablish the Department’s co-location operations at the hot site.

2.2.2.7
Network Security (M)

The Contractor shall propose hardware configurations which are compatible with the Department’s Cisco Adaptive Security Appliances.  The proposed configuration must be capable of allowing execution of the inventory of Department’s applications at appropriate and functional throughput.  The Contractor must also commit that the proposed hardware will be compatible with future software releases or upgrades to Department software.

Equipment will be available immediately upon notification by the Department that a disaster has been declared.

The proposed hardware configuration must be available for any scheduled recovery tests required by the Department.

The minimum proposed configuration must include one (1) base configuration consisting of the following:

a. Cisco Adaptive Security Appliance 

b. Memory – include at a minimum 2GB
Exhibit H lists Network Security hardware in the Department’s Harriman Campus data center.

Response Requirement:

The Contractor must provide a detailed description of facilities, equipment and services provided to establish the Department’s data center configuration, including but not limited to:

a. Equipment provided by Contractor at the hot site to meet the Department’s configuration (e.g. make, model, quantity and description);

b. Installation or set up procedures with clear identification of Contractor responsibilities and Department responsibilities;

c. Control procedures for problem diagnosis and problem resolution with clear delineation of Contractor responsibilities and Department responsibilities; and 

d. Any other facilities, equipment and services necessary to reestablish the Department’s data center operations at the hot site.
2.2.2.8
Office Space/Workgroup End User Stations (M)
Requirement
The Contractor shall provide on-site 24 hours/day, seven days/week availability for work group end user stations.

Equipment will be available immediately upon notification by the Department that a disaster has been declared.

The minimum proposed configuration must include the following:

a. Two hundred (200) furnished workgroup end user positions including desk, chair, and voice and data connectivity.

b. One (1) Cisco 3745 router, or better, with two hundred twenty-five (225) 10/100 base TX Switched Ethernet ports.

c. Two hundred (200) PCs comparable to Department standards (see Exhibit J).

d. Two (2) networked laser printers.
Response Requirement:

The Contractor must provide a detailed description of facilities, equipment and services provided to establish the Department’s office/work group configuration, including but not limited to:

a. Equipment provided by Contractor at the hot site to meet the Department’s configuration identified in a. through d. above (e.g. make, model, quantity and description);

b. Installation or set up procedures with clear identification of Contractor responsibilities and Department responsibilities;

c. Control procedures for problem diagnosis and problem resolution with clear delineation of Contractor responsibilities and Department responsibilities; and 

d. Any other facilities, equipment and services necessary to reestablish the Department’s operations at the hot site.

2.2.2.9
Contractor Modifications (M)

Any equipment modifications, upgrades, relocations, substitutions or other changes at the hot site must not adversely affect or degrade in any way, the Department’s testing and recovery operations and configurations.  The Contractor must provide any technical and programming support required at the hot site to reconfirm the viability of the recovery configuration after such modifications.

Response Requirement:

The Contractor shall affirm that Department recovery operations and testing will not be negatively affected by Contractor generated equipment and software modifications.  This affirmation must include, but not be limited to:

a. Notification procedures and timeframes.

b. Contractor provided technical and programming support services necessary to confirm continued viability of Department recovery configurations and plans.
2.2.2.10 
Hot Site Duration (M)

The hot site (facilities, equipment and resources) must be available for use by the Department until its data center operations can be effectively transferred back to the Department’s own facility or to a Contractor provided cold site.  The Department must be able to leave or transition out of the hot site without penalty at the earliest possible date determined by the Department.

Response Requirement:

The Contractor must affirm that the hot site will be available to the Department until its data center operations can be effectively re-established at the Department’s own facility or at a Contractor provided cold site.  The Contractor must also affirm that the Department can elect to leave the hot site or transfer to a cold site at any point without penalty.  In addition, any conditions or limitations on this requirement (e.g., limits on the length of time a subscriber can occupy a hot site) must be identified and explained.
3.0
Data Center Operations – Cold Site

3.1
Contractor Services Cold Site (M)
The Contractor shall provide the services required to assure the Department can effectively transition to and operate from any proposed cold site facility.  Any proposed cold site facilities and services must facilitate relocation from the hot site or directly from the Department’s inoperable data center to a fully functioning cold site as soon as possible after a declaration by the Department.

Response Requirement:

The Contractor must provide a detailed description of the services provided and the specific data center activation and ongoing operation procedures which will be taken by the Contractor in preparation for and during use of the cold site by the Department.  The response must specify what procedures or functions will the responsibility of and carried out by the Contractor and what procedures must be performed by the Department.  At a minimum, the response must specifically identify and describe in the format provided in Technical Chart T-2 “Contractor Services – Cold Site”, included at the end of this Section, what services are included and will be performed by the Contractor as part of its proposed cold site services within the associated monthly and daily usage fees.
In addition, the Department would like the Contractor to describe any additional services which could be performed by the Contractor as supplemental services at additional costs above the associated monthly fee and daily usage fees.  (Additional cost information must be provided separately as described in Section E “Financial Response Criteria.”)
3.2
Data Center Configuration (M)

Any cold site proposed by the Contractor shall be of sufficient size and capacity to support the Department’s data center operations as described in Section B, “Overview of Existing Data Processing and Communications Environment” and associated Exhibits. 

Response Requirement:

The Contractor must provide a detailed description of facilities, equipment and services required to establish the Department’s data center configuration at the cold site, including but not limited to:

a. Any equipment provided by Contractor at the cold site required to support the Department’s configuration (e.g., make, model, quantity and description);

b. Installation or set up procedures with clear delineation of Contractor responsibilities and Department responsibilities; and

c. Any other facilities, equipment and services necessary to re-establish the Department’s data center operations at the cold site.
3.3
Data Communication Network (M)
The Contractor shall provide the data communications network to facilitate the re-connection of the cold site recovery configuration to the Department’s end-user locations in the various office facilities around New York State (as stipulated in the Requirement 2. 2. 2. 4  defined in Section D of this RFP). The contactor must provide install and make operational any router, common carrier service and other equipment necessary to provide connectivity to the assigned cold site, Department resources and end user locations in the various office facilities located throughout New York State. This must provide for the required circuit capacity to allow all components to operate at rated speeds and must include all networking equipment and parts needed to make the equipment functional.
Data connection speeds must be, at a minimum, those listed in Exhibit C, with the exception of the Syracuse District Office, which must be at 1GB.

Exhibit M lists data communication hardware used throughout the Department’s network.

Response Requirement:

The Contractor must provide a detailed description of services provided for establishing data communications to each location including, but not limited to:

a. Description of carrier services proposed for establishing data communications to Contractor’s cold site(s) from each location;

b. Equipment provided by Contractor at cold site (e.g. make, model, quantity and description);

c. Shippable equipment provided by Contractor for each location (e.g. make, model, quantity and description);

d. Installation or set up procedures for each site with clear identification of Contractor responsibilities and Department responsibilities;  

e. Network control procedures for problem diagnosis and problem resolution with clear delineation of Contractor responsibilities and Department responsibilities; 

f. Any other facilities, equipment or services necessary to re-establish data communications between the cold site and end-user locations; and
g. Description of carrier services proposed for establishing internet connectivity to Contractor’s cold site.

3.4
Cold Site Duration (M)

The cold site must be available for use 24/7 by the Department from initial occupation until it has fully transitioned its data center operations back to a permanent Department site.
Response Requirement:

The Contractor must affirm that the cold site will be available to the Department until its data center operations can be effectively transitioned back to the Department’s own facility.  Any conditions or limitations on this requirement (e.g., limits on the length of time a subscriber can occupy a cold site) must be identified and explained.
4.0
General Facility Requirements

4.1
Uninterrupted Facility Availability (M)

Any hot site, cold site and other appropriate facilities proposed for use by the Contractor must have sufficient redundancy and protections to assure that they will be available to the Department on an uninterrupted basis.  The Contractor shall have successfully tested disaster recovery plans in place for all facilities, equipment and services covered under its proposal.  The contractor must commit that its disaster recovery plans, resources and backup facilities are sufficient to assure that the Department will still be able to successfully test and recover its data center operations in the event of a disruption or disaster to the Contractor’s proposed recovery site(s).

Response Requirement:

The Contractor must describe its disaster recovery plans and commitment to assure that its facilities, equipment and service will be available to the Department to successfully test and recover its data center operations.  Minimally, the description must include:

a. An overview of its disaster recovery plans with appropriate references to detailed facility information contained in responses D. 4.2 through D. 4.9;

b. Identification of alternate sites and associated transition plans;

c. Staff and equipment relocation plans;

d. Recovery time frame; and

e. Specific relocation plans and time frames for the Department in the event it is using the facility for testing or recovery operations during a disaster at the recovery site.

4.2
Facility Description (M)

  All sites proposed for use by the Department shall be of sufficient size, construction and configuration to accommodate the hot site and cold site operational needs defined in requirements D. 2.2 and 3.0 and meet  the General and Other Facility Requirements defined in D. 4.3 through 4.9 and D. 5.1 through 5.3.  
Response Requirement:

The Contractor must provide an overview of the facilities proposed.  Minimally, the overview must include:

a. Specific hot site (primary and secondary), cold site and other facilities proposed for use by the Department for testing and recovery operations;

b. Detailed floor plans and layouts for each facility;

c. Geographic locations with descriptions of transportation, lodging, business and other accommodations.  It would be advantageous for the Department to be assigned hot site facilities located in New York State or the Northeastern US to the extent that it is cost effective and provides adequate geographical separation from the Harriman State Campus.
The Contractor shall provide an affirmation that they will allow the Department the opportunity to conduct on-site evaluations of the Contractor’s operations and proposed hot site, cold site and other facilities as required by the Department.

4.3
Security and Access (M)

All hot site, cold site and other appropriate facilities proposed for use by the Department shall have adequate security systems in place to insure the protection and preservation of human and physical resources in the facilities and to protect against the unauthorized use of the facilities/equipment installed therein.  Adequate security systems must be in place to control access into the facilities and into computer rooms, tape libraries, telecommunications rooms, office space, and storage space used by the Department.  Access into and within the facilities must be restricted through an access control system that requires positive identification of authorized individuals.

Secure Area

Contractors and their subcontractors must maintain a secure area for conducting all work relative to this contract.  A secure area is defined as one that provides the following:

a. No access to the general public;
b. No access to Contractor employees who are not directly involved with this contract;

c. Separate storage of all Department materials; and

d. A means to handle controlled destruction of all Department materials in accordance with provisions outlined in Article VII of the Preliminary Contract (Exhibit 2)
The Contractor must be able to assure the security, confidentiality and integrity of the Department’s data in accordance with Federal and State Law provisions, as well as generally accepted information security policies, procedures and standards.  The Contractor will be required to sign confidentiality agreements as set out in Section F, Administrative Requirements.  In addition, the Contractor must have policies, procedures, controls and software in place which, at a minimum, ensures both physical security and data security.
The Department’s mandatory requirements for security, confidentiality and integrity include all of the following:

a. Documented information security policies that address the security, confidentiality, integrity and availability of the Contractor’s information systems.

b. Documented procedures and physical security controls which limit access to the Data Center, or an area where computer hardware is located, to only those employees with job functions that require access (computer operations staff, quality control, systems programmers, etc.).

c. Documented procedures and logical data access controls which restrict access to information stored within the computer system to only those employees who require access to such information to perform job related functions.

d. Network security controls that ensure the Contractor’s information systems are protected from unauthorized access from outside the Contractor’s network.

The Department shall have the right to send its officers and employees into the facilities of the Contractor for inspection of the facilities and operations utilized in the performance of any work under this Contract.  On the basis of such inspection, specific measures may be required in cases where the Contractor is found to be noncompliant with any security requirement stated in the contract.  
Response Requirement:

The Contractor’s proposal must provide a detailed description of the security, alarm and access systems for controlling access into and within its facilities.  The description should address, but not be limited to:  the types and extent of systems used (e.g., closed circuit TV, card access, logs), announced and unannounced safety and security checks, and verification of users’/visitors’ credentials and escort requirements.

1. The Contractor must describe how it will assure the security and confidentiality of the Department’s data.  

a. Documented information security policies that address the security, confidentiality, integrity, and availability of the Contractor’s information systems.
b. Documented procedures and physical security controls which limit access to the Data Center, or an area where computer hardware is located, to only those employees with job functions that require access (computer operations staff, quality control, systems administrators, etc.).
c. Documented procedures and logical data access controls which restrict access to information stored within the computer system to only those employees who require access to such information to perform job related functions.
d. Network security controls that ensure the Contractor’s information systems are protected from unauthorized access from outside the Contractor’s network.
2.  The Department will also evaluate and award points for systems and programs the Bidder has in place to ensure security and confidentiality which go beyond the mandatory requirements in a. through d. above.  

The Bidder should submit its existing security programs, policies and procedures which will be evaluated and scored to the extent they demonstrate:

a. Programs, policies and procedures used to provide discretionary access control to systems and data.  This information should address both physical security and electronic data security.
b. A process and procedure which conforms to generally accepted best practices to sanitize or dispose of obsolete electronic information on all forms of electronic media to be used in the proposed system.
c. Protection against unauthorized access or disclosure 1) by employees, consultants, and others located at its facilities and 2) from external sources.
d. Procedures for data breach notification and data breach incident response.

e. Processes to monitor the Bidder's compliance with its information security policies, such as internal audit controls and/or independent audit programs.
f. Network security controls or programs, such as virus protection, intrusion detection systems, and firewall rules that protect the Bidder’s information systems from unauthorized access.
Also, the Bidder must submit a copy of any audits, internal or external, performed within the past three years that cover the requirements set forth in this section.  Summary audit results or redacted audits are acceptable, as necessary, to address confidentiality concerns.   Summaries should include information relating to the adequacy of the Bidder’s security measures including any deficiencies found.
4.4
Communication Network (M)

All hot site, cold site and other appropriate facilities proposed for use by the Department shall have sufficient communications network capacity to meet the Department’s operational, data and voice communications requirements on a continuous, uninterrupted basis. 
Response Requirement:

The Contractor’s proposal shall provide a detailed description of the data and voice communications network facilities connected to and available from all hot site, cold site and other appropriate facilities.  The description must clearly lay out the common carrier data and voice communications feeds servicing the proposed facilities, and must at a minimum include the number of:

a. Separate routes from Public Switched Telephone Network (PSTN) Central Office(s) to the facilities;

b. Separate Central Offices;

c. Separate communications grids; and

d. Size of each carrier’s lines dedicated to the facilities.
4.5
Power (M)

All hot site, cold site and other appropriate facilities proposed for use by the Department shall have adequate electrical power from redundant sources.  These sources must provide reliable and continuous power necessary to meet operational requirements and manufacturer’s specifications for all equipment installed at the Contractor’s facilities.  Backup power systems shall be in place to ensure instantaneous power (without degradation to operational levels) concurrent with the loss of power from the primary source.

Response Requirement:

The Contractor shall provide a detailed description of the electrical power systems servicing its facilities.  The description must include, but not be limited to the:

a. Contractor’s systems (e.g., power conditioners) for maintaining power within manufacturer specific tolerant levels for equipment installed at the hot site, cold site and other appropriate facilities;

b. Contractor’s backup power source(s) that will provide the instantaneous power (in the event of primary power disruption) necessary to maintain all recovery operations and configurations without interruption until the restoration of primary power;

c. Emergency lighting and access during a power interruption;

d. Number of separate electrical feeds to its facilities;

e. Number of separate substations;

f. Number of separate power grids; and

g. Design and capacity of any UPS and backup generator systems, including the:

i. Length of time the UPS batteries can support the recovery configuration;

ii. Length of time emergency power can be generated by backup generators without refueling;

iii. Refueling procurement procedures; and

iv. Frequency and duration of backup systems testing.
4.6
Environmental Controls (M)

All hot site, cold site and other appropriate facilities proposed for use by the Department shall have adequate environmental controls to assure that temperature, humidity and other conditions in the facility are appropriate for the Contractor’s recovery configuration.  At a minimum, the Contractor must ensure that:

a. Heating, Ventilation and Air Conditioning (HVAC) are of adequate capacity and operating conditions to constantly maintain temperature and humidity within manufacturers’ specifications for all equipment in the computer, tape library and telecommunications rooms;

b. Sufficient redundant HVAC capacity is available to insure that the computers and peripheral devices can continue to operate uninterrupted indefinitely; and

c. The environment shall be free of and protected from all magnetic fields.

Response Requirement:

The Contractor shall provide a detailed description of the environmental control equipment and systems at its facilities, and any associated testing and maintenance procedures for these systems as it relates to a., b. and c. above.
4.7
Fire Protection (M)

All hot site, cold site and other appropriate facilities proposed for use by the Department shall have adequate fire prevention, detection and suppression systems in place to limit the occurrence and damage from potential fires.

Response Requirement:

The Contractor must provide a detailed description of the prevention detection and suppression systems in place at the proposed facilities to limit the occurrence and damage from potential fires.  The description should include copies of all certifications from appropriate authorities indicating compliance with all building and fire codes.  The description must address, but not be limited to the:

a. Extent and types of fire extinguishing systems used in the controlled (computer, tape library, etc) and regular (office) space in the facilities; 

b. Type and distribution of smoke and water detection systems (both above and below raised floors) and associated alarms;

c. Description of ongoing inspection and maintenance procedures by the Contractor and outside sources to assure the continued compliance with building and fire codes and to prevent occurrence of unsafe conditions; and

d. Location of electrical, clean agent, and water system cutoffs. 
4.8
Flood Protection (M)

All hot site, cold site and other appropriate facilities must have adequate internal and external flood detection and protection systems to prevent or minimize damage to equipment, files or systems, and to prevent interruption of subscriber recovery or testing activities due to water damage.

Response Requirement:

The Contractor must describe the systems and controls in place to prevent or minimize operational interruptions at its facilities due to flooding.
4.9
Evacuation Procedures (M)

The Contractor must have operational and periodically tested fire and building evacuation procedures/drills for all hot site, cold site and other appropriate facilities proposed for use by the Department.  Emergency procedures posters shall be prominently displayed in all areas.

Response Requirement:

The Contractor must provide a detailed description of the fire and building evacuation procedures for all proposed facilities.
5.0
Other Facility Requirements

5.1
Facility Maintenance (M)

The Contractor shall provide all facility staff to assure adequate maintenance and operation of the facility and associated environmental, fire protection and other control systems at the hot site and cold site.

Response Requirement:

The Contractor must describe in detail the level of maintenance and related support staff at the hot site, cold site and/or other applicable facilities.  The description must also include, but not be limited to:

a. Frequency and extent of maintenance procedures, services and staffing at the hot site, cold site and/or other applicable facilities, including the extent of on-site coverage (24  hours/day, seven days/week) or “on-call” emergency maintenance or repair services for all facility systems (e.g., HVAC).

b. Frequency and extent of cleaning/custodial service in all areas of the facility (e.g., computer room, office, tape library).
5.2
Work Space/Office Space (M)

Any hot site, cold site and/or other applicable facilities proposed for use by the Department shall have adequate office and ancillary work space and furniture to facilitate normal working conditions for Department staff during testing and recovery situations.

Response Requirement:

The Contractor must describe the office and other space which will be available to the Department at all proposed hot site, cold site and/or other applicable facilities.  The description must include, but not be limited to:

a. Amount of office space and related furniture (desks, chairs, file cabinets, telephones) available to the Department.

b. Amount of miscellaneous space and climate controlled locked storage space for Department use.

c. Size of secure area and number of cabinets near the computer printers for storage of proprietary documents and other material which would be accessible by Department personnel only.   
5.3
Logistical Support Services and Equipment (M)

The Contractor shall provide logistical support staff and services to facilitate use of the hot site, cold site and other applicable facilities by the Department in testing and in disaster recovery situations.

Response Requirement:

The Contractor must describe the logistical support services which will be available to the Department at the hot site, cold site and other applicable facilities.  The description must clearly define all conditions affecting the use of these support services and staff by the Department such as the number of hours they will be available, shift considerations, notification requirements, etc.  The description must also include, but not be limited to:

a. Types of services available (e.g., secretarial, etc.);
b. Types of office equipment available (e.g., fax, copiers, printers, etc.);
c. Number and types of Personal Computers with word processing software (e.g., MS Office);
d. Telephone service availability and level; and 
e. Assistance available for Department staff when at the hot site and cold site (e.g., lodging and travel accommodations, on-site rest areas, vending facilities, etc).
5.4
Remote Operations and Support Services (M)

It would be advantageous for the Department to remotely operate any of its hot/cold site facilities from a site in the Albany area of New York to the extent that it is cost effective.  It is anticipated that the most effective way would be to use Department provided space in the Albany area.  Therefore, the Contractor must provide the necessary equipment, communications connections, software and service options to facilitate remote operation and support functions on the recovery configurations from a site(s) to be determined by the Department.  The establishment of remote operations and support functions must occur as soon as possible after successful mainframe IPL, VSphere/Windows server restoration, midrange server restoration, and network initiation of the proposed hot/cold site systems.  The specific remote functions and related equipment are:

a. Remote console access to hot site computing resources via web browser which provides console and HMC resources equivalent to the hot site local command center for all Department resources.
b. High speed connectivity between remote operations center and hot/cold site.
Response Requirement:

The Contractor’s proposal must describe in detail all equipment, communications connections, software and services which would enable remote operations and support functions on the proposed hot site and cold site system, from a site to be determined.  The items in a. and b. above must be available immediately at a Department identified location.  The Contractor’s basic response should assume that remote operations and support functions will be housed in Department provided space.  However, the Contractor is encouraged to provide other facility options (mobile, business recovery space, other) which could support such remote operations and support functions.  This description must include, but not be limited to:

a. Contractor provided hardware, software, technical software manuals, data/voice communications, printers and other equipment required for each remote function.

b. Any special physical layout requirements beyond typical office space such as raised floor, environmental controls, power and other requirements.

c. Contractor provided staffing and services such as initiation of operating systems, software packages, loading tapes, network initiation and monitoring and any other services.

d. Department required staffing, services and equipment.

e. Clear delineation of Contractor and Department responsibilities.
5.5
Testing Requirements

5.5.1
Basic Testing Requirements

5.5.1.1
Confirmation Testing (M)

The Department strongly believes that complete testing of the hot site and related disaster recovery services will be essential to assure that the recovery resources, plans and procedures will work when called upon.  The Department seeks a firm commitment from the Contractor that it will work to jointly and successfully complete any necessary tests to the Department’s satisfaction.

The Contractor must provide all facilities, equipment and support services required for the Department to successfully complete initial and, minimally, semi-annual scheduled tests.  These tests must confirm the ability of the Contractor’s recovery configuration and services to recover the Department’s disaster recovery plans.  Minimally this should include:

a. The functionality of the specific hardware and operating software configurations included in the recovery configuration;

b. The ability of the recovery configuration to successfully run the Department’s applications and related software; 

a. The ability of the Department and Contractor to successfully operate and interface between mainframe, midrange and Intel (VSphere/Windows)  systems  simultaneously; and

b. The functionality of the network configurations.

Exhibits B, L and O provide detailed list of the Department’s applications software.

Response Requirement:

The Contractor must describe its commitment to provide all testing services required for the Department to confirm the viability of the Contractor’s recovery configuration and the Department’s disaster recovery plans.  Minimally, this commitment must include:

a. All facilities, equipment and support services necessary for the Department to successfully test;
b. A description of the specific testing methodology that the Contractor will use to assure complete and successful testing;
c. Test time required to successfully complete testing of the recovery configuration during initial and subsequent testing;
d. Flexibility in scheduling recovery testing; and
e. Flexibility to acquire additional test time with the Contractor’s continued commitment to work with the Department to successfully complete such tests.
5.5.1.2
Contractor Driven Testing (M)

The Contractor must make additional test time available to the Department at no cost in the event that changes to the Contractor’s recovery configuration, facilities or other equipment require additional testing which cannot be accommodated on the Department’s regular testing schedule.

Response Requirement:

The Contractor shall state its willingness to comply with the requirement.
5.5.2
Remote Testing Requirements (M)
The Contractor must provide for remote testing of the Hot Site recovery configuration from a site to be determined by the Department in the Albany area of New York.

Response Requirement:

The Contractor’s proposal must describe in detail all facilities, equipment and services which would be provided to enable the Department to conduct tests of the hot site recovery configuration from a remote location in the Albany area of New York.  This description must include all features, services or equipment at the hot site and the remote site, and include, but not be limited to all:

a. Contractor provided hardware, software, technical software manuals, data/voice communications, printers and other equipment required for remote operation.

b. Options for remote facilities.

i. Department owned site within the Albany area of New York area; and

ii. A Contractor provided site other than the hot site.

a. Contractor provided staffing and services such as initiation of operating systems, software packages, loading tapes, network initiation and monitoring and any other services.

b. Department required staffing, services and equipment.
5.6
Equipment Replacement Requirement (M)
The Contractor must provide equipment replacement services which provide the Department with alternative means to acquire equipment in a disaster situation.   The proposed services would provide an emergency supplement to the Department’s existing equipment acquisition procedures.  The Department’s objective in acquiring equipment replacement services is to have multiple acquisition options which it could employ to replace equipment in the most expeditious and cost effective manner.  To accomplish this overall objective, the Department is seeking equipment replacement services which provide:

a. Access to the Contractor equipment replacement services 24 hours a day, 365 days a year;

b. The Department with the ability to obtain replacement equipment at reasonable market rates from the Contractor (average market price within 3 (three) months prior of the declared disaster), which could provide it directly or act on the Department’s behalf to acquire equipment from a third party;

c. Options for short term lease, long term lease and outright purchase for replacement equipment;

d. Options for acquiring used and new equipment to facilitate the Department’s initial recovery and long-term return to normal operations; and
e. Ensured time frames for equipment replacement after notification by the Department.
The proposed services must address Department equipment replacement for:

End-user equipment required to recover end user operations at central locations in Albany.  The Department’s statewide end-user configurations, including systems development and support are detailed in Exhibit F, G, and H in Section D. Requirement 2.2.2.4.b.
Since it is not anticipated that a disaster will affect all Department locations, the Contractor should assume that the maximum equipment requirement at any one time would be for Buildings 8, 8A & 9 at the Harriman State Campus.  It is assumed that any equipment replacement needs at all other locations could be accommodated within that configuration.  In general, end user equipment includes, but is not limited to:

a. Midrange, Intel (vSphere/Windows), security, network, storage and related peripheral equipment required to support operations temporarily at the cold site or permanently at a Department site.  The Department’s hardware configurations are detailed in Exhibits D, E, F, H and M.

Any proposed configuration must be capable of executing the corresponding inventory of Department software referenced in Section B and detailed in Exhibit L, N, and O.
a. Printers compatible with:

· HP LaserJet 8100 minimum 32 PPM;

· Xerox WorkCentre 45 PPM w/copy, print, scan capabilities;

· Exhibits G and K lists printer/copier/scanner hardware used in the Department’s Harriman Campus and Green Island locations;
a. Personal computers comparable to Department standards (see Exhibit J); and
b. Any other equipment required to establish critical end-user and systems development operations.

Response Requirement:

The Contractor must provide a detailed description of its proposed equipment replacement services and how they will address the general objectives or specific requirements listed in a. through d. above.  The description must include, but not be limited to:

a. Statement of required notification and other acquisition procedures;

b. Installation and set up procedures with clear identification of Contractor responsibilities;

c. Where applicable, a detailed description of scheduled and unscheduled maintenance with clear identification of Contractor responsibilities and Department responsibilities for all leased equipment;

d. Where applicable, a detailed description on the removal of leased equipment with clear identification of Contractor responsibilities and Department responsibilities; and 

e. Use of equipment replacement services without a formal disaster declaration caused by data center disaster (i.e. hot site not required).
5.7
Change Requirements

5.7.1
Technology Changes (M)

The Contractor must assure that all hot site, cold site, equipment and services will accommodate future technological changes in the computer and recovery industries and accommodate the Department’s evolving computing and recovery needs.

Response Requirement:

The Contractor must describe its future equipment and technology enhancement plans and how it anticipates the hot site, cold site, equipment and services will address future needs of the Department.  The description should address, but not be limited to:

a. Increases in CPU capacities;

b. LAN/WAN connectivity;

c. Bandwidth;

d. Virtual Server Technology;

e. Memory;
f. Automated tape libraries;  

g. Storage; and
h. Use of SIP trunks to support voice and data transmissions.
5.7.2
Department Equipment Modifications (M)

As described throughout the RFP, the critical nature of the Department’s functions and their dependence on data processing operations requires the Department to acquire some level of disaster recovery services upfront while its comprehensive disaster recovery plan is developed and implemented.  It is absolutely essential that the Contractor’s proposed “Integrated Service Plan” provide the flexibility for these services to grow or contract as the Department’s plan develops and its data processing needs evolve.  Therefore, the Contractor must provide maximum flexibility with respect to the Department’s ability to modify, upgrade or downgrade its recovery configuration and related level of service at the hot site, cold site or any other facilities proposed under this contract.

a. Upgrades:  The Contractor must provide flexibility for the Department to easily and cost effectively upgrade its recovery configuration.  It must also ensure that it will possess the data processing equipment and resources required to meet the Department’s needs for the term of the contract.  Minimally, the Contractor must be able to accommodate the following configuration growth:

i. CPU; 
ii. MIPS;
iii. Memory;
iv. Disk;
v. Bandwidth; and
vi. Tape drives, volumes and slots.
b. Downgrades:  The Contractor must provide maximum flexibility for the Department to easily, and cost effectively, reduce its recovery configuration and related service as the Department’s needs change.  Minimally, the Contractor must accommodate the following downgrades:

i. CPU; 
ii. MIPS;
iii. Memory;
iv. Disk;
v. Bandwidth; and
vi. Tape drives, volumes and slots.
Response Requirement:

The Contractor must affirm:

a. That it will be able to meet the Department’s needs for the term of the contract;

b. Its ability to meet the specific potential growth requirements detailed above; and

c. The specific policies with respect to modifications, install/de-install procedures and associated timeframes which provide the Department with the ability to easily modify, upgrade or downgrade its recovery configuration and related disaster recovery services.
5.8
Security and Confidentiality Requirements

5.8.1
Secrecy Provisions (M)

The Contractor must have procedures and controls in place which meet the secrecy provisions requirements of the New York State Tax Law, which conforms with sections 6103 and 7213(a) of the Internal Revenue Code.

The New York State Tax Law and the Department of Taxation and Finance impose secrecy restrictions on:

a. All officers, employees and agents of the Department of Taxation and Finance; and

b. Any business entity, its officers and employees, to which tax data may be delivered.

Any unlawful disclosure of information is punishable by a fine and/or imprisonment.  Also, unauthorized disclosure of automated tax system(s) information developed by the Department or its agents is strictly prohibited.

Response Requirement:

The Contractor must affirm an understanding and agree with each of the following:

a. Physical security of the computer site(s) with sufficient controls to ensure access is limited to Department authorized individuals only when the site(s) is being used by the Department.

b. Staff secrecy requirements to ensure that:

i. Staff maintains the Department’s security and confidentiality of the data;

ii. All Contractor staff assigned to this Contract sign form DTF -202, Secrecy Provisions form;

iii. All Contractor staff that need access to the Department’s computer systems will need to complete a required Tax Department Authorization form and abide by the Department’s Access to and Disclosure of Information Policy;

iv. All Contractor staff receive Contractor provided security and confidentiality training; and

v. Access to the Department’s system by staff within the Contractor’s span of control is appropriate and is limited to processing data defined within the scope of this Contract.

c. The Contractor must describe the security and confidentiality audit provisions which the Department and/or its agents can utilize to ensure that the security and confidentiality requirements are being met.
5.8.2
Data Protection (M)

The Contractor must develop procedures to protect Department documents and magnetic media from unauthorized disclosure.  

Response Requirement

The Contractor must describe the security measures to ensure access is limited to Department authorized individuals only for each of the following:

a. At the computer site(s); and
b. During the data transmissions.
Technical Chart T-1

Contractors Services – Hot Site

Contractor’s Name:

	D.2.2.1 Contractor Services at hot site (1)

	Included in basic fee
(√)


	Supplemental Item
(√)


	Comments (2)

	Configuration Management
	
	
	

	Operating System Generation Support
	
	
	

	General Technical Support
	
	
	

	Data communications re-connection
	
	
	

	Console Operations
	
	
	

	IPL’s and z/OS Communication Server Configurations Support
	
	
	

	Operations support for tape loading and printer operations


	
	
	


1) Check the appropriate box for the listed service.  If a service is not available, indicate it on the chart as N/A.  Do not provide any cost information on this chart.

2) Describe the level of assistance and any limitations, conditions or other factors affecting the use of these services.

Technical Chart T-1

Contractors Services – Hot Site

Contractor’s Name:

	D.2.2.1 Contractor Services at hot site (3) Supplemental Services (specify)
	Included in basic fee
(√)


	Supplemental Item
(√)


	Comments (4)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


3) Check the appropriate box for service you list.  Do not provide any cost information on this chart.

4) Describe the level of assistance and any limitations, conditions or other factors affecting the use of these services.

Technical Chart T-2

Contractor Services – Cold Site

Contractor Name:

	D.3.1. Contractor Services at Cold site(1)
	Included in basic fee
(√)


	Supplemental Item
(√)


	Comments (2)

	Configuration Management
	
	
	

	General Technical Support
	
	
	

	Data communications re-connection
	
	
	

	
	
	
	

	
	
	
	


1) Check the appropriate box for the listed service.  If a service is not available, indicate it on the chart as N/A.  Do not provide any cost information on this chart.

2) Describe the level of assistance and any limitations, conditions or other factors affecting the use of these services.

Technical Chart T-2

Contractors Services – Cold Site

Contractor’s Name:

	D.3.1 Contractor Services at cold site (3) Supplemental services (specify)
	Included in basic fee
(√)


	Supplemental Item
(√)


	Comments (4)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


3) Check the appropriate box for service you list.  Do not provide any cost information on this chart.

4) Describe the level of assistance and any limitations, conditions or other factors

E. Financial Requirements

1.0 Introduction

This Section contains the specific financial response criteria for the RFP.  To facilitate preparation and evaluation of the proposals, the financial response criteria are listed below with the applicable financial bid information charts (Charts E 1 – 4) included at the end of this section.  These charts must be included in the Contractor’s bid submission.

The financial charts have been structured to provide the Department with the ability to evaluate alternative levels and options for disaster recovery services.  This approach is intended to give the Department the flexibility to select only those services which are most beneficial and cost effective from the Contractor’s proposed “Integrated Service Plan” upon declaration of a disaster.  The Contractor should, therefore, present information in the requested format.  The Department reserves the right to contract only for those items that are cost beneficial to the Department.  
All fees for services should be based on a contract period of five (5) years.  Contractors must guarantee stated rates for a two (2) year period of time.  Any proposed cost increase after two (2) years, will be subject to negotiation between the Contractor and the Department.  In the event of an increase, the amount of the annual increase shall not exceed the lesser of the percentage change in the Consumer Price Index for the preceding twelve (12) months or five percent.

2.0 Hot Site Costs

For Requirement D.2.2 and associated Requirements 4.0 and 5.0, of Section D of this RFP, the Contractor must provide the following information as prescribed in Financial Chart E-1;
a. The monthly fee, declaration fee, associated daily usage fees and/or any other associated fee (including any one time fees) for basic hot site services.

b. For Requirement 2.2.1, specifically indicate what services are provided by the Contractor as part of its basic hot site services and what, if any, additional services the contractor could provide at an additional cost to the Department.  The Contractor must indicate the specific additional monthly fee, declaration fee, daily usage fees and/or any other associated fees (including one time fees), if applicable, for each additional service which could be provided to augment the Contractor’s basic hot site services.

c. For Requirement 2.2.2, attach a separate breakdown of prices for the mainframe configuration, midrange, Intel (VSphere/Windows), workgroup/office, co-location, security, and data communications network equipment and supplemental services proposed as part of the hot site services basic fee.

d. Any other associated fees or charges, including one time fees, for ancillary services, supplies or equipment which would or could be incurred by the Department while operating at the hot site, including but not limited to: 

i. Computer cartridges;

ii. Computer paper; and
iii. Printer, copier, fax paper.
3.0 Cold Site Costs
For Requirement 3.0 and associate Requirements 4.0 and 5.0, of Section D of this RFP, the Contractor must provide the following information as prescribed in Financial Chart E-2:
a. The monthly fee and associated daily usage fees for cold site services.

b. Specifically indicate what services are provided by the Contractor as part of its basic cold site services and what, if any, additional services the Contractor could provide at an additional cost to the Department.  The Contractor must indicate the specific additional monthly fee and/or daily usage charges, if applicable, for each additional service which could be provided to augment the Contractor’s basic cold site services.

c. Any other associated fees or charges, including one time fees, for ancillary service or equipment which would or could be incurred by the Department while operating at the cold site.

1.0 Remote Operation and Support Function Costs

For requirement 5.4,  in Section D of this RFP, the Contractor must provide the following information as prescribed in Financial Chart E-3:

a. The monthly fee and associated daily usage fee for remote operation of the hot site based on the following support functions as described in Section D, Requirement 5.4.:

i. Remote technical and application support;

ii. Remote console operations; and

iii. Remote printing operations.

For each of these functions, specify cost differentials for remote operation:

a. From a Department site in the Albany area of New York; and

b. From any other alternative site proposed by the Contractor.

b. The monthly fee and associated daily usage fees for remote operation of the cold site based on the following support functions as described in Section D, Requirement 5.4:

i. Remote technical and applications support;

ii. Remote console operations; and 

iii. Remote printing operations.

For each or these functions, specify cost differentials for remote operations:

a. From a Department site in the Albany area of New York; and

b. From any other alternative site proposed by the Contractor.

2.0 Testing Costs

For Requirements 5.5.1.1 and 5.5.1.2,. in Section D of this RFP, the Contractor must indicate the number of hours of testing that is included, by equipment group, in the basic hot site services fee and the cost of purchasing additional test time in eight hour blocks on Financial Chart E-4:

For Requirement 5.5.2, in Section D of this RFP, the Contractor must indicate the monthly fee and associated daily usage fees for remote testing of the hot site based on the following options:

i. From a Department site in the Albany area of New York; and

ii. From any other alternative site proposed by the Contractor.

Financial Chart E-1
Hot Site Costs

Contractor Name:

	
	Monthly Fee
	Disaster Declaration Fee
	Daily Usage Fee
	Other Associated Fees (2)

	2.0 a.  Hot Site Services Basic Fee (1)
	$
	$
	$
	$

	2.0.b   Contractor Services at Hot Site (3)
	$
	$
	$
	$

	
	Configuration Management
	$
	$
	$
	$

	
	Operating system generation support
	$
	$
	$
	$

	
	General technical support
	$
	$
	$
	$

	
	Data communications re-connection
	$
	$
	$
	$

	
	Console operations
	$
	$
	$
	$

	
	IPL’s and z/OS Communication Server Configuration
	$
	$
	$
	$

	
	Operations support for tape loading and printer operations
	$
	$
	$
	$

	
	IBM Mainframe configuration as specified
	$
	$
	$
	$

	
	Midrange systems configuration as specified
	$
	$
	$
	$

	
	Intel (VSphere/Windows) system configurations as specified
	$
	$
	$
	$

	
	Data Communications
	$
	$
	$
	$

	
	Reconnection to Department End User locations
	$
	$
	$
	$

	
	Hot site network
	$
	$
	$
	$

	
	Internet Connectivity Options:

-

-
	$
	$
	$
	$

	
	Remote Access, Operations and Support
	$
	$
	$
	$

	
	Additional Services:

-

-
	$
	$
	$
	$

	
	Co-location Services
	$
	$
	$
	$

	
	Carrier Services/bandwidth Options:

-

-
	$
	$
	$
	$

	
	Network Security configuration as specified
	$
	$
	$
	$

	
	Office Space/Workgroup configuration as specified
	$
	$
	$
	$

	
	Supplemental Services

-

-
	$
	$
	$
	$

	
	2.0.d  Other costs associated with (4) hot site data center operations

-

-

-
	$
	$
	$
	$


(1) If services are part of the hot site services basic fee, indicate it on the chart as included.  If services are not included in the basic fee, show the additional charges or specify “Not available.”

(2) If applicable, fill in the fee and type of charge (e.g., one time, per item, yearly, etc.)

(3) If services are part of the hot site services basic fee, indicate it on the chart as “Included.”  If services are not included in the basic fee, show the additional charges on the Chart.

(4) List any other services, supplies or equipment which the Department would be charged for while operating at the hot site (e.g., computer paper, tape cartridges, etc.).

Financial Chart E-2
Cold Site Costs

Contractor Name:  

	
	Monthly Fee
	Disaster Declaration Fee
	Daily Usage Fee
	Other Fees (2)

	3.0 a.  Cold Site Services Basic Fee
	$
	$
	$
	$

	3.0.b   Contractor Services at Cold Site (1)
	$
	$
	$
	$

	
	Configuration Management
	$
	$
	$
	$

	
	General Technical support
	$
	$
	$
	$

	
	Data Communications
	$
	$
	$
	$

	
	Reconnection to Department End User locations
	$
	$
	$
	$

	
	Internet Connectivity Options:

-

-
	$
	$
	$
	$

	
	Remote Access, Operations and Support
	$
	$
	$
	$

	
	Additional Services:

-

-
	$
	$
	$
	$

	
	Supplemental services (specify) (3)
	$
	$
	$
	$

	
	-
	$
	$
	$
	$

	
	-
	$
	$
	$
	$

	
	-
	$
	$
	$
	$

	3.0.c  Other costs associated with (4) cold site data center operations
	$
	$
	$
	$

	
	-
	$
	$
	$
	$

	
	-
	$
	$
	$
	$

	
	-
	$
	$
	$
	$


(1) If services are part of the hot site services basic fee, indicate it on the chart as included.  If services are not included in the basic fee, show the additional charges or specify “Not available.”

(2) If applicable, fill in the fee and type of charge (e.g., one time, per item, yearly, etc.)

(3) If services are part of the hot site services basic fee, indicate it on the chart as “Included.”  If services are not included in the basic fee, show the additional charges on the Chart.

(4) List any other services, supplies or equipment which the Department would be charged for while operating at the hot site (e.g., computer paper, tape cartridges, etc.).

Financial Chart E-3
Remote Operations and Support Functions Costs

Contractor Name:

	
	Monthly Fee
	Disaster Declaration Fee
	Daily Usage Fee
	Other Fees (2)

	4.0 a   Hot Site Remote Operations from Department Site in the Albany Area
	$
	$
	$
	$

	
	Remote Technical and Application Support
	$
	$
	$
	$

	
	Remote Console Operations
	$
	$
	$
	$

	
	Remote Printing Operations
	$
	$
	$
	$

	Hot Site Remote Operations from alternative site proposed by Contractor
	$
	$
	$
	$

	
	Remote Technical and Application Support
	$
	$
	$
	$

	
	Remote Console Operations
	$
	$
	$
	$

	
	Remote Printing Operations
	$
	$
	$
	$

	4.0 b
	Cold Site remote Operations from a Department Site in the Albany area
	$
	$
	$
	$

	
	Remote Technical and Application Support
	$
	$
	$
	$

	
	Remote Console Operations
	$
	$
	$
	$

	
	Remote Printing Operations
	$
	$
	$
	$

	
	Cold Site remote Operations from Alternative site proposed by Contractor 
	$
	$
	$
	$

	
	Remote Technical and Application Support
	$
	$
	$
	$

	
	Remote Console Operations
	$
	$
	$
	$

	
	Remote Printing Operations
	$
	$
	$
	$

	
	
	
	
	
	


(1) If services are part of the hot site services basic fee, indicate it on the chart as included.  If services are not included in the basic fee, show the additional charges or specify “Not available.”

(2) If applicable, fill in the fee and type of charge (e.g., one time, per item, yearly, etc.)

Financial Chart E-4
Testing Costs:

Contractor Name:

	# of testing hours included in the Hot Site Services fee
	


	
	Included in hot site service fee
	Cost of test hours in eight hour blocks
	Other Associated Costs

(please define)

	
	Yes
	No
	
	

	5.0.a.  Confirmation Testing
	
	
	$
	$

	IBM Mainframe configuration as specified
	
	
	$
	$

	
	Midrange systems configuration as specified
	
	
	$
	$

	
	Intel (Vsphere/Windows) systems configurations as specified
	
	
	$
	$

	
	Data Communications
	
	
	$
	$

	
	Network Security configuration as specified
	
	
	$
	$

	
	Office Space/Workgroup configuration as specified
	
	
	$
	$

	5.0.b.  Hot Site Remote Testing
	
	
	$
	$

	
	From a Department provided site 
	
	
	$
	$

	
	From other Contractor Specified site
	
	
	$
	$


F. Administrative Requirements
1.0 Administrative Proposal Conditions

With the submission of a response to this Request for Proposal, the Bidder agrees to the following proposal conditions outlined in this Section:
a. Issuing Agency

This RFP is issued by the New York State Department of Taxation and Finance, which is responsible for all criteria stated herein and for evaluation of all proposals submitted.

b. Solicitation

This RFP is a solicitation to bid, not an offer of a Contract.

c. Liability
The State of New York is not liable for any costs incurred by a bidder in the preparation and production of any proposal, or for any worked performed prior to the execution of a formal contract.

d. Proposal Ownership

All proposals and accompanying documentation become the property of the State of New York and will not be returned.  The Department reserves the right to use any of the portions of the Bidder’s proposal not specifically noted as proprietary.

e. Proposal Security

Each Bidder’s proposal will be held in strict confidence by Department staff and will not be disclosed except to the Office of the Attorney General and the Office of the State Comptroller as may be necessary to obtain approvals of those agencies for the final contract and except as required by law.

Public inspection of the bids is regulated by the Freedom of Information Law (Article 6 of the Public Officers Law).  The bids are presumptively available for public inspection.  If this would be unacceptable to Bidder’s, they should apply to the Department for trade secret protection for their bid.
In applying for trade secret protection, it would be unacceptable to indiscriminately categorize the entire proposal as such.  The Bidder should point out those sections of the proposal that are trade secrets and explain the reasons therefore.  The Bidder may wish to review with its legal counsel Restatement of Torts, Section 757, comment b, and the cases under the Federal Freedom of Information Act, 5 USC Section 522, as well as the Freedom of Information Act.  The Department will review applications and grant trade secret protection, if appropriate.
The public officers’ code of ethics (Section 74 of the Public Officers Law) sets the standard that no officer or employee of a State agency shall disclose confidential information that he acquires during the course of his official duties.  These standards control the confidentiality of a Bidder’s proposal unless the Department grants a petition for records access in accordance with the Freedom of Information Law.

Bidders should be advised that the confidentiality of their proposals is founded upon statute, as described above.  A nondisclosure agreement, whether prescribed by the Department or the Bidder, would not alter the rights and responsibilities of either party under the Freedom of Information Law.  Bidders should not propose a nondisclosure agreement for Department employees, for that would be legally ineffective to alter any legal responsibility under the Freedom of Information Law or the code of ethics.

The provisions of the Freedom of Information Law will also govern the confidentiality of any and all products or services supplied by the successful Bidder.

f. Timely Submission
The Bidders are solely responsible for timely delivery of their proposal to the location set forth by the stated bid due date/time and are solely responsible for delays in receipt, including but not limited to those due to third-party carriers.
g. Proposal Effective Period

The Bidder’s proposal must be firm and binding for a period of at least 180 days following the proposal due date.

h. Bid Opening

Bids will not be opened publicly.  The Department reserves the right at any time to postpone or cancel a scheduled bid opening.

i. Bidder Proposal Clarification

Prior to award, the Department reserves the right to seek clarifications, request Bid revisions, or to request any information deemed necessary for proper evaluation of Bids from all Bidders deemed to be eligible for Contract award.  Failure of a Bidder to cooperate with the Department’s effort to clarify a proposal may result in the proposal being labeled as non-responsive and being given no further consideration.  

Additionally, the Department reserves the right to use information submitted by the Bidder in response to the Department’s request for clarifying information in the course of evaluation and selection under this RFP.
j. Bid Evaluation and Selection
See Section H: Proposal Evaluation, regarding bid selection and evaluation methodology.  To the extent permitted by law, Bidder proposals shall not be disclosed, except for purposes of evaluation and approval, prior to approval of the resulting Contract by the Office of the State Comptroller.  Submitted proposals may be reviewed and evaluated by any personnel or agents of the Department, other than one associated with a competing bidder.
k. Contract Negotiations and Authorized Negotiators

During contract negotiations, the Department must have direct access to Bidder personnel who have full authority to make commitments on behalf of the Bidder.  Bidders must include, as part of their proposal, any restrictions under which their primary negotiators will operate.
l. Bidder Notification of Intent to Award

The successful Bidder will be advised of selection by the Department through the issuance of a “Notification of Intent to Award” letter.  Bidders who have not been selected by the Department in response to this RFP shall be notified of such non-selection.

m. Proposal Review and Contract Approval

Any Contract resulting from this RFP will not be effective until approved by the Offices of the New York State Attorney General and the State Comptroller.

n. Debriefing Sessions
Bidders will be notified in writing of evaluation results and may request the opportunity for a debriefing session.  Such sessions will be limited to discussions of evaluation results as they apply to the Bidder receiving the debriefing.

o. Bid Protest Policy

The Department’s procedures for handling protests of bid awards are set forth in Appendix C:  Bid Protest Policy.

p. Reserved Rights

The Department of Taxation and Finance reserves the right to exercise the following:

i. Change any of the scheduled dates herein.

ii. Amend RFP specification(s) after their release to correct errors or oversights, or to supply additional information as it becomes available and so notify all Bidders.

iii. Withdraw the RFP, at its sole discretion.

iv. Eliminate a mandatory requirement when all bidders cannot meet such requirement.

v. Evaluate, accept and/or reject any and all proposals, in whole or in part, and to waive technicalities, irregularities, and omissions if, in the Department’s considered judgment, the best interests of the Department will be served.  In the event compliant bids are not received, the Department reserves the right to consider late or non-conforming bids as offers.
vi. Require the Bidder to demonstrate, to the satisfaction of the Department, any information presented as a part of their proposal.

vii. Use proposal information obtained through the Department’s investigation of a Bidder’s qualifications, experience, ability or financial standing, and any material or information submitted by the Bidder in response to the Department’s request for clarifying information in the course of evaluation and selection under this RFP.

viii. Determine a tie breaking mechanism for award of the Contract to serve the best interests of the State.

ix. Negotiate with the successful Bidder within the scope of the RFP to serve the best interests of the State.

x. Conduct Contract negotiations with the next ranked responsible Bidder should the Department be unsuccessful in negotiating an agreement with the selected Bidder.

xi. If the Department must terminate the Contract for non-performance or is unable to maintain the support required, the Department reserves the right, with the approval of the Offices of the New York State Attorney General and the State Comptroller, to award a contract to the next highest ranked Bidder of the original bid submission within the first twelve months of the award.

1.0 Administrative Contract Conditions

With the submission of a response to this Request for Proposal, the Bidder agrees to the following contract conditions unless the Bidder proposes extraneous terms (see Section F.2.0.s).
a. Appendix A

Appendix A – Standard Clauses for New York State Contracts will be incorporated, in its entirety, into any Contract resulting from this RFP.

b. Payments

All payments will be made in accordance with Article XI-A of the New York State Finance Law.
c. Public Announcements

Public announcements or news releases relating to this RFP or the resulting Contract shall not be made by any Bidder or its agent without the prior approval of the Department.  Such approval shall not be considered until an executed contract is in place.

d. Minority and Women-Owned Business Enterprises

It is the policy of New York State to maximize opportunities for participation of New York State business enterprises, including minority and women-owned business enterprises as Bidders, subcontractors and suppliers on its procurement contracts.  Information on the availability of New York State subcontractors and suppliers is available from:





NYS Department of Economic Development





Division for Small Business





30 South Pearl Street





Albany, New York 12245





Phone:  (518) 292-5250   Fax:  (518) 486-6416





http://www.nylovesmwbe.ny.gov
i. Participation Levels
The contractor agrees to make good faith efforts to promote and assist the participation of certified minority-business enterprises (MBE) as subcontractors and suppliers on this agreement for the provision of services and materials in the amount of nineteen and sixty hundredths percent of the total dollar value of this agreement, and women-owned business enterprises (WBE) as subcontractors and suppliers on this agreement for provision of service and materials in the amount of seventeen and forty four hundredths percent of the total dollar value of this agreement.

Any percentages established in a State Contract are subject to the requirements of Article 15-A of the Executive Law and the regulations published pursuant to thereto (which form time to time may be amended); and

The parties agree as a condition of the State Contract to be bound by the provisions of Section 316 of Article 15-A of the Executive Law.

See attached Appendix B for a description of the requirements of Article 15-A.

Please address your ability to obtain participation levels in response to this RFP.
ii. Guidelines for Utilization

M/WBE participation in various types of subcontracts, supply, leasing and other activities may be considered by the Contractor.

iii. Reports

The Contractor is required to complete and submit a M/WBE Schedule of Utilization listing participation of any certified M/WBE’s on this Contract if goals other than zero percent are established.
Any modification in M/WBE utilization should be forwarded on a revised M/WBE Schedule of Utilization.  For purposes of this section, modification means those changes which reduce or increase the dollar amount to be actually performed by a M/WBE, a change in the type of work to be performed, or the addition of other M/WBE’s.

Any Contractor who willfully and intentionally fails to comply with applicable minority and women-owned business enterprises (MWBE) contract participation requirements shall be liable to the Department for liquidated damages as agreed to in the Contract or other appropriate damages, as agreed to by the parties or as determined in an appropriate action.
e. Equal Opportunity Standard Language

i. Contractors and subcontractors shall undertake or continue existing programs of affirmative action to ensure that minority group member and women are afforded equal opportunities without discrimination because of race, creed, color, national origin, sex, age, disability or marital status.  For these purposes, affirmative action shall apply in all areas of recruitment, employment, job assignment, promotion, upgrading, demotion, transfer, layoff or termination, and rates or other forms of compensation.

ii. Prior to the award of a State Contract, the Contractor shall submit an Equal Employment Opportunity (EEO) Policy Statement within the time frame established by the Department.

iii. The Contractors EEO Policy Statement shall contain, but not necessarily be limited to; and the Contractor, as a precondition to entering into a valid and binding State Contract, shall, during the performance of the State contract, agree to the following:
· The Contractor will not discriminate against any employee or applicant for employment because of race, creed, color, national origin, sex, age, disability or marital status, will undertake or continue existing programs of affirmative action to ensure that minority group members and women are afforded equal employment opportunities without discrimination, and shall make and document its conscientious and active efforts to employ and utilize minority group members and women in its work force on State contracts.

· The Contractor shall state in all solicitations or advertisements for employees that, in performance of the State contract, all qualified applicants will be afforded equal employment opportunities without discrimination because of race, creed, color, national origin, sex, age, disability or marital status.

· At the request of the Department, the Contractor shall request each employment agency, labor union, or authorized representative of workers with which it has a collective bargaining or other agreement or understanding, to furnish a written statement that such employment agency, labor union, or representative, will not discriminate on the bases of race, creed, color, national origin, sex, age, disability or marital status and that such union or representative will affirmatively cooperate in the implementation of the Contractor’s obligations herein.

i. Except for construction Contracts, prior to an award of a State contract, the Contractor shall submit to the Department a staffing plan of the anticipated work force to be utilized on the State contract or, where required, information on the Contractor’s total work force, including apprentices, broken down by specified ethnic background, gender, and Federal Occupational categories or other appropriate categories specified by the Department.
ii. After execution of a State Contract, the Contractor shall submit to the Department a work force utilization report (to be updated quarterly during the life of the contract), of the work force actually utilized on the State Contract, broken down by specified ethnic background, gender, and Federal Occupational categories or alternatively submit, where the work force on the Contract cannot be separated out from the Contractor’s work force, semi-annual information on the total work force.

iii. If the Contractor does not submit an EEO Policy Statement and a Staffing Plan of anticipated work force prior to award, the bid will be rejected unless a reasonable justification for such failure is provided in writing or a commitment made to provide said documents by a date specified by the Department.

a. Omnibus Procurement Act of 1982

The Omnibus Procurement Act of 1982 requires that by signing this bid proposal, Contractors certify that whenever the total bid amount is greater than $1 million:

i. The Contractor has made reasonable efforts to encourage the participation of New York Sate Business Enterprises as suppliers and subcontractors on this project, and has retained the documentation of these efforts to be provided upon request to the State;

ii. The Contractor has complied with the federal Equal Opportunity Act of 1972 (P.L.92-261), as amended;
iii. The Contractor agrees to make reasonable efforts to provide notification to New York State residents of employment opportunities on this project through listing any such positions with the Job Service Division of the New York State Department of Labor, or by providing such notification in such manner as is consistent with existing collective bargaining contracts or agreements.  The Contractor agrees to document these efforts and to provide said documentation to the State upon request;
iv. The Contractor acknowledges notice that New York State may seek to obtain offset credits from foreign countries as a result of this Contract and agrees to cooperate with the State in these efforts.

a. Permission to Investigate

In the event that the Department determines it necessary to investigate evidence relative to a possible or actual 1) crime or 2) breach of confidentiality or security (e.g., loss of return documents, or loss of remittances), Contractor and its subcontractors shall cooperate fully with the Department to the extent permitted by law to investigate and identify the responsible individuals.  Contractor and its subcontractors shall, to the extent permitted by law, make their employees and all relevant records, including personnel records and employee photographs, available to Department investigators upon request by the Department’s Office of Deputy Inspector General.  The Department may interview Contractor’s employees and/or agents in connection with an investigation during normal business hours.
b. Cover Letter

A transmittal letter must be signed by an official authorized to bind the Bidder to its provisions.

Response Requirement:

The cover letter must be signed by an official authorized to bind the Bidder to proposal provisions.

The cover letter must include the following:

· The complete name and address of the bidding entity;

· The Federal or Taxpayer Identification Number of the entity; and

· An affirmation that the proposal is binding for the required period indicated in Section F.1.0.g.
c. Vendor Responsibility Questionnaire

Article XI §163(4)(d) of the State Finance Law states that “service contracts shall be awarded on the basis of best value to a responsive and responsible offerer.”

Upon identification of the Bidder with the highest score, the Bidders’ Responsibility Questionnaire will be analyzed to ensure that the Bidder is responsible.

In the event that a Bidder is found to be not responsible, the Bidder may be disqualified.

Response Requirement:

Bidders must complete a Vendor Responsibility Questionnaire.  Bidders are invited to file the required Vendor Responsibility Questionnaire online via the OSC New York State VendRep system or may choose to complete and submit a paper questionnaire.  To enroll and use the New York State VendRep system, see the VendRep system instructions available at:  www.osc.state.ny.us/vendrep or go directly to the VendRep system online at:  https://portal.osc.state.ny.us.   For direct VendRep System user assistance, the OSC Help Desk may be reached at (866) 370-4672 or (518) 408-4672 or by email at ciohelpdesk@osc.state.ny.us.   Bidders opting to file a paper questionnaire can obtain the appropriate questionnaire from the VendRep website at www.osc.state.ny.us/vendrep or may contact one of the Department’s designated contacts.
Bidders that have filed a Vendor Responsibility Questionnaire online that has been certified/updated within the last six months or Bidders opting to file online must complete Attachment 4, Vendor Responsibility Form.  If a Vendor Responsibility Questionnaire has been filed online and has not been certified within the last six months, the Bidder must either update/recertify the online questionnaire or submit a new paper Vendor Responsibility Questionnaire.

Bidders filing paper questionnaires must submit a copy of the completed questionnaire with its bid proposal.

Upon notification of award, the Contractor will be required to update/recertify the online questionnaire.
d. MacBride Fair Employment Principles Form

Required as part of the proposal submission in accordance with Chapter 807 of the Laws of 1992 and in accordance with Section 165 of the State Finance Law, the Bidder, by submission of this bid, certifies that it or any individual or legal entity that the Bidder holds a 10% or greater ownership interest in the Bidder, either have business operations in Northern Ireland  and, if yes, shall take lawful steps in good faith to conduct any business operations in Northern Ireland in accordance with the MacBride Fair Employment Principles relating to non-discrimination in employment and freedom of workplace opportunity regarding such operations in Northern Ireland, and shall permit independent monitoring of compliance with such Principles.

Response Requirement

Each Bidder must complete and submit the Non-Discrimination in Employment in Northern Ireland:  Attachment 5, MacBride Fair Employment Principles Form.
e. Designation of Prime Contact
This designation will last for the entire evaluation process and contract negotiations, and the Bidder must certify that this individual is authorized to respond on the behalf of the Bidder.  Any change in this designation must be submitted in writing to the Department and include a revised form.

Response Requirement

Each Bidder must complete and submit Attachment 6, Designation of Prime Contact Form.
f. Non-Collusive Bidding Practices Certification

A bid shall not be considered for award nor shall any award be made where the conditions of the Non-Collusive Bidding Certification have not been complied with; provided, however, that if in any case the Bidder cannot make the foregoing certification, the Bidder shall so state and shall furnish with the bid a signed statement which sets forth in detail the reasons therefore.  Where the above conditions have not been complied with, the bid shall not be considered for award nor shall any award be made unless the head of the purchasing unit of the State, public department or agency to which the bid is made, or his designee, determine that such disclosure was not made for the purpose of restricting competition (Section 139-d of the State Finance Law).
Response Requirement

The Bidder is responsible for reading, signing and submitting Attachment 7, Non-Collusive Bidding Certification.
g. Procurement Lobbying 
Pursuant to State Finance Law §§139-j and 139-k, this solicitation includes and imposes certain restrictions on communications between DTF and an Offerer/Bidder during the procurement process.  An Offerer/Bidder is restricted from making contacts from the earliest notice of intent to solicit offers/bids through final award and approval of the Procurement Contract by DTF and, if applicable, the Office of the State Comptroller (“restricted period”) to other than designated staff unless it is a contract that is included among certain statutory exceptions set forth in State Finance Law §139-j (3) (a).  Designated staff, as of the date hereof, are identified in the Preface section of the Request for Proposal.  DTF employees are also required to obtain certain information when contacted during the restricted period and make a determination of the responsibility of the Offerer/Bidder pursuant to these two statutes.  Certain findings of non-responsibility can result in rejection for Contract award and in the event of two findings within a four-year period; the Offerer/Bidder is debarred from obtaining governmental Procurement Contracts.  Information related to the Procurement Lobbying Law and DTF guidelines can be found on the Department’s Procurement website at:  http://www.nystax.gov/procurement
Contacting individuals other than the designated contacts listed in the Preface Section of this document during the restricted period may result in disqualification of the Bidder’s proposal – please refer to the Procurement Lobbying Law and the Department’s guidelines posted on the Department’s website at:  http://www.nystax.gov/procurement
i. Offerer Disclosure of Prior Non-Responsibility Determinations

New York State Finance Law §139-k(2) obligates a Governmental Entity to obtain specific information regarding prior non-responsibility determinations with respect to State Finance Law §139-j.  This information must be collected in addition to the information that is separately obtained pursuant to State Finance Law §163(9).  In accordance with State Finance Law §139-k, an Offerer must be asked to disclose whether there has been a finding of non-responsibility made within the previous four (4) years by any Governmental Entity due to: (1) a violation of State Finance Law §139-j to (2) the intentional provision of false or incomplete information to a Governmental Entity.  The terms “Offerer” and “Governmental Entity” are defined in State Finance Law §139-k(1).  State Finance Law §139-j sets forth detailed requirements about the restrictions on Contacts during the procurement process.  A violation of State Finance Law §139-j includes, but is not limited to, an impermissible Contact during the restricted period (for example, contacting a person or entity other than the designated contact person, when such contact does not fall within one of the exemptions).
As part of its responsibility determination, State Finance Law §139-k(3) mandates consideration of whether an Offerer fails to timely disclose accurate or complete information regarding the above non-responsibility determination.  In accordance with law, no Procurement Contract shall be awarded to any Offerer that fails to timely disclose accurate or complete information under this Section, unless a finding is made that the award of the Procurement Contract to the Offerer is necessary to protect public property or public health or safety, and that the Offerer is the only source capable of supplying the required Article of Procurement within the necessary timeframe.  See State Finance Law §§139-j(10)(b) and 139-k(3).
A Governmental Entity must include a disclosure request regarding prior non-responsibility determinations in accordance with State Finance Law §139-k in its solicitation of proposals or bid documents or specifications or Contract documents, as applicable, for Procurement Contracts.  The attached form is to be completed and submitted by the individual or entity seeking to enter into a Procurement Contract.  It shall be submitted to the Governmental Entity conducting the Governmental Procurement.
Response Requirement

Each Bidder must complete and submit Attachment 8, Offerer Disclosure of Prior Non-Responsibility Determination.
ii. Offerer’s Certification of Compliance with State Finance Law 139-k(5)
New York State Finance Law 139-k(5) requires that every Procurement Contract Award subject to the provisions of State Finance Law 139-k or 139-j shall contain a certification by the Offerer that all information provided to the procuring Governmental Entity with respect to State Finance Law 139-k is complete, true and accurate.  

The Department reserves the right to terminate any Contract award as a result if this RFP in the event it is found that the certification filed by the Offerer/Bidder in accordance with New York State Finance Law 139-k was intentionally false or intentionally incomplete.

Response Requirement

Each Bidder must complete and submit Attachment 9, Offerer’s Certification of Compliance with State Finance Law 139-k(5).
h. Secrecy Provisions (DTF-202)

Bidders are required to adhere to secrecy provisions as outlined in Article VII, of the Preliminary Contract, Exhibit 2.

Response Requirement

Each Bidder must complete and submit Attachment 10, New York State Department of Taxation and Finance Agreement to Adhere to the Secrecy Provisions of the Tax Law and the Internal Revenue Code.
i. Acknowledgement of Confidentiality of IRS Tax Return Information and Internal Revenue Code Selected Confidentiality Provisions Pertaining to Contractors

Bidders are required to adhere to secrecy provisions as outlined in Article VII, of the Preliminary Contract, Exhibit 2.

Response Requirement

Each Bidder must complete and submit Attachment 11, Acknowledgement of Confidentiality of IRS Tax Return Information and Internal Revenue Code Selected Confidentiality Provisions Pertaining to Contractors.
j. Ethics Compliance

All Bidders/Contractors and their employees must comply with Public Officers Law §§73 and 74, Chapter 1 of the Laws of 2005, the Procurement Lobbying Reform Act of 2005, and other State statutes, rules, regulations and executive orders establishing ethical standards for the conduct of business with New York State.  In signing the bid, the Bidder certifies full compliance with those provisions for any present or future dealings, transactions, sales, Contracts, services, offers, relationships, etc., involving New York State and/or its employees.  Failure to comply with those provisions may result in disqualification from the bidding process, termination of Contracts, and/or other civil or criminal proceedings as required by law.

Response Requirement

Each Bidder must complete and submit Attachment 13, Public Officers Law Form, which addresses business or professional activities by state officers and employees and party officers.  This form shall be made part of the resultant contract.
k. Sales and compensating Use Tax Documentation

Pursuant to Tax Law Section 5-a, Bidders will be required to complete and sign, under penalty of perjury, the Contractor Certification Form ST-220, Exhibit 1.  Bidders must also submit a copy of the Certificate of Authority, if available, for itself, any affiliates, and any subcontractors required to register to collect state sales and compensating use tax.  If Certificates of Authority are unavailable, the Contractor, affiliate, subcontractor or affiliate of subcontractor must represent that it is registered and that it has conferment such status with the Department.

Exhibit 1 provides the Contractor Certification Forms and Instructions for completing the forms.  ST-220-TD must be filed with and returned directly to the Department address provided on the form.  Unless the information upon which the ST-220-TD is based changes, this form only needs to be filed once with DTF.  If the information changes for the Contractor, its affiliate(s), or its subcontractor(s), a new form ST-220-TD must be filed with DTF.  Completion of the form at the time of bid submission is not required; however, Form ST-220-TD must be filed and returned to DTF upon notification of Contract award.
Form ST-220-CA must be provided to the Office of Budget and Management Analysis upon notification of contract award certifying that the Contractor filed ST-220-TD.  Proposed Contractors should complete and return the certification forms within two business days of request.

Failure to make either of these filings may render a Bidder non-responsive and non-responsible.  Bidders shall take the necessary steps to provide properly certified forms within a timely manner to ensure compliance with the law.

Vendors may call DTF at 1-518-485-9863 for any and all questions relating to Section 5-a of the Tax Law and relating to a company’s registration status with the DTF.  For additional information and frequently asked questions, please refer to the Department’s website:  http://www.nystax.gov. 
l. Prime Contractors/Subcontractors
The successful Bidder shall act as Prime Contractor under the Contract, and shall be held solely responsible for Contract performance by the Bidder, its partners, officers, employees, subcontractors and agents.  The Bidder shall be responsible for payment of all subcontractors and suppliers, including all third-party service providers contracted by or through the Bidder in performance of the Contract.

Where services are supplied by or through the Bidder under the Contract, it is mandatory for the Bidder to assume full integration responsibility for delivery, installation, maintenance, performance and support services for such items.  The Bidder shall also be responsible for payment of any license fees, rents or other monies due third parties for services or materials provided under this Contract.

The Bidder must assume responsibility as prime Contractor for the resulting Contract.  Proposed subcontractors must be identified at the time of bid submission and are subject to the approval of the State (see Article XIV, General Terms and Conditions of Exhibit 2:  Preliminary Contract, for additional information).
Response Requirement

The Department requires a list of subcontractors who will be utilized for the performance of services under any resultant Contract as well as a description of the services to be subcontracted.  This information must be provided on Attachment 12, Subcontractor List Form.
m. Proposed Extraneous Terms

Proposals must conform to the terms and conditions set forth in this RFP and the Preliminary Contract, Exhibit 2.  Any objections to terms and conditions set forth in this section of the RFP (Section F. 2.0) and the Preliminary Contract, Exhibit 2, must be provided to the Department in the Bidder’s Administrative Proposal.  Material deviations to the terms and conditions set forth in the RFP (including additional, inconsistent, conflicting or alternative terms) may render the bid non-responsive and may result in rejection.
Response Requirement

The Bidder must attach any objections to the terms and conditions outlined in Section F. or the Preliminary Contract, Exhibit 2.

Only those extraneous terms that meet all the following requirements will be considered as having been submitted as part of the proposal:

· Each proposed extraneous term (addition, counter-offer, deviation or modification) must be specifically enumerated in writing which is not part of a pre-printed form;

· The writing must identify the particular term to which the Bidder objects or proposes to modify by inclusion of the extraneous term; and
· The Bidder shall enumerate the proposed addition, counter-offer, modification or deviation from the bid proposal, and the reasons therefore.

Extraneous term(s) submitted on standard, pre-printed forms (including but not limited to: product literature, order forms, license agreements, contracts or other documents), whether or not deemed “material”, which are attached or referenced with submissions which do not meet the above requirements will not be considered part of the bid or resulting Contract, but rather will be deemed to have been included for informational or promotional purposed only.

Acceptance and/or processing of the bid proposal shall not constitute such written acceptance of Extraneous Term(s) or a waiver of the Department’s right set forth in Section F.2.0.s.  Failure to object to any terms identified in Section F.2.0.s of this RFP and the Preliminary Contract, Exhibit 2, shall be deemed to constitute acceptance thereof by the Bidder.
n. Request for Exemption from Disclosure

As outlined in Section F.1.0.e., public inspection of bid proposals is regulated by the Freedom of Information Law (Article 6 of the New York State Public Officers Law).  The bids are presumptively available for public inspection.  If this would be unacceptable to Bidders, they should apply to the Department for trade secret protection of their bid.

In applying for trade secret protection, it would be unacceptable to indiscriminately categorize the entire proposal as such.

Response Requirements

To obtain trade secret protections, the Bidder must submit with its response, a letter specifically identifying the page number, line or other appropriate designation of the information that is trade secret and explain in detail why such information is a trade secret and would be exempt from disclosure.
G. Proposal Submission
The Bidder must provide a response that clearly and precisely provides all required information.  Emphasis should be placed on conformance with the RFP instructions, responsiveness to the RFP requirements and clarity of the intent.

Proposals that do not comply with these instructions or do not meet the full intent of all of the requirements of this RFP may be subject to scoring reductions during the evaluation process or may be deemed non-responsive.

The Department does not require, nor desire, any excessive promotional material which does not specifically address the response requirements of this RFP.

1.0 Proposal Content and Organization

To facilitate in the evaluation process, the Bidder must organize the proposal into three distinct volumes as follows:

Volume One:
Qualifying and Technical Requirements

Volume Two:
Administrative Requirements

Volume Three:
Financial Requirements

a. Volume One format

Volume One should contain a table of contents with page numbers and each section should be tabbed as follows:

i. Tab 1 – Qualifying Requirements (Section C)
ii. Tab 2 – Technical Requirements (Section D)
b. Volume Two Format

This volume must contain the Administrative Response Requirements (Attachments 1-13).

c. Volume Three Format

This volume must contain the Financial Proposal (Section E, forms E-1 through E-4).
2.0 Submission of Proposals
The Bidder must submit two original and ten copies of Volume One: Qualifying and Technical Requirements and two original and two copies of Volume Two: Administrative Requirements and Volume Three: Financial Requirements.  All volumes must be bound separately, be clearly identified and should contain page numbers.
To facilitate requests for information under the Freedom of Information Law, Contractors are requested to provide a copy of their complete proposal in a non-pdf format (e.g. MS Word, Excel, etc.) to allow for redaction of trade secret/proprietary information.
Proposals must be received by the date and time specified in the Schedule of Events.

To facilitate the evaluation process, the proposal must be packaged and submitted as outlined in this section.  Faxed or electronically transmitted proposals will not be accepted.

Bidder proposals must be enclosed in sealed containers with the following visibly inscribed on the outside of all containers:

New York State Department of Taxation and Finance

Attn:  Catherine Golden, Assistant Director

Procurement Services Unit

W. A. Harriman State Office Building Campus

Albany, NY 12227

All proposals must have a label on the outside of the package or shipping container outlining the following information:

“BID ENCLOSED”

RFP 11-01
Disaster Recovery Services
Bid Submission Date and time

Please note:  Deliveries by delivery services (e.g. UPS, FedEx, etc.) and/or requiring a signature of receipt should be addressed to the Department’s Campus address, however, the delivery service must be instructed to deliver the bid documents to the following address:

90 Cohoes Avenue
Green Island, NY 12183

Only under circumstances identified in Section F.1.p., will the Department consider any proposals received after the time and date specified in the Schedule of Events.  In the event a package is not labeled properly as described in this Section, the Department reserves the right to inspect the contents of the package(s) to determine the contents.  The Bidder shall have no claim against the Department arising from such inspection and such inspection shall not affect the validity of the procurement.  Notwithstanding, the Department’s right to inspect the contents of the package(s), the Bidder assumes all risk of late delivery associated with the bid not being identified, packaged or labeled in accordance with the foregoing requirements.
H. Proposal Evaluation
Pursuant to Article XI of the State Finance Law, the basis for Contract award under this RFP will be “best value;” optimizing quality, cost and efficiency among responsive and responsible Bidders.

1.0 Proposal Clarification
The Department reserves the right to require a Bidder to provide clarification and validation of its proposal through any means the Department deems necessary.  Failure of a Bidder to cooperate with the Department efforts to clarify or validate proposal information may result in the proposal being labeled as non-responsive and given no further consideration.
2.0 Evaluation Process Overview
There will be three phases to the evaluation process.  Proposals which pass Phase One of the evaluation will be further evaluated in Phase Two. 

a. Phase One Evaluation

All timely submitted proposals will be evaluated in Phase One.  Proposals will be evaluated in the following areas:

i. Proposal Screening (Pass/Fail)
Each proposal will be screened for completeness and conformance to with the Department requirements for proposal submission as specified in this RFP.  Proposals which do not meet the requirements may be labeled as non-responsive and may not be given further consideration.
ii. Qualifying Requirements

All proposals that pass the Proposal Screening will be evaluated to determine the Bidder meets the Qualifying Requirements specified in Section C:  Qualifying Requirements.  If all Qualifying Requirements are not met, the Bidder’s proposal will be labeled non-responsive and will not be given further consideration.  The Department will contact the subscriber references provided in response to Section C.3. to confirm direct Disaster Recovery Experience.  In addition, this section (C.3) will be scored as part of the Technical Evaluation.
Note:  The Financial Stability review (Section C.1) will be started in this Phase of the evaluation and completed in Phase Three.  All proposals that pass this stage of the evaluation process will be further evaluated in Phase Two.

b. Phase Two Evaluation
Bidders who pass Phase One of the evaluation will be further evaluated as follows:

i. Technical Evaluation (70 points) –  
· Department Needs and Service Plan Requirements
· Re-Establishment of Data Center Operations

· Data Center Operations – Cold Site

· General Facility Requirements

· Other Facility Requirements

· Extraneous Terms

· References

The Department will contact the subscriber references provided in response to Section C.3. to confirm and evaluate direct Disaster Recovery Experience.
ii. Financial Evaluation (30 points)
The bidder’s financial proposal will be scored based on the response to the Financial Requirements.

At the completion of Phase Two, the scores will be combined to determine the Bidder ranking.  The highest ranked Bidder will proceed to Phase Three of the evaluation.  In the event of a tie for the highest rank, all Bidders at the highest score will proceed to Phase Three.

c. Phase Three Evaluation
Financial Stability Review – pass/fail
3.0 Final Ranking/Contract Award
A Contract will be awarded to the Bidder whose proposal obtains the highest aggregate score that passes Phase Three, Financial Stability.

The table below summarizes the evaluation point distribution:
	Evaluation Component
	Points

	Technical Evaluation
	70

	Financial Evaluation
	30

	TOTAL
	100


In the event that Bidders receive the same final score, the Department will use the following scores, in the order listed, to determine final ranking:
· The Bidder’s Financial Score

· Departments Needs and Service Plan Score
· Re-Establishment of Data Center Operations Score.
· Determination by the Commissioner.

Technical Exhibits

Exhibits A through O are considered Confidential Information and will only be released to Contractor’s and/or Subcontractors executing a Non Disclosure Agreement.
· Exhibit A – IBM Mainframe Hardware

· Exhibit B – IBM Mainframe Software

· Exhibit C – Network Diagram

· Exhibit D – Midrange Hardware

· Exhibit E – Intel (VSphere/Windows) Hardware

· Exhibit F – Production Call Center & Enterprise VoIP Hardware

· Exhibit G – Printers

· Exhibit H – Security

· Exhibit I – Enterprise Storage

· Exhibit J – Standard PC Configuration

· Exhibit K – Green Island Printers

· Exhibit L – Midrange Software

· Exhibit M – Network

· Exhibit N – Desktop Applications

· Exhibit O – Intel (VSphere/Windows) Software

Exhibit 1 – Contractor Sales Tax Certification Forms
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Exhibit 2 – Preliminary Contract

THIS AGREEMENT made this XX day of XXX by and between the New York State Department of Taxation and Finance, located at Building 9, W.A. Harriman State Office Campus, Albany, New York 12227 (hereinafter referred to as the “Department”, “DTF”) and XXX., with principal place of business located at XXXX (hereinafter referred to as the “Contractor”). 

WHEREAS, the Department issued Request for Proposal (RFP) 11-01 on June 17, 2011, for Disaster Recovery Services; and
WHEREAS, the Contractor timely submitted a bid proposal to provide the services set forth in RFP 11-01; and

WHEREAS, pursuant to Section H of said RFP, the Contractor was determined to have the highest ranking proposal and has been determined capable of providing the required services, and

WHEREAS, the Contractor is prepared to undertake performance of providing Disaster Recovery Services according to the terms of this Agreement, and recognizing that turnover of functions to the Department or its designee at the expiration or termination of the Agreement is a fundamental requisite of such undertaking.

NOW, THEREFORE, in consideration of the mutual covenants and conditions herein set forth, the parties hereto agree as follows:

Article I.  Definitions

The following terms when used herein shall have the specified meanings:

Agreement means this contract C4006XX, which includes all documents identified in Article II: Entirety of Agreement.

Attorney General means the Attorney General of the State of New York, or designee.

Base Contract means that portion of the Agreement preceding the signatures of the parties in execution.

Contractor means [successful Bidder’s name to be inserted here]. 

Department or DTF means the New York State Department of Taxation and Finance.
Disaster means any unplanned event or condition that renders DTF unable to use a location for its intended computer processing and related purposes.  DTF, in its sole discretion, shall determine what constitutes a “Disaster” under this Agreement.
Dispute Resolution means the process set forth in Article X for resolving disputes arising under this Agreement.

Immediate means in no case later than four (4) hours from a request from DTF.
OSC means the New York State Office of the State Comptroller.

Proposal means the Proposal submitted by Contractor in response to RFP 11-01 including Volume 1 (Qualifying and Technical Requirement Response Forms), Volume 2 (Administrative Requirements Response Forms) and Financial Response Form dated XXXXXXXX, and any written clarifications thereto made by Contractor.  The Proposal is attached hereto as Appendix 1.
RFP means the Disaster Recovery Services Request for Proposals issued by the Department on June 17, 2011 (RFP 11-01) including all appendices and exhibits contained therein, and any written clarifications or amendments thereto made by DTF.  The RFP is attached as Appendix 2.
Subcontractor means any individual or other legal entity including, but not limited to, sole proprietor, partnership, limited liability company, firm or corporation who is engaged by the Contractor or another subcontractor to perform a portion of the Contractor’s obligation under a contract.
Article II. Entirety of Agreement

This Contract C4006XX shall consist of the documents listed below, which are fully incorporated by reference.  In the event of a conflict between or among the provisions of the Contract, such conflict shall be resolved by reference to the documents in the order listed with Appendix A having precedence: 

Appendix A of the RFP, “Standard Clauses for New York State Contracts”;

Attachment 10 – Secrecy Provision Agreement (DTF-202);

Attachment 11 – Acknowledgement of Confidentiality of Internal Revenue Service Tax Return;

Appendix B – Participation by Minority Group Members and Women with Respect to State Contracts;

Base Contract;

Amendments and Clarifications to the RFP, including Questions and Answers;

Department’s RFP, excluding Appendix A, Appendix B, Attachment 10 and Attachment 11.
Contractor Proposal Clarifications; 

Contractor Proposal, excluding clarifications;

Article III.  Contractor Responsibilities

The Contractor hereby agrees to provide all services as set forth herein and in RFP 11-01 and the Contractor’s bid proposal in response to said RFP. 

The Contractor will comply with the Secrecy requirements set forth in Article VII herein. 

The Contractor must not disclose the data provided by the Department to any other individual or entity except as expressly provided by law.  The data provided, while in the custody of the Contractor, must be kept confidential, and the Contractor must take all reasonable and prudent steps to ensure the data is fully protected and secured.

The Contractor shall pay, at its sole expense, all applicable permits, licenses, tariffs, tolls and fees and give all notices and comply with all federal, State, and local, laws, ordinances, rules and regulations of any governmental entity in conjunction with the performance of obligations under the contract.

Additional responsibilities to be determined during Contract negotiations.

Article IV.  Department Responsibilities

On an annual basis, the Department will provide the Contractor with a list of the equipment (hardware/software) to be covered for that period in the Disaster Recovery Plan.
The Department will compensate the Contractor for said disaster recovery services based on the terms set forth herein under Articles V. Contract Term and VI, Fees and Payment.
Additional responsibilities to be determined during Contract negotiations.

Article V.  Contract Term

The Contract term will be for a five (5) year period.    This Contract requires the approval of the Offices of the New York Attorney General (AG) and the New York State Comptroller (OSC).  The initial term of the Contract shall commence upon approval of OSC.

Article VI. 
Fees and Payment
The fees set forth in the Financial Proposal shall not be increased during the first two (2) years of the contract term.  Any proposed increase of the fee for years three (3) through five (5) of the contract term must be requested by the Contractor in writing sixty (60) days in advance of the anniversary date of the Contract.  Such increase shall be subject to negotiation between the Department and the Contractor.  Notwithstanding the foregoing, rate increases for years three (3) through five (5) shall be limited to the percentage change in the Consumer Price Index for All Urban Customers as reported by the U.S. Department of Labor, Bureau of Statistics for the CPI-U for the preceding twelve (12) month period or five percent (5%) whichever is smaller.
Payment for invoices submitted by the Contractor shall only be rendered electronically unless payment by paper check is expressly authorized by the Commissioner, in the Commissioner’s sole discretion, due to extenuating circumstances.  Such electronic payment shall be made in accordance with ordinary State procedures and practices.  The Contractor shall comply with the State Comptroller’s procedures to authorize electronic payments.  Authorization forms are available at the State Comptroller’s website at www.osc.state.ny.us/epay/index.htm, by email at epunit@osc.state.ny.us , or by telephone at 518-474-4032.  Contractor acknowledges that it will not receive payment on any invoices submitted under this Contract if it does not comply with the State Comptroller’s electronic procedures, except where the Commissioner has expressly authorized payment by paper check as set forth above.

Article VII: Secrecy Provisions

A. Required Forms
The Contractor will require each employee and/or subcontractor assigned to this Agreement to sign form DTF-202 Agreement to Adhere to the Secrecy Provisions of the Tax Law and the Internal Revenue Code as set forth in Attachment 10 of the RFP; and form Acknowledgment of Confidentiality of Internal Revenue Service Tax Return Information and Internal Revenue Code Selected Confidentiality Provisions Pertaining to Contractors as set forth in Attachment 11 of the RFP.   The Federal Acknowledgment must be signed annually.  Both forms will be retained by the Contractor and provided to the Department upon request.  
B.
New York State Department of Taxation and Finance Secrecy Provisions
The various secrecy provisions of the Tax Law (i.e., Tax Law § 697 (e) and 1825) prohibit independent Contractors from disclosing tax information in any manner and provide for misdemeanor prosecution for violations.  The secrecy provisions of the Internal Revenue Code (26 USC § 6103) provide for felony prosecution for unauthorized disclosure of Federal tax information in the possession of the Department.  

All other information about the Department's operations not covered by the preceding provisions of law must be kept confidential as if it were so covered.  Bidder representatives must comply with the administrative procedures enforcing these rules. 

The Contractor, all staff members and subcontractors shall agree not to divulge or use, for their own benefit or the benefit of others, confidential tax administration information; and to subscribe to § 73 and 74 the Public Officers Law.

C.  
Federal Secrecy Provisions


In performance of this Agreement, the Contractor agrees to comply with and assume responsibility for compliance by his/her employees and subcontractors with the following requirements:

1. 
All work will be done under the supervision of the Contractor or the Contractor’s employees.

2. 
Any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this Agreement. Information contained in such material will be treated as confidential and will not be divulged or made known in any manner to any person except as may be necessary in the performance of this Agreement.  Disclosure to anyone other than an officer, or employee of the Contractor will be prohibited.

3. 
All returns and return information will be accounted for upon receipt and properly stored before, during, and after processing. In addition, all related output will be given the same level of protection as required for the source material.

4. 
The Contractor certifies that the data processed during the performance of this Agreement will be completely purged from all data storage components of his or her computer facility, and no output will be retained by the Contractor at the time the work is completed. If immediate purging of all data storage components is not possible, the Contractor certifies that any IRS data remaining in any storage component will be safeguarded to prevent unauthorized disclosures.

5. 
Any spoilage or any intermediate hard copy printout that may result during the processing of IRS data will be given to the agency or his or her designee. When this is not possible, the Contractor will be responsible for the destruction of the spoilage or any intermediate hard copy printouts, and will provide the agency or his or her designee with a statement containing the date of destruction, description of material destroyed, and the method used.

6. 
All computer systems receiving, processing, storing, or transmitting of Federal tax information must meet the requirements defined in IRS Publication 1075.  To meet functional and assurance requirements, the security features of the environment must provide for the managerial, operational, and technical controls.  All security features must be available and activated to protect against unauthorized use of and access to Federal tax Information.
7. 
No work involving Federal tax information furnished under this Agreement will be subcontracted without prior written approval of the IRS.  
8. 
The Contractor will maintain a list of employees authorized access. Such list will be provided to the agency and, upon request, to the IRS reviewing office.

9. 
The agency will have the right to void the Agreement if the Contractor fails to provide the safeguards described above.

CRIMINAL/CIVIL SANCTIONS

1.
Each officer or employee of any person to whom returns or return information is or may be disclosed will be notified in writing by such person that returns or return information disclosed to such officer or employee can be used only for a purpose and to the extent authorized herein, and that further disclosure of any such returns or return information for a purpose or to an extent unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as 5 years, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any such unauthorized further disclosure of returns or return information may also result in an award of civil damages against the officer or employee in an amount not less than $1,000 with respect to each instance of unauthorized disclosure. These penalties are prescribed by IRC § 7213 and 7431 and set forth at 26 CFR 301.6103 (n)-1.  

2.
Each officer or employee of any person to whom returns or return information is or may be disclosed shall be notified in writing by such person that any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this Agreement. Information contained in such material shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of the Agreement. Inspection by or disclosure to anyone without an official need to know constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as $1,000 or imprisonment for as long as one year, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any such unauthorized inspection or disclosure of returns or return information may also result in an award of civil damages against the officer or employee (United States for Federal employees) in an amount equal to the sum of the greater of $1,000 for each act of unauthorized inspection or disclosure with respect to which such defendant is found liable or the sum of the actual damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a willful inspection or disclosure which is the result of gross negligence, punitive damages, plus the costs of the action. These penalties are prescribed by IRC sections 7213A and 7431.

3. 
Additionally, it is incumbent upon the Contractor to inform its officers and employees of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to Contractors by 5 U.S.C. 552a(m)(1), provides that any officer of employee of a Contractor, who by virtue of his/her employment or official position, has possession of or access to agency records which contain individually identifiable information, the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific material is prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.
4.
Granting a contractor access to FTI must be precede by certifying that each individual understands the agency’s security policy and procedures for safeguarding IRS information.  Contractors must maintain their authorization to access FTI through annual recertification.  The initial certification and recertification must be documented and placed in the agency’s files for review.  As part of the certification and at least annually afterwards, contractors should be advised of the provisions of IRC Sections 7431, 7213, and 7213A.  The training provided before the initial certification and annually thereafter must also cover the incident response policy and procedure for reporting unauthorized disclosures and data breaches.  For both the initial certification and the annual certification, the contractor should sign, either with ink or electronic signature, a confidentiality statement certifying their understanding of the security requirements.
INSPECTIONS

The IRS and the Agency shall have the right to send its officers and employees into the offices and plants of the Contractor for inspection of the facilities and operations provided for the performance of any work under this Agreement. On the basis of such inspection, specific measures may be required in cases where the Contractor is found to be noncompliant with Agreement safeguards.

A. Information Security Breach and Notification Act
In the event of any breach of the security of the system, as defined by the New York State Information Security Breach and Notification Act (General Business Law Section 899-aa; State Technology Law Section 208) involving DTF data, Contractor shall immediately notify DTF upon discovery or notification of such breach.  Such notice to DTF shall be made by contacting DTF’s Information Security Office by e-mail to Information_Security_Office@tax.ny.gov.  If the information security breach is attributable to the actions or omissions of Contractor, its employees or its agents, and DTF determines that further notifications are required to be made to persons whose information has been breached, Contractor shall be responsible for providing notifications to all required recipients including, in accordance with New York State policy, non-New York State residents whose private information is reasonably believed to have been exposed as a result of the breach.  All costs associated with providing such notices shall be borne by the Contractor.  Contractor shall be obligated to receive authorization from DTF prior to making any notifications. Contractor agrees that DTF shall have final approval over the form, content, mode of transmission, and timing of any notice to be provided concerning a breach of security of DTF Information.  
B. Ownership of Data/Data Security
All Data under this contract shall be and remain the property of the Department, and the Contractor must, during the term of the contract provide the Department with access to any such data maintained by the Contractor. 

The Contractor must, in accordance with applicable law and the instructions of the Department, maintain such data for the time period required by applicable law, exercise due care for the protection of data, and maintain appropriate data integrity safeguards against the deletion or alteration of such data.

Promptly after the termination or expiration of the Contract, the Contractor shall provide all such data still within its possession or that of its subcontractors to the Department, or sanitize such data, consistent with applicable law and instructions from the Department.
Article VIII.
Reserved Rights
In addition to such other rights as allowed under this Agreement, the Department reserves the following rights:
The Department reserves the right to purchase additional disaster recovery services and maintenance for products acquired.  Such purchases shall be accomplished through contract amendment with prior approval of the Offices of the New York State Attorney General and State Comptroller.
The Department shall have the right to send its officers and/or employees into the offices and plants of the Contractor for inspection of the facilities and operations provided for the performance of any work under this contract.  On the basis of such inspection, specific measures may be required in cases where the Contractor is found to be non-compliant with contract safeguards.  Such determination shall be made at the sole discretion of the Department.

The Department shall have the right to require the removal of any Contractor staff assigned to this project for work related cause upon written notification to the Contractor.  Such notification shall set forth the reasons for the request for removal.  In such event, Contractor shall promptly provide a substitution.

Article IX. 
Performance Standards and Remedies
If it is determined that the Contractor is in violation of any terms or conditions set forth in this contract, the Department reserves the right to take any one or more of the following actions it deems appropriate, at its sole discretion:  1) contract termination or 2) withholding of $50,000 per instance from the Contractor’s fees set forth in Article VI.  The taking of any such action shall not give rise to any cause of action against the Department for any kind of damages, loss of profits, expenses, or other remuneration of any kind. 
Article X.  Dispute Resolution

The first step of dispute resolution will be through conference between the Department and the Contractor.  The party initiating the process shall notify the other party in writing and set forth the issues for resolution and provide all necessary documentation.  Unresolved disputes will be arbitrated by the Commissioner of Taxation, or his designee, whose decision is final and binding.  During this period all work required hereunder shall be performed.  If the Contractor pursues any legal or equitable remedy outside the Department, the Contractor will continue to perform work in accordance with the direction of the Department until such proceedings may be concluded and will continue to be paid, less an amount attributable to the disputed work.  Disputes that go to litigation must be pursued in a court of competent jurisdiction of the State of New York.  New York law will govern the dispute and venue must be laid in Albany County, New York.

Article XI.
Continuing Administrative Requirements

Financial Stability

The Contractor must continue to evidence financial stability as a material condition of this contract.  Financial stability may be evaluated annually based upon criteria similar to that used in the bidding process to include the reports required for Contractor’s particular organizational structure as set forth in RFP 11-01 and as otherwise required by the Department.  In addition to annual financial statements, interim financial statements based on the period ending six-months from the fiscal year end must be submitted for review by the Department within 45 days of the end of the six month financial period. .

Contractor shall immediately notify the Department of a significant expansion of the Contractor or a change in ownership.  Any significant change in ownership or significant expansion will require a re-evaluation of the contract in its entirety by the Department.

Vendor Responsibility

During the contract term, Contractor agrees to evidence vendor responsibility substantially similar to, or superior to, its status as of the execution of this Agreement as a material condition of the same.  Contractor further agrees to notify DTF promptly of any material change in vendor responsibility or of a change in ownership.  Additionally, Contractor acknowledges that a review of vendor responsibility shall be undertaken prior to any renewal hereunder and that the Department reserves the right to undertake such a review annually upon the anniversary date of this Agreement.

Sales and Compensating Use Tax 

Section 5-a of the Tax Law, as amended, effective April 26, 2006, requires certain Contractors awarded state Contracts for commodities, services and technology valued at more than $100,000 to certify, to the Department of Taxation and Finance (DTF), that they are registered to collect New York State and local sales and compensating use taxes. The law applies to Contracts where the total amount of such Contractors’ sales delivered into New York State are in excess of $300,000 for the four quarterly periods immediately preceding the quarterly period in which the certification is made, and with respect to any affiliates and Subcontractors whose sales delivered into New York State exceeded $300,000 for the four quarterly periods immediately preceding the quarterly period in which the certification is made. 

This law also imposes upon certain Contractors the obligation to certify whether or not the Contractor, its affiliates, and its subcontractors are required to register to collect state sales and compensating use taxes and Contractors must certify to DTF that each affiliate and subcontractor exceeding the $300,000 sales threshold referenced above is registered with DTF to collect New York State and local sales and compensating use taxes. The law prohibits the State Comptroller, or other approving agency, from approving a Contract awarded to a Contractor meeting the registration requirements but who has not registered in accordance with the law.
Procurement Lobbying
Pursuant to State Finance Law §§139-j and 139-k, there are certain restrictions on communications between a Governmental Entity and an Offerer/Bidder during the procurement process.  An Offerer/Bidder is restricted from making contacts during the  restricted period to other than designated staff unless it is a contact that is included among certain statutory exceptions set forth in State Finance Law § 139-j(3)(a).

If this Agreement is renewed or amended, Contractor shall be subject to the Procurement Lobbying requirements set forth herein and shall submit such updated Procurement Lobbying forms as are required by the Department.

Equal Employment/Business Participation Opportunities for Minority Group Members and New York State Certified Minority/Women-Owned Businesses 
In accordance with Article 15-A of the New York State Executive Law (Participation by Minority Group Members and Women with Respect to State Contracts) and in conformance with the Regulations promulgated by the Minority and Women’s Business Development Division of the New York State Department of Economic Development set forth at 5 NYCRR Parts 140-144, the Contractor agrees to be bound by the following to promote equality of economic opportunities for minority group members and women, and the facilitation of minority and women-owned business enterprise participation on all covered DTF Contracts. 

Equal Employment Opportunity Requirements 

By submission of a bid or proposal in response to this solicitation, the Offerer agrees with all of the terms and conditions of Appendix A, including Clause 12 - Equal Employment Opportunities for Minorities and Women. The Contractor is required to ensure that the provisions of Appendix A, Clause 12 – Equal Employment Opportunities for Minorities and Women, are included in every subcontract in such a manner that the requirements of these provisions will be binding upon each Subcontractor as to work in connection with the State Contract. 

Participation Opportunities for New York State Certified Minorities and Women-Owned Businesses 

Authorized Users are encouraged to make every good faith effort to promote and assist the participation of New York State Certified Minority and Women-owned Business Enterprises (M/WBE) as Subcontractors and suppliers on this Contract for the provision of services and materials. To locate New York State Certified M/WBE, the directory of Certified Businesses can be viewed at: http://www.nylovesmwbe.ny.gov.

Any contractor who willfully and intentionally fails to comply with applicable minority and women-owned business enterprises (MWBE) contract participation requirements shall be liable to the Department for liquidated damages as agreed to in the Contract or other appropriate damages, as agreed to by the parties or as determined in an appropriate action.

Article XII. Termination

Termination for Cause

In addition to the termination rights set forth in this Agreement, the Department reserves the right to terminate the contract immediately upon written notice as follows:

If the Contractor fails to perform its obligations as set forth in Article VII (Secrecy), this Agreement may be cancelled immediately upon written notice.  At its sole discretion, the Department may elect not to allow a cure period for such failure.

Otherwise, if the Contractor fails to perform its material obligations under this contract and does not, within ten calendar days after receiving written notice from the Department describing the alleged material failure, either,

1. Cure the material failure; or
2. If the material failure is one that cannot be reasonably cured within 10 calendar days after receiving written notice from the Department  then the Department may either terminate this Agreement, in whole or in part, and pursue available remedies, subject to the limitations contained in Article XIII (Indemnification and Limitation of Liability) or extend the time of the cure period.
For purposes of this Article, material failure to perform by the Contractor is a failure to perform an obligation that the Contractor is bound to perform under this Agreement which is so fundamental to the Agreement that the failure to perform the obligation defeats the purpose of the Agreement.  Material failure to perform by Contractor shall include, but not limited to:

1. Failure to meet the obligations and responsibilities imposed on the Contractor by Article III.
2. Breach of a material term or condition of any subcontract by Contractor or the subcontractor, if such breach materially impairs Contractor’s performance under this Agreement with the reasonable likelihood that a material failure to perform by the Contractor will occur.
3. Contractor is or becomes insolvent or a party to any bankruptcy or receivership proceeding, or any similar action affecting the affairs or property of Contractor.
4. Failure of the Contractor to remain a responsible Contractor consistent with applicable New York State law, regulations and/or policy.
5. A finding that the certification filed by the Contractor in accordance with Procurement Lobbying was intentionally false or intentionally incomplete.  
6. A finding that the information filed by the Contractor in accordance with the requirements for Vendor Responsibility is incomplete, untrue or inaccurate.
7. Failure of Contractor to maintain vendor responsibility substantially similar to, or superior to, its status as of the execution of this Agreement.
8. A finding that the certification filed by the Contractor in accordance with Section 5-a of the Tax Law was not timely filed during the term of the Contract or the Certification filed was intentionally false or intentionally incomplete.

9. Failure of Contractor to maintain financial stability substantially similar to, or superior to, its status as of the execution of this Agreement.
If it is subsequently determined for any reason that the Contractor was not in material default or that the Contractor’s failure to perform or make progress in performance was due to causes beyond the control and without the fault or negligence of the Contractor, the Department shall have the option, at its sole discretion, to either deem the Notice of Termination to have been issued hereunder to as a termination for convenience of the Department or allow the Contractor to resume performance under the Agreement without an increase in cost.

In the event of termination by DTF for default by Contractor pursuant to this Article, Contractor shall be liable for DTF’s direct damages resulting from such material breach, subject to the limitations and exclusions contained in Article XIII (Indemnification and Limitation of Liability).  
Termination for Convenience

The Department may terminate this contract in whole or in part at any time for convenience upon thirty days written notice to the Contractor without penalty or other early termination charges due.

Procedure for Termination

In the event of termination for cause or convenience, the parties agree to cooperate in a manner to effect an orderly termination of the Contract.  In the event of termination for any reason, the Contractor will be reimbursed for all services performed up to the date of termination.
Article XIII.    Indemnification and Limitation of Liability

A. 
General
Contractor shall be fully liable for the actions of its agents, employees, partners or Subcontractors and shall fully indemnify and save harmless the Department from suits, actions, damages and costs of every name and description relating to personal injury and damage to real or personal tangible property caused by any intentional act or negligence of Contractor, its agents, employees, partners or Subcontractors, without limitation; provided, however, that the Contractor shall not indemnify for that portion of any claim, loss or damage arising hereunder due to the negligent act or failure to act of the Department. 

B. 
Intellectual Property Rights
Contractor shall fully indemnify, defend and save harmless the State, its officers, employees, and agents or subcontractors without limitation from and against any and all losses, liabilities, judgments, damages, awards and costs (including legal fees and expenses), arising out of or related to any claim of, or action for, infringement of a United States Letter Patent, or of any copyright, trademark, trade secret or other third party intellectual property rights in each case to the extent caused by any services provided by Contractor hereunder, provided that the Department shall give the Contractor: (i) prompt written notice of any action, claim or threat of infringement suit, or other suit, promptness of which shall be established by the Department upon the furnishing of written notice and verified receipt, (ii) the opportunity to take over, settle or defend such action, claim or suit at the Contractor’s sole expense, and (iii) assistance in the defense of any such action at the expense of the Contractor.  Where a dispute or claim arises relative to a real or anticipated infringement, the Department may require the Contractor, at its sole expense, to submit such information and documentation, including formal patent attorney opinions, as the Department shall require.  

 If any claim is brought against the Department for the unauthorized use of such product, information, service or thing, the Contractor will indemnify the Department for any expense due to such claim and will cooperate with the Tax Department and the Attorney General in the defense of that claim.
C. Limitation of Liability

Except as otherwise set forth in the Indemnification Paragraphs above, the limit of liability shall be as follows:

a. Contractor’s liability for any claim, loss or liability arising out of, or connected with the Products and services provided, and whether based upon default, or other liability such as breach of contract, warranty, negligence, misrepresentation or otherwise, shall in no case exceed direct damages in: (i) an amount equal to two (2) times the charges specified in the Agreement for the Products and services, or parts thereof forming the basis of the Department’s claim, (said amount not to exceed a total of twelve (12) months charges payable under the applicable Agreement) or (ii) one million dollars ($1,000,000), whichever is greater.

b. The Department may retain such monies from any amount due Contractor as may be necessary to satisfy any claim for damages, costs and the like asserted against the Department unless Contractor at the time of the presentation of claim shall demonstrate to the Department’s satisfaction that sufficient monies are set aside by the Contractor in the form of a bond or through insurance coverage to cover associated damages and other costs.

c. Notwithstanding the above, neither the Contractor nor the Department shall be liable for any consequential, indirect or special damages of any kind which may result directly or indirectly from such performance, including, without limitation, damages resulting from loss of use or loss of profit by the Department, the Contractor, or by others.
D. Force Majeure
The Contractor shall not be responsible for delay resulting from its failure to perform if neither the fault nor negligence of the Contractor, it officers, employees or agents contributed to such delay and the delay is due directly to acts of God, wars, acts of public enemies, strikes, fire or floods, or other similar causes beyond the control of the Contractor, or for any of the foregoing which affects subcontractors or suppliers and no alternate source of supply is available to the Contractor.  In such event, Contractor shall notify the Department, by certified or registered mail, of the delay or potential delay and the cause(s) thereof either (a) within ten calendar days after the cause which creates or will create the delay first arose if the Contractor could reasonably foresee that a delay could occur by reason thereof, or (b) if the delay is not reasonably foreseeable, within five calendar days after the date the Contractor first had reason to believe that a delay could result.  The foregoing shall constitute the Contractor’s sole remedy or excuse with respect to such delay.  In the event performance is suspended or delayed in whole or in part, by reason of any of the aforesaid causes or occurrences and proper notification is given to the Department, any performance so suspended or delayed shall be performed by the Contractor at no increased cost, promptly after such disabilities have ceased to exist unless it is determined in the sole discretion of the Department that the delay will significantly impair the value of the Contract to the Department.  In the event of such determination, the Department may immediately terminate the contract with written notice.

E. Breach of Confidentiality 

The Contractor shall be liable for breach of the confidentiality provisions of this agreement in an amount not to exceed the amount allowed by applicable Federal or New York State law (including any damages construed as incidental, consequential or indirect damages).  
Article XIV: General Terms and Conditions

Invariable Terms and Conditions

Appendix A 


The Contractor has read and agrees to Appendix A (standard Contract Clauses), which is incorporated as part of the Agreement without revision.


Tax Liabilities:
All outstanding Tax Liabilities, due to the State of New York from the Contractor, or Contractor’s partners, agents and subcontractors engaged in providing services under this Agreement, other than tax liabilities being contested by any such party, must be satisfied prior to the execution of this Agreement, or a payment schedule arranged for their speedy satisfaction.  


Payment Records:
The Contractor must maintain adequate records as prescribed by the Department to substantiate all claims for payment and must make those records available in New York State for examination and copying.

Governing Law:
The laws of the State of New York shall be the law that shall govern the interpretation or application of any of the terms or conditions of this Agreement.


Required Approval:

This Agreement and any amendments will not be effective until approval by the Offices of the New York State Attorney General and the State Comptroller.  


Funding: 

In accordance with Section 41 of the State Finance Law, the State shall have no liability under this contract to the Contractor or to anyone else beyond funds appropriated and available for this contract.

Accordingly, this Agreement will be performed only as long as the legislature appropriates funds and the Governor allocates such funds to the Department.  Failure of New York State to execute a Budget timely may result in the Department being unable to reimburse the Contractor for services provided in the new fiscal year.  All work approved and accepted by the Department will subsequently be reimbursed when the Budget has been executed.


Assignment of Rights and Duties:

The Contractor shall not assign, transfer, convey, sublet or otherwise dispose of this Agreement or its right, title or interest therein, or its power to execute such Agreement to any other person, company, firm or corporation in performance of the Agreement, other than the assignment of the right to receive monies due hereunder, without the prior written consent of the Department.  Prompt notice must be afforded the Department to effect the change of assignment through the Office of the State Comptroller.

The Department reserves the right to assign this Agreement to any New York State Agency provided that the assignee agrees in writing to be bound by the terms and conditions of this Agreement. The Department agrees to provide the Contractor, 30 day prior written notice of any such assignment.  


Other Agency Use
The terms and conditions of this Agreement may be extended to any other New York State agency through the use of a formally executed agreement between the Contractor and the state agency subject to review and approval of the Office of the Attorney General, and the Office of the State Comptroller.


Continuity of the Agreement

The terms and conditions of this Agreement shall remain in full force and effect for the term of this Agreement and the Contractor agrees to provide all services for such term, regardless of any reorganizations, consolidations or mergers to which the Contractor is, or may become, a party.

Notwithstanding the foregoing, Appendix A, Article VII (Secrecy) and Article XIII (Indemnification and Limitation of Liability) shall survive the term of this Contract.  

Cooperation with Third Parties

The Contractor shall cooperate with all persons engaged in performing services for the Department, whether or not related to this Agreement, including, without limitation, Department officers and employees and third-party vendors engaged by the Department.


Severability

If any term or provision of this Agreement shall be found to be illegal or unenforceable, then, notwithstanding such provision, the remainder of this Agreement shall remain in full force and effect, and such term or provision shall be deemed null and void.  In addition, if any provision of the Agreement, for any reason, is declared to be unenforceable, the parties shall make a reasonable effort to substitute an enforceable provision that, to the maximum extent possible in accordance with applicable law, preserves the original intentions and economic positions of the parties.  

Subcontractors



The State reserves the right to reject any proposed subcontractor, assignee or supplier for bona fide business reasons, which may include, but are not limited to:  that the proposed transferee is on the Department of Labor’s list of companies with which New York State cannot do business; the Department determines that the company is not qualified; or unsatisfactory contract performance or service has been previously provided.



Contractor may subcontract to subcontractors selected by Contractor, for services performed in connection with this Contract, subject to the Department’s prior written approval.  A subcontractor shall be defined as any firm or person who is not a full time employee of the Contractor, engaged or assigned to perform work under the Contract.  All agreements between the Contractor and its subcontractors shall be by bona fide written Contract.



Contractor shall include in all subcontracts for the services performed in connection with this Contract, in such a manner that they will be binding upon each subcontractor with respect to work performed in connection with the Contract, provisions consistent with those found in the Contract, including, but not limited to:

· That the work performed by the subcontractor must be in accordance with the terms of the Contract including, but not limited to, Appendix A;
· That subcontractor shall comply with the provisions of section 5-a of the Tax Law and all Secrecy provisions;
· That nothing contained in such subcontract shall impair the rights of the Department;
· That nothing contained herein shall create any contractual relation between any subcontractor and the Department;
· That subcontractor shall maintain all records with respect to work performed under the subcontractor in the same manner as required of the Contractor; and
· That the DTF shall have the same authority to audit the records of all subcontractors as it does those of the Contractor.
Contractor shall be fully responsible to the Department for the acts and omissions in the performance of services under the Contract of the subcontractors and/or persons either directly or indirectly employed by it or by the subcontractors, as it is for the acts and omissions in the performance of services under the Contract or persons directly employed by the Contractor.  Contractor shall not in any way be relieved of any financial, programmatic or service responsibility under the Contract by its agreement with any subcontractor or by the Department’s approval of such an agreement with a subcontractor.



Authorized Representatives

Notice of Termination

Where Notice of Termination is to be provided by the Department to the Contractor, the Department shall deliver such notice to each of the following individuals:

To be Provided

Execution of Contract Documents

Where a Provision of this Agreement calls for execution of a Contract document, the individuals authorized to execute documents:

On behalf of the Department are:



-Commissioner



-Executive Deputy Commissioner



-Chief Financial Officer



-Assistant Director, Procurement Bureau

On behalf of the Contractor are:



-To be Provided

Notices

All notices permitted or required hereunder shall be in writing and shall be transmitted either:

a. via certified or registered United States mail, return receipt requested;

b. by facsimile transmission; 

c. by personal delivery; 

d. by expedited delivery service; or 

e. by e-mail.

Such notices shall be addressed as follows or to such different addresses as the parties may from time-to-time designate: 

Notices to the Department from the Contractor:

Ms. Catherine Golden, Assistant Director

New York State Department of Taxation & Finance
Office of Budget and Management Analysis

W.A. Harriman Campus

Albany, NY  12227

Notices to the Contractor from the Department:

To be Provided

Any such notice shall be deemed to have been given either at the time of personal delivery or, in the case of expedited delivery service or certified or registered United States mail, as of the date of first attempted delivery at the address and in the manner provided herein, or in the case of facsimile transmission or email, upon receipt.

The parties may, from time to time, specify any new or different address in the United States as their address for purpose of receiving notice under this Agreement by giving fifteen (15) days written notice to the other party sent in accordance herewith.  The parties agree to mutually designate individuals as their respective representatives for the purposes of receiving notices under this Agreement.  Additional individuals may be designated in writing by the parties for purposes of implementation and administration/billing, resolving issues and problems and/or for dispute resolution.

IN WITNESS WHEREOF, the parties hereto have executed this Agreement as of the day and year first written above.

XXXXXXXXXXXXXXXXX
 



NEW YORK STATE DEPARTMENT




     



OF TAXATION AND FINANCE

________________________________________

__________________________________________

Signature





Signature

________________________________________


__________________________________________  
                  
Print Name





Print Name

________________________________________

__________________________________________  
                  
Title






Title

________________________________________

__________________________________________  
                
Date






Date

________________________________________

__________________________________________ 
Attorney General





Office of the State Comptroller

CORPORATION

STATE OF    

COUNTY OF            

On this _______ day of __________________, 2011, before me personally appeared ________________________________, 

to me known, who being duly sworn, did depose and state that he/she resides in __________________________________________________; that he/she is the_____________________________________ of the _____________________________________, the Corporation described in and which executed the foregoing instrument; that he/she knows the seal of said Corporation; that the seal affixed to said instrument is such corporate seal, that it was so affixed by the order of the Board of Directors of said Corporation, and that he/she signed his/her name thereto by like order.

__________________________NOTARY PUBLIC
APPENDIX A - STANDARD CLAUSES FOR NYS CONTRACTS


The parties to the attached contract, license, lease, amendment or other agreement of any kind (hereinafter, "the contract" or "this contract") agree to be bound by the following clauses which are hereby made a part of the contract (the word "Contractor" herein refers to any party other than the State, whether a contractor, licenser, licensee, lessor, lessee or any other party):

1.
EXECUTORY CLAUSE.  In accordance with Section 41 of the State Finance Law, the State shall have no liability under this contract to the Contractor or to anyone else beyond funds appro​priated and available for this contract.

2.
NON-ASSIGNMENT CLAUSE.  In accordance with Section 138 of the State Finance Law, this contract may not be assigned by the Contractor or its right, title or interest therein assigned, transferred, conveyed, sublet or otherwise disposed of without the State’s previous written consent, and attempts to do so are null and void.  Notwithstanding the foregoing, such prior written consent of an assignment of a contract let pursuant to Article XI of the State Finance Law may be waived at the discretion of the contracting agency and with the concurrence of the State Comptroller where the original contract was subject to the State Comptroller’s approval, where the assignment is due to a reorganization, merger or consolidation of the Contractor’s business entity or enterprise. The State retains its right to approve an assignment and to require that any Contractor demonstrate its responsibility to do business with the State.  The Contractor may, however, assign its right to receive payments without the State’s prior written consent unless this contract concerns Certificates of Participation pursuant to Article 5-A of the State Finance Law. 

3.
COMPTROLLER'S APPROVAL.  In accordance with Section 112 of the State Finance Law (or, if this contract is with the State University or City University of New York, Section 355 or Section 6218 of the Education Law), if this contract exceeds $50,000 (or the minimum thresholds agreed to by the Office of the State Comptroller for certain S.U.N.Y. and C.U.N.Y. contracts), or if this is an amendment for any amount to a contract which, as so amended, exceeds said statutory amount, or if, by this contract, the State agrees to give something other than money when the value or reasonably estimated value of such consideration exceeds $10,000, it shall not be valid, effective or binding upon the State until it has been approved by the State Comptroller and filed in his office.  Comptroller's approval of contracts let by the Office of General Services is required when such contracts exceed $85,000 (State Finance Law Section 163.6.a).

4.
WORKERS' COMPENSATION BENEFITS. In accordance with Section 142 of the State Finance Law, this contract shall be void and of no force and effect unless the Contractor shall provide and maintain coverage during the life of this contract for the benefit of such employees as are required to be covered by the provisions of the Workers' Compensation Law.

5.
NON-DISCRIMINATION REQUIREMENTS.  To the extent required by Article 15 of the Executive Law (also known as the Human Rights Law) and all other State and Federal statutory and constitutional non-discrimination provisions, the Contractor will not discriminate against any employee or applicant for employment because of race, creed, color, sex, national origin, sexual orientation, age, disability, genetic predisposition or carrier status, or marital status.  Furthermore, in accordance with Section 220-e of the Labor Law, if this is a contract for the construction, alteration or repair of any public building or public work or for the manufacture, sale or distribution of materials, equipment or supplies, and to the extent that this contract shall be performed within the State of New York, Contractor agrees that neither it nor its subcontractors shall, by reason of race, creed, color, disability, sex, or national origin:  (a) discriminate in hiring against any New York State citizen who is qualified and available to perform the work; or (b) discriminate against or intimidate any employee hired for the performance of work under this contract.  If this is a building service contract as defined in Section 230 of the Labor Law, then, in accordance with Section 239 thereof, Contractor agrees that neither it nor its subcontractors shall by reason of race, creed, color, national origin, age, sex or disability:  (a) discriminate in hiring against any New York State citizen who is qualified and available to perform the work; or (b) discriminate against or intimidate any employee hired for the performance of work under this contract.  Contractor is subject to fines of $50.00 per person per day for any violation of Section 220-e or Section 239 as well as possible termination of this contract and forfeiture of all moneys due hereunder for a second or subsequent violation.
6.
WAGE AND HOURS PROVISIONS.  If this is a public work contract covered by Article 8 of the Labor Law or a building service contract covered by Article 9 thereof, neither Contractor's employees nor the employees of its subcontractors may be required or permitted to work more than the number of hours or days stated in said statutes, except as otherwise provided in the Labor Law and as set forth in prevailing wage and supplement schedules issued by the State Labor Department.  Furthermore, Contractor and its subcontractors must pay at least the prevail​ing wage rate and pay or provide the prevailing supplements, including the premium rates for overtime pay, as determined by the State Labor Department in accordance with the Labor Law.  Additionally, effective April 28, 2008, if this is a public work contract covered by Article 8 of the Labor Law, the Contractor understands and agrees that the filing of payrolls in a manner consistent with Subdivision 3-a of Section 220 of the Labor Law shall be a condition precedent to payment by the State of any State approved sums due and owing for work done upon the project.

7.
NON-COLLUSIVE BIDDING CERTIFICATION.  In accordance with Section 139-d of the State Finance Law, if this contract was awarded based upon the submission of bids, Contractor affirms, under penalty of perjury, that its bid was arrived at indepen​dently and without collusion aimed at restricting competition.  Contractor further affirms that, at the time Contractor submitted its bid, an authorized and responsible person executed and delivered to the State a non-collusive bidding certification on Contractor's behalf.

8.
INTERNATIONAL BOYCOTT PROHIBITION.  In accordance with Section 220-f of the Labor Law and Section 139-h of the State Finance Law, if this contract exceeds $5,000, the Contractor agrees, as a material condition of the contract, that neither the Contractor nor any substantially owned or affiliated person, firm, partnership or corporation has participated, is participa​ting, or shall participate in an international boycott in viola​tion of the federal Export Administration Act of 1979 (50 USC App. Sections 2401 et seq.) or regulations thereunder.  If such Contractor, or any of the aforesaid affiliates of Contractor, is convicted or is otherwise found to have violated said laws or regulations upon the final determination of the United States Commerce Department or any other appropriate agency of the United States subsequent to the contract's execution, such contract, amendment or modification thereto shall be rendered forfeit and void.  The Contractor shall so notify the State Comptroller within five (5) business days of such conviction, determination or disposition of appeal (2NYCRR 105.4).

9.
SET-OFF RIGHTS.  The State shall have all of its common law, equitable and statutory rights of set-off.  These rights shall include, but not be limited to, the State's option to withhold for the purposes of set-off any moneys due to the Contractor under this contract up to any amounts due and owing to the State with regard to this contract, any other contract with any State department or agency, including any contract for a term commenc​ing prior to the term of this contract, plus any amounts due and owing to the State for any other reason including, without limitation, tax delinquencies, fee delinquencies or monetary penalties relative thereto.  The State shall exercise its set-off rights in accordance with normal State practices including, in cases of set-off pursuant to an audit, the finalization of such audit by the State agency, its representatives, or the State Comptroller.

10.
RECORDS.  The Contractor shall establish and maintain complete and accurate books, records, documents, accounts and other evidence directly pertinent to performance under this contract (hereinafter, collectively, "the Records").  The Records must be kept for the balance of the calendar year in which they were made and for six (6) additional years thereafter.  The State Comptroller, the Attorney General and any other person or entity authorized to conduct an examination, as well as the agency or agencies involved in this contract, shall have access to the Records during normal business hours at an office of the Contractor within the State of New York or, if no such office is available, at a mutually agreeable and reasonable venue within the State, for the term specified above for the purposes of inspec​tion, auditing and copying.  The State shall take reasonable steps to protect from public disclosure any of the Records which are exempt from disclosure under Section 87 of the Public Offi​cers Law (the "Statute") provided that:  (i) the Contractor shall timely inform an appropriate State official, in writing, that said records should not be disclosed; and (ii) said records shall be sufficiently identified; and (iii) designation of said records as exempt under the Statute is reasonable.  Nothing contained herein shall diminish, or in any way adversely affect, the State's right to discovery in any pending or future litigation.

11.
IDENTIFYING INFORMATION AND PRIVACY NOTIFICATION. (a) FEDERAL EMPLOYER IDENTIFICATION NUMBER and/or FEDERAL SOCIAL SECURITY NUMBER.  All invoices or New York State standard vouchers submitted for payment for the sale of goods or services or the lease of real or personal property to a New York State agency must include the payee's identification number, i.e., the seller's or lessor's identification number.  The number is either the payee's Federal employer identification number or Federal social security number, or both such numbers when the payee has both such numbers.  Failure to include this number or numbers may delay payment.  Where the payee does not have such number or numbers, the payee, on its invoice or New York State standard voucher, must give the reason or reasons why the payee does not have such number or numbers.

(b)
PRIVACY NOTIFICATION.  (1)  The authority to request the above personal information from a seller of goods or services or a lessor of real or personal property, and the authority to maintain such information, is found in Section 5 of the State Tax Law.  Disclosure of this information by the seller or lessor to the State is mandatory.  The principal purpose for which the information is collected is to enable the State to identify individuals, businesses and others who have been delinquent in filing tax returns or may have understated their tax liabilities and to generally identify persons affected by the taxes administered by the Commissioner of Taxation and Finance.  The information will be used for tax administration purposes and for any other purpose authorized by law. (2)  The personal information is requested by the purchasing unit of the agency contracting to purchase the goods or services or lease the real or personal property covered by this contract or lease.  The information is maintained in New York State's Central Accounting System by the Director of Accounting Operations, Office of the State Comptroller, 110 State Street, Albany, New York 12236.

12.
EQUAL EMPLOYMENT OPPORTUNITIES FOR MINORITIES AND WOMEN.  In accordance with Section 312 of the Executive Law and 5 NYCRR 143, if this contract is:  (i) a written agreement or purchase order instrument, providing for a total expenditure in excess of $25,000.00, whereby a contracting agency is committed to expend or does expend funds in return for labor, services, supplies, equipment, materials or any combination of the foregoing, to be performed for, or rendered or furnished to the contracting agency; or (ii) a written agreement in excess of $100,000.00 whereby a contracting agency is committed to expend or does expend funds for the acquisition, construction, demolition, replacement, major repair or renovation of real property and improvements thereon; or (iii) a written agreement in excess of $100,000.00 whereby the owner of a State assisted housing project is committed to expend or does expend funds for the acquisition, construction, demolition, replacement, major repair or renovation of real property and improvements thereon for such project, then the following shall apply and by signing this agreement the Contractor certifies and affirms that it is Contractor’s equal employment opportunity policy that:

(a)  The Contractor will not discriminate against employees or applicants for employment because of race, creed, color, national origin, sex, age, disability or marital status, shall make and document its conscientious and active efforts to employ and utilize minority group members and women in its work force on State contracts and will undertake or continue existing programs of affirmative action to ensure that minority group members and women are afforded equal employment opportunities without discrimination.  Affirmative action shall mean recruitment, employment, job assignment, promotion, upgradings, demotion, transfer, layoff, or termina​tion and rates of pay or other forms of compensation;

(b)  at the request of the contracting agency, the Contractor shall request each employment agency, labor union, or authorized representative of workers with which it has a collective bargaining or other agreement or understanding, to furnish a written statement that such employment agency, labor union or representative will not discriminate on the basis of race, creed, color, national origin, sex, age, disability or marital status and that such union or representative will affirmatively cooperate in the implementation of the Contractor's obligations herein; and 

(c)  the Contractor shall state, in all solicitations or advertisements for employees, that, in the performance of the State contract, all qualified applicants will be afforded equal employment opportunities without discrimination because of race, creed, color, national origin, sex, age, disability or marital status.

Contractor will include the provisions of "a", "b", and "c" above, in every subcontract over $25,000.00 for the construction, demolition, replacement, major repair, renovation, planning or design of real property and improvements thereon (the "Work") except where the Work is for the beneficial use of the Contractor.  Section 312 does not apply to:  (i) work, goods or services unrelated to this contract; or (ii) employment outside New York State.  The State shall consider compliance by a contractor or subcontractor with the requirements of any federal law concerning equal employment opportunity which effectuates the purpose of this section.  The contracting agency shall determine whether the imposition of the requirements of the provisions hereof duplicate or conflict with any such federal law and if such duplication or conflict exists, the contracting agency shall waive the applicability of Section 312 to the extent of such duplication or conflict.  Contractor will comply with all duly promulgated and lawful rules and regulations of the Department of Economic Development’s  Division of Minority and Women's Business Development pertaining hereto.

13.
CONFLICTING TERMS.  In the event of a conflict between the terms of the contract (including any and all attachments thereto and amendments thereof) and the terms of this Appendix A, the terms of this Appendix A shall control.

14.
GOVERNING LAW.  This contract shall be governed by the laws of the State of New York except where the Federal supremacy clause requires otherwise.

15.
LATE PAYMENT.  Timeliness of payment and any interest to be paid to Contractor for late payment shall be governed by Article 11-A of the State Finance Law to the extent required by law.

16.
NO ARBITRATION.  Disputes involving this contract, including the breach or alleged breach thereof, may not be submitted to binding arbitration (except where statutorily authorized), but must, instead, be heard in a court of competent jurisdiction of the State of New York.

17.
SERVICE OF PROCESS.  In addition to the methods of service allowed by the State Civil Practice Law & Rules ("CPLR"), Contractor hereby consents to service of process upon it by registered or certified mail, return receipt requested.  Service hereunder shall be complete upon Contractor's actual receipt of process or upon the State's receipt of the return thereof by the United States Postal Service as refused or undeliverable.  Contractor must promptly notify the State, in writing, of each and every change of address to which service of process can be made.  Service by the State to the last known address shall be sufficient.  Contractor will have thirty (30) calendar days after service hereunder is complete in which to respond.

18.
PROHIBITION ON PURCHASE OF TROPICAL HARDWOODS. The Contractor certifies and warrants that all wood products to be used under this contract award will be in accordance with, but not limited to, the specifica​tions and provisions of Section 165 of the State Finance Law, (Use of Tropical Hardwoods) which prohibits purchase and use of tropical hardwoods, unless specifically exempted, by the State or any governmental agency or political subdivision or public benefit corporation. Qualifica​tion for an exemption under this law will be the responsibility of the contractor to establish to meet with the approval of the State.

In addition, when any portion of this contract involving the use of woods, whether supply or installation, is to be performed by any subcontractor, the prime Contractor will indicate and certify in the submitted bid proposal that the subcontractor has been informed and is in compliance with specifications and provisions regarding use of tropical hardwoods as detailed in §165 State Finance Law. Any such use must meet with the approval of the State; otherwise, the bid may not be considered responsive. Under bidder certifications, proof of qualification for exemption will be the responsibility of the Contractor to meet with the approval of the State.

19.
MACBRIDE FAIR EMPLOYMENT PRINCIPLES.  In accordance with the MacBride Fair Employment Principles (Chapter 807 of the Laws of 1992), the Contractor hereby stipulates that the Contractor either (a) has no business operations in Northern Ireland, or (b) shall take lawful steps in good faith to conduct any business operations in Northern Ireland in accordance with the MacBride Fair Employment Principles (as described in Section 165 of the New York State Finance Law), and shall permit independent monitoring of compliance with such principles.

20.
OMNIBUS PROCUREMENT ACT OF 1992. It is the policy of New York State to maximize oppor​tunities for the participation of New York State business enterprises, including minority and women-owned business enterprises as bidders, subcontractors and suppliers on its procurement contracts.

Information on the availability of New York State subcontractors and suppliers is available from:

NYS Department of Economic Development

Division for Small Business

30 South Pearl St -- 7th Floor

Albany, New York  12245

Telephone:  518-292-5220

Fax:  518-292-5884

http://www.empire.state.ny.us

A directory of certified minority and women-owned business enterprises is available from:

NYS Department of Economic Development

Division of Minority and Women's Business Development

30 South Pearl St -- 2nd Floor

Albany, New York  12245

Telephone:  518-292-5250

Fax:  518-292-5803

http://www.empire.state.ny.us

The Omnibus Procurement Act of 1992 requires that by signing this bid proposal or contract, as applicable, Contractors certify that whenever the total bid amount is greater than $1 million:

(a)
The Contractor has made reasonable efforts to encourage the participation of New York State Business Enterprises as suppliers and subcontractors, including certified minority and women-owned business enterprises, on this project, and has retained the documentation of these efforts to be provided upon request to the State;

(b)
The Contractor has complied with the Federal Equal Opportunity Act of 1972 (P.L. 92-261), as amended; 

(c)
The Contractor agrees to make reasonable efforts to provide notification to New York State residents of employment opportunities on this project through listing any such positions with the Job Service Division of the New York State Department of Labor, or providing such notification in such manner as is consistent with existing collective bargaining contracts or agreements.  The Contractor agrees to document these efforts and to provide said documentation to the State upon request; and 

(d)
The Contractor acknowledges notice that the State may seek to obtain offset credits from foreign countries as a result of this contract and agrees to cooperate with the State in these efforts.
21.
RECIPROCITY AND SANCTIONS PROVISIONS.   Bidders are hereby notified that if their principal place of business is located in a country, nation, province, state or political subdivision that penalizes New York State vendors, and if the goods or services they offer will be substantially produced or performed outside New York State, the Omnibus Procurement Act 1994 and 2000 amendments (Chapter 684 and Chapter 383, respectively) require that they be denied contracts which they would otherwise obtain.  NOTE:  As of May 15, 2002, the list of discriminatory jurisdictions subject to this provision includes the states of South Carolina, Alaska, West Virginia, Wyoming, Louisiana and Hawaii.  Contact NYS Department of Economic Development for a current list of jurisdictions subject to this provision.

22.
COMPLIANCE WITH NEW YORK STATE INFORMATION SECURITY BREACH AND NOTIFICATION ACT.   Contractor shall comply with the provisions of the New York State Information Security Breach and Notification Act (General Business Law Section 899-aa; State Technology Law Section 208).  

23.
COMPLIANCE WITH CONSULTANT DISCLOSURE LAW. If this is a contract for consulting services, defined for purposes of this requirement to include analysis, evaluation, research, training, data processing, computer programming, engineering, environmental, health, and mental health services, accounting, auditing, paralegal, legal or similar services, then, in accordance with Section 163 (4-g) of the State Finance Law (as amended by Chapter 10 of the Laws of 2006), the Contractor shall timely, accurately and properly comply with the requirement to submit an annual employment report for the contract to the agency that awarded the contract, the Department of Civil Service and the State Comptroller.

24. 
PROCUREMENT LOBBYING. To the extent this agreement is a "procurement contract" as defined by 

State Finance Law Sections 139-j and 139-k, by signing this agreement the contractor certifies and affirms that all disclosures made in accordance with State Finance Law Sections 139-j and 139-k are complete, true and accurate.  In the event such certification is found to be intentionally false or intentionally incomplete, the State may terminate the agreement by providing written notification to the Contractor in accordance with the terms of the agreement.  

25.
CERTIFICATION OF REGISTRATION TO COLLECT SALES AND COMPENSATING USE TAX BY CERTAIN STATE CONTRACTORS, AFFILIATES AND SUBCONTRACTORS.  

To the extent this agreement is a contract as defined by Tax Law Section 5-a, if the contractor fails to make the certification required by Tax Law Section 5-a or if during the term of the contract, the Department of Taxation and Finance or the covered agency, as defined by Tax Law 5-a, discovers that the certification, made under penalty of perjury, is false, then such failure to file or false certification shall be a material breach of this contract and this contract may be terminated, by providing written notification to the Contractor in accordance with the terms of the agreement, if the covered agency determines that such action is in the best interest of the State.  
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Appendix B – Participation by Minority Group Members and Women with Respect to State Contracts
In accordance with Article 15-A of the Executive Law, the parties to the attached contract, (hereinafter, “the contract” or “this contact”) agree to be bound by the following clauses which are hereby made a part of the contract:

1. Definitions

a. “Certified business” shall mean a business verified as a minority- or women-owned business enterprise pursuant to Section 314 of the Executive Law.

b. “Director” shall mean the Director of the Division of Minority and Women’s Business Development established in the Department of Economic Development.

c. “Goal” shall mean a percentage of the value of the contract, which is not set aside or quota, that represents a target toward which the Contractor must aim in expending good faith efforts to ensure the participation of minority group members and women on the contract.

d. “Minority group member” shall mean a United States citizen or permanent resident alien who is and can demonstrate membership in one of the following groups:

i. Black persons having origins in any of the Black African racial groups;

ii. Hispanic persons of Mexican, Puerto Rican, Dominican, Cuban, Central or South American of either Indian or Hispanic origin, regardless of race;

iii. Native American or Alaskan native persons having origins in any of the original peoples of North America;

iv. Asian and Pacific Islander persons having origins in any of the Far East countries, South East Asia, the Indian subcontinent or the Pacific Islands.

e. “Minority-owned business enterprise” shall mean a business enterprise, including a sole proprietorship, partnership or corporation that is:

i. at least fifty-one percent owned by one or more minority group members;

ii. an enterprise in which such minority ownership is real, substantial and continuing;

iii. an enterprise in which such minority ownership has and exercises the authority to control independently the day-to-day business decisions of the enterprise; 

iv. an enterprise authorized to do business in this state and independently owned and operated;
v. an enterprise owned by an individual whose ownership, control and operation are relied upon for certification, with a personal net worth that does not exceed three million five hundred thousand dollars as adjusted annually on the first of January for inflation according to the consumer price index of the previous year; and

vi. an enterprise that is a small business pursuant to subdivision twenty of Article 15-A of the Executive Law § 310.
a. “Subcontract” shall mean an agreement providing for a total expenditure in excess of $25,000 for the construction, demolition, replacement, major repair, renovation, planning or design of real property and improvements thereon between a contract and any individual or business enterprise, including a sole proprietorship, partnership, corporation, or not-for-profit corporation, in which a portion of a Contractor’s obligation under a state contract is undertaken or assumed, but shall not include work undertaken for the beneficial use of the Contractor.

b. “Women-owned business enterprise” shall mean a business enterprise, including a sole proprietorship, partnership or corporation that is: 

i. at lease fifty-one percent owned by one or more United States citizens or permanent resident aliens who are women;

ii. an enterprise in which the ownership interest of such women is real, substantial and continuing;

iii. an enterprise in which such women ownership has and exercises the authority to control independently the day-to-day business decisions of the enterprise; 

iv. an enterprise authorized to do business in this state and independently owned and operated;
v. an enterprise owned by an individual or individuals whose ownership, control and operation are relied upon for certification with a personal net worth that does not exceed three million five hundred thousand dollars, as adjusted annually on the first of January for inflation according to the consumer price index of the previous year; and

vi. an enterprise that is a small business pursuant to subdivision twenty of Article 15-A of the Executive Law § 310.
2. Directory of Certified Businesses

The Directory of Certified Businesses is available at http://www.nylovesmwbe.ny.gov/
3. Equal Employment Opportunities 

a. The Contractor will not discriminate against employees or applicants for employment because of race, creed, color, national origin, sex, age, disability, or marital status, and will undertake or continue existing programs of affirmative action to ensure that minority group persons and women are afforded equal opportunity without discrimination. Such programs shall include, but not be limited to, recruitment, employment, job assignment, promotion, upgrading, demotion, transfer, layoff, termination, rates of pay or other forms of compensation, and selection for training or retraining, including apprenticeship and on-the-job training.

b. At the request of Tax and Finance the Contractor shall request each employment agency, labor union, or authorized representative of workers with which it has a collective bargaining or other agreement or understanding and which is involved in the performance of this contract to furnish a written statement that such employment agency, labor union or representative shall not discriminate because of race, creed, color, national origin, sex, age, disability or marital status and that such union or representative will cooperate in the implementation of the Contractor’s obligation hereunder.

c. The Contractor will state, in all solicitations or advertisements for employees placed by or on behalf of the Contractor in the performance of this contract, that all qualified applicants will be afforded equal employment opportunity without discrimination because of race, creed, color, national origin, sex age, disability or marital status.

d. The Contractor will include the provisions of clauses (a), (b) and (c) above in every subcontract or purchase order in such a manner that such provisions will be binding upon each subcontractor or vendor as to its work in connection with this contract.

e. The provisions of these equal employment clauses shall not be binding upon Contractors or subcontractors in the performance of work or the provision of services or another activity that are unrelated, separate or distinct from the State contract as expressed by its terms.

f. The requirements of these equal employment clauses shall not apply to any employment outside this State or application for employment outside this State or solicitations or advertisements therefore, or any existing programs or affirmative action regarding employment outside this State and the effect of contract provisions required by clauses (a), (b) an (c) above shall be so limited.

4. Minority- and Women-Owned Business Enterprise Utilization Plan; Equal Employment Opportunity Program; Waivers

a. If goals have been established by Tax and Finance for this agreement, no later than seven business days after receiving notice that the bidder has submitted the lowest responsible bid, the bidder shall submit to Tax and Finance a Minority- and Women-Owned Business Enterprise (M/WBE) utilization plan on forms to be provided by Tax and Finance. The M/WBE utilization plan shall list those M/WBEs, which will be used by the Contractor to meet the contracts M/WBE goals.

b. Tax and Finance will review the M/WBE utilization plan and will issue to the Contractor a written notice of acceptance or deficiency within twenty calendar days of receipt. An M/WBE notice of deficiency shall include (i) the name of any M/WBE which is not acceptable for the purpose of complying with the goal requirements’ (ii) elements of the contract scope of the work which Tax and Finance has determined can be reasonably structured by the Contractor to increase the likelihood of participation in the contract by M/WBEs; and (iii) other information which Tax and Finance determines to be relevant to the utilization plan.

c. The Contractor shall respond to the notice of deficiency within seven business days of receipt by submitting to Tax and Finance a written statement, which remedies the deficiencies in the original plan. If the written remedy which the Contractor submits is not timely or is found by Tax and Finance to be inadequate, Tax and Finance shall so notify the Contractor within five business days and direct the Contractor to submit a request for a partial or total waiver of goal requirements on forms to be provided by Tax and Finance. The request for waiver must be submitted within five business days of receipt from Tax and Finance of a notice that the Contractor’s statement of remedy was untimely or inadequate. 
d. A Contractor who has made good faith efforts to obtain commitments from M/WBE sub-contractors and suppliers prior to submitting its M/WBE utilization plan may submit a request for waiver at the same time it submits its utilization plan. If a request for waiver is submitted with the utilization plan, and is not accepted by Tax and Finance at that time, the provisions of clauses (b) and (c), regarding the notice of deficiency and written remedy, will apply. In this case, the Contractor may submit a second request for waiver as directed by Tax and Finance.

e. If the Contractor does not submit a request for waiver, or if Tax and Finance determines that the good faith efforts of the Contractor have been inadequate to justify the granting of the request for waiver, Tax and Finance may make a determination that the Contractor’s failure to remedy deficiencies is non-responsible and disqualify the bid or proposal. Notice of disqualification, along with a denial of a request for waiver, where applicable, shall be delivered to the Contractor no later than twenty calendar days after Tax and Finance receives the request for waiver.

f. If Tax and Finance disqualifies the bidder as non-responsible for failure to remedy deficiencies in its M/WBE utilization plan and to document good faith efforts, Tax and Finance may award the contract to the next-lower responsible or otherwise acceptable bidder, whether or not the disqualified bidder pursues any remedies established pursuant to Article 15A of the Executive Law.

g. The Contractor shall attempt to utilize, in good faith, any MBE or WBE identified within its M/WBE utilization plan, at least to the extent indicated in the plan.

5. Administrative Hearing on Disqualification

a. If Tax and Finance disqualifies the bid on the grounds that the contract has failed to remedy the deficiencies in its M/WBE utilization plan or to document good faith efforts to remedy such deficiencies and is, therefore, determined to be non-responsible, the Contractor shall be entitled to an administrative hearing, on the record, before a hearing officer appointed by Tax and Finance, to review the determination of disqualification of the bid and determination of non-responsibility. The Contractor shall request such hearing in writing no less than seven business days of receipt of notice of disqualification. The determination of the hearing officer shall not interfere with Tax and Finance disposition of the contract. The hearing shall be conducted pursuant to Article 3 of the State Administrative Procedures Act, as it applies to these circumstances. The rules and regulations of Article 15-A override any inconsistencies with Article 3.

b. The hearing officer’s determination shall be a final administrative determination of Tax and Finance and shall be reviewable by the proceeding brought pursuant to the Civil Practice Law and Rules, provided such proceeding is commenced within thirty days of notice given by Certified Mail, return receipt requested, rendering such final administrative determination in accordance with the provisions of Section 313 of the Executive Law.

c. Such review shall be commenced in the Supreme Court, Appellate Division, Third Department, and shall be preferred over all other civil causes except election causes, and shall be heard and determined in preference to all other civil business pending therein, except election matters, irrespective of position on the calendar. Appeals taken to the Court of Appeals of the State of New York shall be subject to the same preference.

6. Good-Faith Efforts

In order to show that it has made good-faith efforts to comply with the goal requirements of this contract, if applicable, the Contractor shall submit such documentation that will enable Tax and Finance to make a determination in accordance with the following criteria:

a. Was a completed, acceptable utilization plan submitted in accordance with applicable requirements to meet goals for participation of certified minority and women-owned business enterprises established in the State contract?

b. Were advertisements placed in appropriate general circulation, trade and minority- and women-oriented publications in a timely fashion?

c. Were written solicitations made in a timely fashion of certified minority- and women-owned business enterprises listed in the directory of certified businesses?

d. Were timely responses to any such advertisements and solicitations provided by certified minority- and women-owned business enterprises?
e. Did the Contractor attend pre-bid, pre-award, or other meetings, if any, scheduled by the state agency awarding the state contract, with certified minority- or women-owned business enterprises which the state agency determined were capable of performing the state contract scope of work, for purposes of complying with goal requirements?

f. What efforts were undertaken by the Contractor to reasonably structure the contract scope of work for purposes of subcontracting with certified minority- and women-owned business enterprises?

g. How many minority- and women-owned business enterprises in the directory of certified businesses could perform work required by the State contract scope of work in the region as defined in paragraphs (1) and (2) of subdivision (a) of Section 543.2 of this part?

h. What actions were taken to contact and assess the financial ability of certified minority- and women-owned business enterprises to participate on the State contract, which enterprises are located outside of the region in which the State contract scope of work was or will be performed?

i. Were relevant plans, specifications or terms and conditions of the state contract, necessary to prepare an informed response to a Contractor solicitation, provided in a timely fashion to certified minority- or women-owned business enterprises?

j. What subcontract terms and conditions were offered to certified minority- and women-owned business enterprises, and how do those subcontract terms and conditions compare to those offered in the ordinary course of the Contractor’s business and to other subcontractors of the Contractor?

k. Has the Contractor made payments for work performed by certified minority- and women-owned business enterprises in a timely fashion so as to facilitate continued performance by certified minority- or women-owned business enterprises? and,

l. Has the Contractor offered to make up any inability to comply with the minority- and women-owned business enterprise goals established in a State contract, in other State contracts being performed or to be awarded to the Contractor?

7. Compliance Reports

The Contractor shall submit, and shall require sub-contractors to submit, compliance reports on forms and at intervals to be established by Tax and Finance. Reports not submitted at such times as shall be required by Tax and Finance may be cause for Tax and Finance to delay implementing scheduled payments to the Contractor.

8. Contractor’s Failure or Inability to Meet Goal Requirements

a. If the Contractor, after making good-faith efforts, is unable to comply with a contract’s M/WBE goal requirements, where applicable, the Contractor may submit a request for a partial or total waiver on forms to be provided by Tax and Finance. If the documentation required with the request for waiver is complete, Tax and Finance shall evaluate the request and issue a written notice of acceptance or denial within twenty calendar days of receipt.

b. If Tax and Finance, upon review of the Contractor’s M/WBE utilization plan and the Contractor’s compliance reports, determines that the Contractor is failing or refusing to comply with the contract’s M/WBE requirements, and no waiver has been issued in regards to such non-compliance, Tax and Finance may issue a notice of deficiency to the Contractor. The Contractor must respond to the notice of deficiency within seven business days of receipt. Such response may include a request for partial or total waiver of M/WBE goal requirements.

9. Contractor and Agency Complaints; Arbitration

a. If the Contractor submits a request for waiver of M/WBE goal requirements and Tax and Finance denies the request or fails to respond in any way within twenty days of receiving it, the Contractor may file a complaint with the Director according to the provisions of Section 316 of Article 15-A of the Executive Law. The complaint must be filed within twenty calendar days of Tax and Finance receipt of the request for waiver, if Tax and Finance has not responded in that time, or with twenty calendar days of a notification that the request has been denied by Tax and Finance.

b. If the Contractor fails to respond to a notice of deficiency, or if Tax and Finance denies a request for waiver of M/WBE goal requirements, Tax and Finance shall file a complaint with the Director pursuant to Section 316 of Article 15-A of the Executive Law.

c. A complaint should set forth the facts and circumstances giving rise to the complaint together with a demand for relief.

d. The party filing a complaint, whether the Contractor or Tax and Finance, shall deliver a copy to the other party. Both the complaint and the copy shall be delivered by either personal service or by Certified Mail, return receipt requested.

e. Upon receipt of a complaint, the Director shall provide the party against whom the complaint has been filed with an opportunity to respond to the complaint. If within thirty days of receipt of the complaint, the Director is unable to resolve the complaint to the satisfaction of Tax and Finance and the Contractor, the complaint shall be referred to the American Arbitration Association for resolution pursuant to Section 316 of Article 15-a of the Executive Law.

f. Upon conclusion of the arbitration proceedings, the arbitrator will submit to the Director his/her award regarding the alleged violation of the contract or the refusal of Tax and Finance to grant a waiver request by the Contractor. The award of the arbitrator with respect to an alleged violation of the contract or the refusal of the State agency to a waiver shall be final and may be vacated or modified only as provided by Article 75 of the Civil Practice Law and Rules.

g. Upon conclusion of the arbitration proceedings and the rendition of an award, the arbitrator will also recommend to the Director a remedy, including, if appropriate, the imposition of the sanctions, fines or penalties, provided however, that no fines or penalties shall be recommended with respect to the refusal of Tax and Finance to grant a waiver requested by a Contractor. The Director will either (i) adopt the recommendation of the arbitrator; (ii) determine that no sanctions, fines or penalties should be imposed; or (iii) modify the recommendation of the arbitrator, provided that such modification shall not expand upon any sanction recommended or imposed; or (iv) modify the recommendation of the arbitrator, provided that such modification shall not expand upon any sanction recommended or imposed any new sanction, or increase the amount of any recommended fine or penalty.

h. The Director, within ten days of receipt of the arbitrator’s award and recommendations, will file a determination of such matter and shall cause a copy of such determination to be served upon the parties by personal service or by Certified Mail, return receipt requested. The determination of the Director as to the imposition of any fines, sanctions, or penalties shall be reviewable pursuant to Article 78 of the Civil Practice Law and Rules.

Appendix C – Bid Protest Policy
It is the policy of the Department of Taxation and Finance contracting program (hereafter “DTF”) to provide all bidders with an opportunity to administratively resolve complaints or inquiries related to bid solicitations or pending contract awards.  DTF encourages bidders to seek resolution of complaints concerning the contract award process through consultation with the program.  All such matters will be accorded impartial and timely consideration.

Informal Complaints/Protests

It is strongly recommended that staff encourage, be receptive to and resolve issues, inquiries, questions and complaints on an informal basis, whenever possible.  Information provided informally by any interested party should be fully reviewed by Program Team Leaders, the contract administrator of the Contract Management Unit and/or the Assistant Director, Procurement of the Office of Budget and Management Analysis.  In addition, matters that are perceived to contain, or are potentially confidential or trade secret information should be shared with the Chief Financial Officer of the Office of Budget and Management Analysis for possible direction.  Staff should document the subject matter and results of informal inquiries.  As appropriate, DTF responses to the inquirer should indicate the existence of a formal protest policy available to them should the informal process fail to resolve the matter.

In addition to informal inquiries, bidders may also file formal written protests according to the procedures specified below.  Final agency determinations or recommendations for award generally may only be reconsidered in the context of a formal written protest. 

Formal Written Protests

Any potential bidder who believes that there are errors or omissions in the procurement process, or that the bidder has been aggrieved in the drafting or issuance of a bid solicitation or pending contract award, may present to a formal complaint to DTF and request administrative relief concerning such action (“formal protest”).  

Submission of Bid or Award Protests   

Deadline for Submission

a. Concerning Errors, Omissions or Prejudice in the Bid Specifications or Documents - Formal protests which concern the drafting of bid specifications must be received by DTF at least twenty (20) business days before the date set in the solicitation for receipt of bids.   If the date set in the solicitation for receipt of bids is less than twenty (20) business days from the date of issue, formal protests concerning the specifications must be received by DTF at least seventy-two (72) hours before the time designated for receipt of bids.   

b. Concerning Proposed Contract Award - Formal protests concerning a pending contract award must be received within five (5) business days after the protesting party (“protester”) knows or should have known of the facts which form the basis of the protest, and, where State Finance Law § 112 approval is required, prior to final approval of the recommendation by the State Comptroller.

Transmittal

A formal protest must be submitted in writing to DTF, by ground mail, or, where permitted in the solicitation, facsimile or e-mail transmission.   The following statement must be clearly and prominently displayed on the envelope or package or header of electronic or facsimile transmittal:  “Bid Protest of DTF Solicitation (Reference Number).”
Contents

A formal protest must include:

a. a statement of all legal and/or factual grounds for disagreement with a specification or a procurement determination;

b. a description of all remedies or relief requested;  and

c. copies of all applicable supporting documentation.

Protests should be delivered to the Contact named in the RFP.

Review and Final Determination

Copies of all protests will be provided to the Assistant Director, Procurement of the Office of Budget and Management Analysis and appropriate program staff.

Protests shall be resolved through written correspondence, however, either the protester or DTF may request a meeting to discuss a formal protest, at which time the participants may present their concerns.   Where further formal resolution is required, the Assistant Director, Procurement of the Office of Budget and Management Analysis may designate an alternate (“designee”) to determine and undertake the initial resolution or settlement of any protest.

The Program staff in conjunction with Contract Management Unit staff will conduct a review of the records involved in the protest, consult with the Assistant Director, Procurement of the Office of Budget and Management Analysis, and provide a memorandum to the Chief Financial Officer of the Office of Budget and Management Analysis summarizing the results of the review and recommendation.  The Chief Financial Officer of the Office of Budget and Management Analysis will evaluate the recommendation, the material presented by the protester, and, if necessary, consult with appropriate senior level program staff, Counsel, and the Executive Deputy Commissioner, and prepare a written response to the protest.

A copy of the decision, stating the reason(s) upon which it is based shall be sent to the protester or its agent within thirty (30) business days of receipt of the protest, except that upon notice to the protester such period may be extended.  The protest determination should be recorded and included in the Procurement Record, or otherwise forwarded to OSC upon issue.  The decision of the Chief Financial Officer of the Office of Budget and Management Analysis will be final.

Reservation of Rights and Responsibilities of DTF

DTF reserves the right to waive or extend the time requirements for protest submissions, decisions and appeals herein prescribed when, in its sole judgment, circumstances so warrant to serve the best interests of the State and DTF.

If DTF determines that there are compelling circumstances, including the need to proceed immediately with contract award in the best interest of the State, then these protest procedures may be suspended and such determination shall be documented in the procurement record.

DTF will consider all information relevant to the protest, and may, at its discretion, suspend, modify, or cancel the protested procurement action including solicitation of bids or withdraw the recommendation of contract award prior to issuance of a formal protest decision. 

If a formal bid protest is received by DTF, a final determination on the protest must be made prior to OSC approval of the award under State Finance Law § 112.  However, during the pendency of the protest, bid evaluation by DTF and subsequent OSC review of the recommended award may continue to progress at the discretion of the Chief Financial Officer of the Office of Budget and Management Analysis. 

If a formal protest is received prior to a determination by DTF on a recommended award, notice of receipt of the protest must be given in the procurement record forwarded to OSC.  If a final protest determination has been reached prior to transmittal to OSC, a copy of the final determination should be included in the Procurement Record and forwarded with the recommendation for award.   

If a final protest determination is made after the transmittal of a bid package to OSC but prior to OSC approval under State Finance Law § 112, a copy of the final DTF determination shall be forwarded to OSC when issued, along with a letter either: a) confirming the original DTF recommendation for award and supporting the request for final State Finance Law § 112 approval, b) modifying the proposed award recommendation in part and supporting a request for final State Finance Law § 112 approval as modified; or c) withdrawing the original award recommendation.

All records related to formal bidder protests and appeals shall be retained for at least one (1) year following resolution of the protest.  All other records concerning the procurement shall be retained according to the statutory requirements for records retention. 
Attachment 1 – Bidder’s Checklist

Volume 1
Qualifying Requirements

 FORMCHECKBOX 

Section C.1.0 - Financial Condition and Standing 

 FORMCHECKBOX 

Section C.2.0 - Business Qualifications 

 FORMCHECKBOX 

Section C.3.0 – Direct Disaster Recovery Experience 

Technical and System Response Requirements

 FORMCHECKBOX 

Section D.1.0 – Department Needs and Service Plan 
 FORMCHECKBOX 

Section D.2.0 – Re-Establishment of Data Center Operations

 FORMCHECKBOX 

Section D.2.1– Immediate Access
 FORMCHECKBOX 

Section D.2.2 – Data Center Operations Hot Site
 FORMCHECKBOX 

Section D.2.2.1 – Contractor Services - Hot Site

 FORMCHECKBOX 

Section D.2.2.2 – Equipment Services – Hot SIte

 FORMCHECKBOX 

Section D.2.2.2.1 – IBM Mainframe

 FORMCHECKBOX 

Section D.2.2.2.2 – Midrange Systems

 FORMCHECKBOX 

Section D.2.2.2.3 – Intel (VSphere/Windows) Systems

 FORMCHECKBOX 

Section D.2.2.2.4 – Data Communications Network

 FORMCHECKBOX 

Section D.2.2.2.5 – Computer Equipment Maintenance

 FORMCHECKBOX 

Section D.2.2.2.6 – Co-location Services

 FORMCHECKBOX 

Section D.2.2.2.7 – Network Security

 FORMCHECKBOX 

Section D.2.2.2.8 – Office Space/Workgroup End User Stations

 FORMCHECKBOX 

Section D.2.2.2.9 – Contractor Modifications

 FORMCHECKBOX 

Section D.2.2.2.10 – Hot Site Duration

 FORMCHECKBOX 

Section D.3.0 – Data Center Operations Cold Site

 FORMCHECKBOX 

Section D.3.1 – Cold Site

 FORMCHECKBOX 

Section D.3.2 – Data Center Configuration

 FORMCHECKBOX 

Section D.3.3 – Data Communications Network

 FORMCHECKBOX 

Section D.3.4 – Cold Site Duration

 FORMCHECKBOX 

Section D.4.0 – General Facility Requirements
 FORMCHECKBOX 

Section D.4.1 – Uninterrupted Facility Availability

 FORMCHECKBOX 

Section D.4.2 – Facility Description

 FORMCHECKBOX 

Section D.4.3 – Security and Access

 FORMCHECKBOX 

Section D.4.4 – Communications Network

 FORMCHECKBOX 

Section D.4.5 – Power

 FORMCHECKBOX 

Section D.4.6 – Environmental Controls

 FORMCHECKBOX 

Section D.4.7 – Fire Protection

 FORMCHECKBOX 

Section D.4.8 – Flood Protection

 FORMCHECKBOX 

Section D.4.9 – Evacuation Procedures

 FORMCHECKBOX 

Section D.5.0 – Other Facility Requirements
 FORMCHECKBOX 

Section D.5.1 – Facility Maintenance

 FORMCHECKBOX 

Section D.5.2 – Work Space/Office Space

 FORMCHECKBOX 

Section D.5.3 – Logistical Support Services and Equipment

 FORMCHECKBOX 

Section D.5.4 – Remote Operations and Support Services
 FORMCHECKBOX 

Section D.5.5 – Testing Requirements
 FORMCHECKBOX 

Section D.5.5.1 – Basic Testing Requirements
 FORMCHECKBOX 

Section D.5.5.2 – Remote Testing Requirements
 FORMCHECKBOX 

Section D.5.6 – Equipment Replacement Requirement
 FORMCHECKBOX 

Section D.5.7 – Change Requirements
 FORMCHECKBOX 

Section D.5.7.1 – Technology Changes
 FORMCHECKBOX 

Section D.5.7.2 – Department Equipment Modifications
 FORMCHECKBOX 

Section D.5.8 – Security and Confidentiality Requirements
 FORMCHECKBOX 

Section D.5.8.1 – Secrecy Provisions
 FORMCHECKBOX 

Section D.5.8.2 – Data Protection
 FORMCHECKBOX 

Section D – Technical Chart T-1

 FORMCHECKBOX 

Section D – Technical Chart T-2
Volume 2

Administrative Requirements

 FORMCHECKBOX 

Cover Letter
 FORMCHECKBOX 

Proposed Extraneous Terms

 FORMCHECKBOX 

Request for Exemption from Disclosure

 FORMCHECKBOX 

Attachment 4 – Vendor Responsibility Response Form
 FORMCHECKBOX 

Attachment 5 – MacBride Fair Employment Principles Form

 FORMCHECKBOX 

Attachment 6 – Designation of Prime Contact

 FORMCHECKBOX 

Attachment 7 – Non-Collusive Bidding Certification

 FORMCHECKBOX 

Attachment 8 – Offerer Disclosure of Prior Non-Responsibility Determination

 FORMCHECKBOX 

Attachment 9 – Contractor Certification of Compliance with State Finance Law 139-k(5)

 FORMCHECKBOX 

Attachment 10 – DTF-202 Agreement to Adhere to Secrecy Provisions

 FORMCHECKBOX 

Attachment 11 – Acknowledgement of Confidentiality of Internal Revenue Service Tax Return Information

 FORMCHECKBOX 

Attachment 12 – Subcontractor List

 FORMCHECKBOX 

Attachment 13 – Public Officers Law

Volume 3
 FORMCHECKBOX 

Financial Chart F - 1
 FORMCHECKBOX 

Financial Chart F - 2

 FORMCHECKBOX 

Financial Chart F - 3

 FORMCHECKBOX 

Financial Chart F - 4

Attachment 2 – Offerer Understanding of, and Compliance with Procurement Lobbying Guidelines

New York State Finance Law 139-j(6)(b) requires the DTF seek written affirmation from all Offerers as to the Offerer’s understanding of and agreement to comply with the DTF procedures relating to permissible contacts during a Government Procurement pursuant to subdivision three of this section.

Procurement Description, Contract or Bid Number: 

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________ 

Offerer Name:  _________________________________________________________

Offerer Address:  _______________________________________________________
 

Telephone Number:  ____________________________________________________

e-Mail Address:  ________________________________________________________ 

Offerer affirms it has read, understands and agrees to comply with the Guidelines of the New York State Department of Taxation and Finance relative to permissible contacts as required by the State Finance Law 139-j(3) and 139-j(6)(b).

By (signature):  ___________________________________________________________

Name (please print):   ______________________________________________________

Title (please print):    _______________________________________________________

Date:                       _____________________________________

Attachment 3 – Notification of Intent to Bid

Please indicate your interest in submitting a proposal for this acquisition by completing and returning this form to the Department by the date indicated on the Schedule of Events for this Request for Proposal.

Firm Name:  _________________________________

Authorized Signature:  _________________________

Printed Name:  _______________________________

Title:  ______________________________________

Telephone number:  __________________________

Fax:  ______________________________________

E-mail address:  ______________________________

Address:  ___________________________________

                 ____________________________________

                   ___________________________________

                     __________________________________

Date:  ______________________________________

Please check the appropriate line:


__
We are interested in submitting a proposal.


__  
We are a certified minority or woman owned business.


__
We are not interested in submitting a proposal for this service.



Reason:  __________________________________________________________

Attachment 4 – Vendor Responsibility Response Form 

Bidder’s Name:  ______________________________________________

Bidders must complete a Vendor Responsibility Questionnaire in response to this RFP.  Bidders are invited to file the required Vendor Responsibility Questionnaire online via the OSC New York State VendRep System or may choose to complete and submit a paper questionnaire.  To enroll in and use the New York State VendRep System, see the VendRep System instructions available at www.osc.state.ny.us/vendrep or go directly to the VendRep System online at https://portal.osc.state.ny.us.  For direct VendRep System user assistance, the OSC Help Desk may be reached at 866-370-4672 or 518-408-4672 or by email at ciohelpdesk@osc.state.ny.us.  Bidders opting to file a paper questionnaire can obtain the appropriate questionnaire from the VendRep website at www.osc.state.ny.us/vendrep or may contact one of the Department’s designated contacts.

Please check one of the following:


 FORMCHECKBOX 

A Vendor Responsibility Questionnaire has been filed online and has been certified/updated within the last six months. 

 
 FORMCHECKBOX 

A Vendor Responsibility Questionnaire is attached to this bid proposal.

NOTE:  If a Vendor Responsibility Questionnaire has been filed online and has not been certified within the last six months, the Bidder must either update/recertify the online questionnaire or submit a new paper Vendor Responsibility Questionnaire.  Upon notification of award, the Contractor will be required to update/recertify the online questionnaire.

Attachment 5 – MacBride Fair Employment Principles

BIDDER’S NAME:  _______________________________________________________________

NONDISCRIMINATION IN EMPLOYMENT IN NORTHERN IRELAND:

MACBRIDE FAIR EMPLOYMENT PRINCIPLES

In accordance with Chapter 807 of the Laws of 1992, New York State, the Contractor, by submission of this bid, certifies that it and any individual or legal entity in which the Bidder holds a 10% or greater ownership interest, and any individual or legal entity that holds a 10% or greater ownership interest in the Bidder, either:

(Answer Yes to one of the following, as applicable):

Have no business operations in Northern Ireland:
_________ Yes

or

Shall take lawful steps in good faith to conduct any business operations they have in Northern Ireland in accordance with the MacBride Fair Employment Principles relating to nondiscrimination in employment and freedom of workplace opportunity, and shall permit independent monitoring of their compliance with such Principles.








________ Yes

Attachment 6 – Designation of Prime Contact

The Bidder designates the following individual as the prime contact for this proposal and acknowledges that this individual is authorized to respond on behalf of the Bidder.  This designation will last for the entire evaluation process and contract negotiations.  Any request for change in the designated contact must be submitted in writing to the issuing officer designated on the cover of this RFP and must be accompanied by an updated form.

Firm Name:  ______________________________________________

Address:  ________________________________________________


     ________________________________________________


     ________________________________________________

Prime Contact Name:  ________________________  Title:  ____________________________

e-mail address:  __________________________________________

Phone Number:  ____________________  Fax:  ____________________________

Authorized Signature:  ________________________________________________

Printed Name:  ______________________________________________________

Title:  _________________________________________________

Date:  _________________________________________________

Attachment 7 – Non-collusive Bidding Certification

In accordance with Section 139-d of the State Finance Law:

a) By submission of this bid, Bidder and each person signing on behalf of any Bidder certifies, and in the case of a joint bid, each party thereto certifies as to its own organization, under penalty of perjury, that to the best of their knowledge and belief:
1. The prices in this bid have been arrived at independently, without collusion, consultation, communication, or agreement, for the purpose of restricting competition, as to any matter relating to such prices with any other Bidder or with any competitor;
2. Unless otherwise required by law, the prices which have been quoted in this bid have not been knowingly disclosed by the Bidder and will not knowingly be disclosed by the Bidder prior to opening, directly or indirectly, to any other Bidder or to any competitor; and
3. No attempt has been made or will be made by the Bidder to induce any other person, partnership or corporation to submit or not to submit a bid for the purpose of restricting competition.
· A bid shall not be considered for award nor shall any award be made where (a), (1), (2), and (3) above have not been complied with; provided however, that if in any case the Bidder cannot make the foregoing certification, the Bidder shall so state and shall furnish with the bid a signed statement which sets forth in detail the reasons therefor.  Where (a), (1), (2), and (3) above have not been complied with, the bid shall not be considered for award nor shall any award be made unless the head of the purchasing unit of the state, public department or agency to which the bid was made, or his designee, determines that such disclosure was not made for the purpose of restricting competition. 
The fact that a Bidder has published price lists, rates, or tariffs covering items or services being procured, has informed prospective customers of proposed or pending publication of new or revised price lists for such items, or has sold the same items to other customers at the same prices being bid, does not constitute a disclosure within the meaning stated above.

The Bidder certifies adherence to all conditions in the Bidding Practices subsection of this RFP.

Bidder's Name:   _____________________________________________ 

Bidder's Address:____________________________________________



    __________________________________________

                                   __________________________________________

Authorized Signature:  _______________________________________

Name:
__________________________________________________

Title:_____________________________________________________

Attachment 8 - Offerer Disclosure of Prior Non-Responsibility Determinations

New York State Finance Law §139-k(2) obligates a Governmental Entity to obtain specific information regarding prior non-responsibility determinations with respect to State Finance Law §139-j.  This information must be collected in addition to the information that is separately obtained pursuant to State Finance Law §163(9).  In accordance with State Finance Law §139-k, an Offerer must be asked to disclose whether there has been a finding of non-responsibility made within the previous four (4) years by any Governmental Entity due to:  (a) a violation of State Finance Law §139-j or (b) the intentional provision of false or incomplete information to a Governmental Entity.  The terms “Offerer” and “Governmental Entity” are defined in State Finance Law § 139-k(1).  State Finance Law §139-j sets forth detailed requirements about the restrictions on Contacts during the procurement process.  A violation of State Finance Law §139-j includes, but is not limited to, an impermissible Contact during the restricted period (for example, contacting a person or entity other than the designated contact person, when such contact does not fall within one of the exemptions).

As part of its responsibility determination, State Finance Law §139-k(3) mandates consideration of whether an Offerer fails to timely disclose accurate or complete information regarding the above non-responsibility determination.   In accordance with law, no Procurement Contract shall be awarded to any Offerer that fails to timely disclose accurate or complete information under this section, unless a finding is made  that the award of the Procurement Contract to the Offerer is necessary to protect public property or public health safety, and that the Offerer is the only source capable of supplying the required Article of Procurement within the necessary timeframe.  See State Finance Law §§139-j (10)(b) and 139-k(3). 
A Governmental Entity must include a disclosure request regarding prior non-responsibility determinations in accordance with State Finance Law §139-k in its solicitation of proposals or bid documents or specifications or contract documents, as applicable, for procurement contracts. The attached form is to be completed and submitted by the individual or entity seeking to enter into a Procurement Contract.  It shall be submitted to the Governmental Entity conducting the Governmental Procurement.
Offerer Disclosure of Prior Non-Responsibility Determinations

Procurement Description, Contract or Bid Number:   ________________________________________

___________________________________________________________________________________
___________________________________________________________________________________

Offerer Name:
 ______________________________________________________________________ 
Offerer Address:  ________________________________________________________________
 _______________________________________________________________________________ 
Telephone Number: 
 _________________________________________________________________

e-Mail Address: ______________________________________________________________________
Name and Title of Person Submitting this Form:   ____________________________________________





  _________________________________________________

1. Has any New York State agency or authority made a finding of non-responsibility regarding the Offerer in the last four years?  (Please circle):  





No 

Yes 

If yes, please answer the following questions:

2. Was the basis for the finding of the Offerer’s non-responsibility due to a violation of State Finance Law 139-j?  (Please circle): 





No 

Yes 

3. Was the basis for the finding of the Offerer’s non-responsibility due to the intentional provision of false or incomplete information to a Governmental Entity? (Please circle):





No 

Yes 
4. If you responded yes to Questions 1, 2 or 3 , please provide details regarding the finding of non-responsibility below:
Government Entity:   ___ _________________________________________________
Date of Finding of Non-responsibility: _______________________________________

Facts Underlying Finding of Non-Responsibility (Add additional pages as necessary)
___________________________________________________________________________________________________________________________________________________________________________________________________________________________
5. Has any New York State agency or authority terminated a procurement contract with the Offerer due to the intentional provision of false or incomplete information? (Please circle): 





No 

Yes 

If you responded yes to the above question, please provide details regarding the termination below: 

Government Entity:  _________________________________________________________________


Date of Finding of Non-Responsibility:__________________________________________________


Facts Underlying Finding of Non-Responsibility: (Add additional pages as necessary)
______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Offerer certifies that all information provided to the DTF with respect to State Finance Law 139-k is complete, true and accurate.

By: (Signature): _________________________________________________ 

 Name: (Please print) ________________________________________________

Date:  ____________________________

Attachment 9 – Offerer’s Certification of Compliance with State Finance Law 139-k (5)

New York State Finance Law 139-k(5) requires that every Procurement Contract award subject to the provisions of State Finance Law 139-k or 139-j shall contain a certification by the Offerer that all information provided to the procuring Government Entity with respect to State Finance Law 139-k is complete, true and accurate.

Offerer Certification
I certify that all information provided to the DTF with respect to State Finance Law 139-k is complete, true and accurate.
By: (signature)  ______________________________________________

Date:                ______________________________________________    
Procurement Description, Contract or Bid Number:   ________________________________________

Name (Please print):   __________________________________________________________________
Title:  ______________________________________________________________________________
Offerer Name:  ______________________________________________________________________
Offerer Address:  _____________________________________________________________________ 
______________________________________________________________________

Telephone Number: ____________________________________

e-Mail Address: __________________________________________________
Attachment 10 – DTF-202

New York State Department of Taxation and Finance - Agreement to Adhere to the Secrecy Provisions of the Tax Law and the Internal Revenue Code

The New York State Tax Law and the Department of Taxation and Finance impose secrecy restrictions on:

•
all officers, employees, and agents of the Department of Taxation and Finance;

•
any person engaged or retained by this department on an independent contract basis;

•
any depository, its officers and employees, to which a return may be delivered;

•
any person who is permitted to inspect any report or return;

•
Contractors and workmen hired by the department to work on its equipment, buildings, or premises, or to process returns or other papers; and

•
visitors to the department’s buildings or premises.

Except in accordance with proper judicial order or as otherwise provided by law, it is unlawful for anyone to divulge or make known in any manner the contents or any particulars set forth or disclosed in any report or return required under the Tax Law.  Computer files and their contents are covered by the same standards and secrecy provisions of the Tax Law and Internal Revenue Code that apply to physical documents.

Any unlawful disclosure of information is punishable by a fine not exceeding $10,000, imprisonment not exceeding one year, or both. State officers and employees making unlawful disclosures are subject to dismissal from public office for a period of five years.

Unauthorized disclosure of automated tax systems information developed by the department is strictly prohibited. Examples of confidential systems information include: functional, technical, and detailed systems design; systems architecture; automated analysis techniques; systems analysis and development methodology; audit selection methodologies; and proprietary vendor products such as software packages.

The Internal Revenue Code contains secrecy provisions which apply to federal tax reports and returns. Pursuant to sections 6103 and 7213 of the Internal Revenue Code, penalties similar to those in the New York State law are imposed on any person making an unauthorized disclosure of federal tax information. In addition, section 7213A of the Internal Revenue Code was enacted to prohibit the unauthorized inspection of returns or return information (also known as “browsing”). The unauthorized inspection of returns or return information by state employees is punishable by a fine not exceeding $1000 for each access, or by imprisonment of not more than one (1) year, or both, together with the cost of prosecution.

I certify that I have read the above document and that I have been advised of the statutory and Department of Taxation and Finance secrecy requirements; I certify that I will adhere thereto, even after my relationship with the department is terminated.

Organization:
___________________________________________________________________________

Signature
__________________________________Date   ______________________
Name:
__________________________________

Address  Street:
__________________________________________________________________________

City:
_____________________________
State  _____________
ZIP code  ___________

Attachment 11 – Acknowledgement of Confidentiality of IRS Tax Return Information and Internal Revenue Code Selected Confidentiality Provisions Pertaining to Contractors

CONTRACTOR NAME: _________________________________________

CONTRACT #: ________________________________________________

I ____________________________________________________, hereby acknowledge that I have read the quoted provisions of sections 6103, 7213, 7213A and 7431 of the Internal Revenue Code (IRC) which are attached to this acknowledgment and I understand that IRC section 6103 imposes strict confidentiality requirements on current and former officers and employees of the Contractor who have or have had access to Federal tax returns or return information.  I understand that sections 7213, 7213A and 7431 of the IRC impose civil and criminal penalties for unauthorized inspection or disclosure of any tax return or return information.  I further understand that:

1. 
All Federal tax returns and return information disclosed to the Contractor are confidential pursuant to IRC section 6103(a), and may not be disclosed by any current or former officer or employee of The Contractor except as authorized by the IRC;

2. 
All tax returns or return information disclosed to the Contractor may be used only for permissible purposes as outlined in IRC section 6103(n);

3. 
Willful unauthorized inspection or disclosure of tax returns or return information by a current or former officer or employee of the Contractor is prohibited under the terms of IRC sections 7213(a)(1) and 7213(A)(a)(1).  Willful unauthorized disclosure of a tax return or return information is punishable as a felony by a fine in any amount not exceeding $5,000, imprisonment of not more than five years, or both, together with the costs of prosecution.  Willful unauthorized inspection of a tax return or return information is punishable by a fine of up to $1,000 and/or imprisonment of up to one year, together with the costs of prosecution;

4. 
Under the terms of IRC section 7431(a)(2), a taxpayer may bring a civil lawsuit to recover damages from an officer or employee of the Contractor who has disclosed, knowingly or by reason of negligence, such taxpayer's tax return or return information in violation of any provision of IRC section 6103; and

5. 
The civil and criminal penalty provisions apply even if the unauthorized disclosures were made after employment has ceased with the Contractor 

Additionally, I acknowledge and understand that violation of these requirements of confidentiality could result in disciplinary action, including termination of employment.

SIGNED: _______________________________________ 
DATE: _______________
INTERNAL REVENUE CODE SELECTED CONFIDENTIALITY PROVISIONS PERTAINING TO CONTRACTORS

Internal Revenue Code (IRC) Section 6103 imposes strict confidentiality requirements on Contractors and their employees who have access to Federal tax returns or return information.

Section 6103, CONFIDENTIALITY AND DISCLOSURE OF RETURNS AND RETURN   INFORMATION, provides in part:

(a) 
GENERAL RULE - Returns and return information shall be confidential, and except as  authorized by this title –



(1) 
no other person (or officer or employee thereof) who has or had access to returns or return information under subsection (n), shall disclose any return or return information obtained by him in any manner in connection with his service as such an officer or an employee or otherwise or under the provisions of this section.  For purposes of this subsection, the term "officer or employee" includes a former officer or employee.


(2) 
CERTAIN OTHER PERSONS – Pursuant to regulations prescribed by the Secretary, returns and return information may be disclosed to any person, including any person described in section 7513(a), to the extent necessary in connection with the processing, storage, transmission, and reproduction of such returns and return information, the programming, maintenance, repair, testing, and procurement of equipment, and the providing of other services, for purposes of tax administration.

IRC Sections 7213, 7213A, and 7431 impose criminal and civil penalties for unauthorized disclosure or inspection of any tax return or return information.

Section 7213, UNAUTHORIZED DISCLOSURE OF INFORMATION, provides in part:


(a) 
RETURNS AND RETURN INFORMATION -


(1)
FEDERAL EMPLOYEES AND OTHER PERSONS. - It shall be unlawful for any officer or employee of the United States or any person described in section 6103(n) (or an officer or employee of any such person), or any former officer or employee, willfully to disclose to any person, except as authorized in this title, any return or return information (as defined in section 6103(b)).  Any violation of this paragraph shall be a felony punishable by a fine in any amount not exceeding $5,000, or imprisonment of not more than 5 years, or both, together with the costs of prosecution…

(2) STATE AND OTHER EMPLOYEES - It shall be unlawful for any person (not described in paragraph (1)) willfully to disclose to any person, except as authorized in this title, any return or return information (as defined in section 6103 (b)) acquired by him or another person under subsection (d), (i)(3)(B)(i) or (7)(A)(ii), (l)(6), (7), (8), (9), (10), (12), (15), or (16) or (m)(2), (4), (5), (6), or (7) of section 6103. Any violation of this paragraph shall be a felony punishable by a fine in any amount not exceeding $5,000, or imprisonment of not more than 5 years, or both, together with the costs of prosecution.

Section 7213(A), UNAUTHORIZED INSPECTION OF RETURNS AND RETURN INFORMATION, provides in part:


(a) 
PROHIBITIONS -



(1) 
FEDERAL EMPLOYEES AND OTHER PERSONS - It shall be unlawful for 

(B) 
any person described in section 6103(n) or an officer or employee of any such person, willfully to inspect, except as authorized in this title, any return or return information.

 
(b)  
PENALTY -

(1) 
IN GENERAL - Any violation of subsection (a) shall be punishable upon conviction by a fine in any amount not exceeding $1,000, or imprisonment of not more than 1 year, or both, together with the costs of prosecution.

Section 7431, CIVIL DAMAGES FOR UNAUTHORIZED INSPECTION OR DISCLOSURE OF RETURNS AND RETURN INFORMATION, provides in part:


(a) 
IN GENERAL -

(2) 
INSPECTION OR DISCLOSURE BY A PERSON WHO IS NOT AN EMPLOYEE OF THE UNITED STATES - If any person who is not an officer or employee of the United States knowingly, or by reason of negligence, inspects or discloses any return or return information with respect to a taxpayer in violation of any provision of section 6103, such taxpayer may bring a civil action for damages against such person in a district court of the United States.

  (b) EXCEPTIONS - No liability shall arise under this section with respect to any inspection or disclosure -

(1) 
which results from a good faith, but erroneous, interpretation of section 6103, or

(2) 
which is requested by the taxpayer.


(c) 
DAMAGES - In any action brought under subsection (a), upon a finding of liability on the part of the defendant, the defendant shall be liable to the plaintiff in an amount equal to the sum of - 



(1) 
the greater of -

(A) $1,000 for each act of unauthorized inspection or disclosure of a return or return information with respect to which such defendant is found liable, or


 (B) 
the sum of -

(i) 
the actual damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure, plus

(ii) 
in the case of a willful inspection or disclosure or an inspection or disclosure which is the result of gross negligence, punitive damages, plus



(2)
the costs of the action.



(d) 
PERIOD FOR BRINGING ACTION - Notwithstanding any other provision of law, an  action to enforce any liability created under this section may be brought, without regard to the amount in controversy, at any time within 2 years after the date of discovery by the plaintiff of the unauthorized inspection or disclosure.


(e) 
NOTIFICATION OF UNLAWFUL INSPECTION AND DISCLOSURE - If any person is criminally charged by indictment or information with inspection or disclosure of a taxpayer's return or return information in violation of -

(1) 
paragraph (1) or (2) of section 7213(a),

(2) 
section 7213(A), or 

(3) 
subparagraph (B) of section 1030(a)(2) of title 18, United States Code,

the Secretary shall notify such taxpayer as soon as practicable of such inspection or disclosure.

(f) DEFINITIONS - For purposes of this section, the terms "inspect", "inspection", "return", and "return information" have the respective meanings given such terms by section 6103(b).
Attachment 12 – Subcontractor List

Complete this form for the Subcontractor requirement as requested in section VIII. D. 10.  The Bidder must identify all subs to be utilized for any resultant contract, their Employer Identification Number (EIN) and the services that they will perform.

	Subcontractor Name
	EIN
	Services to be performed

	
	
	

	
	
	

	
	
	


Expand form if necessary.

Attachment 13 - PUBLIC OFFICERS LAW
§73 Business or professional activities by state officers and employees and party officers. 
73 (4)   
(a) No statewide elected official, state officer or employee, member of the legislature, legislative employee or political party chairman or firm or association of which such person is a member, or corporation, ten per centum or more of the stock of which is owned or controlled directly or indirectly by such person, shall (i) sell any goods or services having a value in excess of twenty-five dollars to any state agency, or (ii) contract for or provide such goods or services with or to any private entity where the power to contract, appoint or retain on behalf of such private entity is exercised, directly or indirectly, by a state agency or officer thereof, unless such goods or services are provided pursuant to an award or contract let after public notice and competitive bidding. This paragraph shall not apply to the publication of resolutions, advertisements or other legal propositions or notices in newspapers designated pursuant to law for such purpose and for which the rates are fixed pursuant to law. 

(b) No political party chairman of a county wholly included in a city with a population of more than one million, or firm or association of which such person is a member, or corporation, ten per centum or more of the stock of which is owned or controlled directly or indirectly by such person, shall (i) sell any goods or services having a value in excess of twenty-five dollars to any city agency, or (ii) contract for or provide such goods or services with or to any private entity where the power to contract, appoint or retain on behalf of such private entity is exercised directly or indirectly, by a city agency or officer thereof, unless such goods or services are provided pursuant to an award or contract let after public notice and competitive bidding. This paragraph shall not apply to the publication of resolutions, advertisements or other legal propositions or notices in newspapers designated pursuant to law for such purpose and for which the rates are fixed pursuant to law. 

(c) For purposes of this subdivision, the term "services" shall not include employment as an employee. 

I have read and agree to comply with the requirements of Public Officer’s Law Section 73 (4). I further acknowledge that failure to comply shall justify contract termination by the Department and may result in the rejection of bids or proposals for future work with the Department. 

By
________________________________________
_____________________________

(Signature) 





(Title) 

Firm’s Legal Name________________________________________
__________________












(Date)
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