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September 24, 2012
AMENDMENT TO Request for Proposals (RFP) 12-05 FINANCIAL INSTITUTION DATA MATCH SERVICES

and Response to Bidder Questions

To All Potential Bidders:

Attached are the Department’s responses to Questions received for the above-referenced RFP.

The Department is issuing clarifications for:

· Section II.A Proposal Response Requirement – Bidder must complete Attachment A, Qualifier Response Form.

· Section III.B.1 Security and Confidentiality Proposal Response Requirement – On Attachment C, the bidder must describe how it will assure the security and confidentiality of the Department’s data and enumerated number 2 and 3 on pages 23 and 24 respectively.

· Attachment 1-Bidders Checklist – Attachment G is the Insurance Response Form (removed reference to Attachment H)

Replacement pages are attached.  All changes are in red.

All other requirements and conditions remain as indicated in the RFP. 

Response to Questions
	#
	Page
	Section
	Question
	Answer

	1
	
	General
	Would the State provide bidders with a Microsoft Word copy of the RFP?
	Yes.  Please find on website:  

http://www.tax.ny.gov/about/procure/ 



	2
	
	General
	Is this RFP 12-05 related to or an outgrowth of the RFI released in 2011 for a Comprehensive Taxpayer Data Provider Solution (RFI 11-12)?  It appears there are some requirements in the RFP that overlap with the services described in the RFI.
	No.

	3
	
	General
	Who is the current vendor?
	Xerox State and Local Solutions (formerly known as ACS State and Local Solutions)

	4
	13
	I.B. Background
	Is the count of 570 financial institutions reported on p. 13 of RFP (in discussion parallel to child support match) the approximate number you would expect to be involved in the Tax and Finance Data Match Program? If not, what would be that count?
	We expect there are more, as this program includes security and brokerage firms.  It is up to the successful bidder to identity the financial institutions and bring them into the program.

	5
	13
	I.B. Background
	Given references to the similarity to existing State relationships with financial institutions for child support identification, would the Department provide more specifications on how it will choose to use Method 1 vs. Method 2 vs. those using a federal government match (as defined on p. 13 of the RFP)?
	The choice of method is made by the Financial Institution as provided on page 13 of the RFP.

	6
	13
	I.B. Background
	For Method 1, what percentage of FIs use method one?
	Approximately 40% of FI’s use Method 1

	7
	13
	I.B. Background
	What is the total approximate volume of records submitted from each FI for method 1?
	The requested information is not available.

	8
	13
	I.B. Background
	Will DTF provide the successful bidder the list and relevant data on the 570 FIs currently participating?
	Yes, once the contract is awarded.  However, it is up to the successful bidder to build upon this list by continuing to identify financial institutions and bring them into the program.

	9
	13-14
	I.C Program Objectives 
	3rd paragraph states: “A wide range of file formats and media will be included and must be accommodated. The successful bidder must be prepared to process files on any media used by the FIs including but not limited to encrypted CD-ROMs, diskettes, electronic transmission via secure FTP for data matching with DTF.”
Does this mean that only electronic submissions are allowable? Would the State consider allowing paper/hardcopy submissions as well?
	The successful bidder must be able process files on any media and in any format used by the financial institutions.   The successful bidder can accept paper/hard copy; however, only electronic transfer of data is allowed between the successful bidder and the Department.

	10
	13-14
	I.C. Program Objectives
	Would the Department provide more details on the disparate data sources, including the count and the various data formats, it expects to be integrated through this program?
	The Department does not have knowledge of the types of data sources of the FIs.  The Department recognizes that there are many variations of data formats, hence the need for a vendor to handle such. 

	11
	14
	I.C Program Objective 
	2nd bullet states: “Obtain signatures on a Memorandum of Agreement (MOA) between the FIs (including the ones matching currently) and NYS DTF.”
What is the process for FIs that are currently matching and remitting without having a signed a MOA? 
	New MOA’s between FIs and NYS DTF will need to be signed and processed for this contract.  Matching should continue; however, every effort should be made to obtain a signed MOA.

	12
	14
	I.C. Program Objectives
	Page 14 of the RFP calls for the establishment of MOAs between FIs and NYS DTF “including the ones matching currently.” What kind of matching process with DTF currently exists, and how many FIs currently participate in the DTF match process?
	Matching between the vendor and the financial institution (currently 570) is based upon whatever process was developed between the parties.  The matched file from the vendor to the Department is incorporated into a table and used for Tax Administration purposes.  

	13
	17
	II.A Technical Qualifications ‐ Firm Experience/Exposure
	Requirement calls for vendors to complete “Attachment 2 – Qualifier Response Form.”  Attachment 2 is the Offeror Understanding of, and Compliance with Procurement Lobbying Guidelines form.  Would the State please confirm that bidders should complete Attachment A – Qualifier Response Form? 
	Yes, Attachment A, Qualifier Response Form, must be completed for Technical Qualifications-Firm Experience/Exposure.  Please see attached amended pages.

	14
	23
	III.B.1.1 Security and Confidentiality
	Would the State please confirm that bidders should complete Attachment C to properly reply to this RFP section?  
	Yes, Attachment C, IT Systems Requirements – Security and Confidentiality, must be completed for Section III.B.1.  Please see attached amended pages.

	15
	34
	IV. Financial Requirements
	Are the “Quarterly Match Fees” (referred to on p. 34) independent of the type of match (Method 1 or Method 2) that is in place with the FI?
	Yes.  

	16
	54
	VI.B Submission of Proposals
	Requirements state that bidders are required to provide the State with an electronic copy of a redacted volume. Does the State require a hard copy of this volume also?
	No.

	17
	124
	Attachment 1 – Bidders Checklist
	The Bidders’ Checklist calls for up to Attachment H to be filled as part of Volume 1.  The RFP ends with Attachment G. Would the State please provide Attachment H?


	Attachment G is the Insurance Response Form required in response to Section III.C.  Reference to Attachment H has been removed.  Please see attached amended pages.


I. Qualifying Requirements

Only qualified entities may submit a proposal in response to this RFP.  A qualified entity is defined as one that meets all of the following qualifying requirements.  Entities not meeting these qualifying requirements should not submit a proposal.

In response to this RFP, the bidder must provide sufficient detail of how each requirement is met including, but not limited to, the specific detail requested for each requirement.  Failure to provide complete and detailed information may result in the bidder’s proposal being deemed non-responsive.

The bidder’s response to qualifying requirements will be evaluated in Phase 1 of the evaluation process, as outlined in Section VII of this RFP.  Bidders that do not meet qualifying requirements will be removed from further consideration.

A. Technical Qualifications - Firm Experience/Exposure

DTF is seeking proposals from firms with a minimum of three years’ experience within the past five years in the design, development, implementation, and operation of a large-scale data matching system or systems, as defined in the RFP Glossary. This experience must have been gained prior to bid submission, and must have been obtained from one client.   The performance of all work under this contract must be within the boundaries of the United States.

The bidder’s experience must be with a system that was fully operational for a minimum of one year; that utilized electronic file exchange technology; and where the project milestones and deliverables were met.   
Proposal Response Requirement

Bidder must complete Attachment 2A, Qualifier Response Form for one client meeting the above requirements. The Qualifier Response Form must contain a narrative that demonstrates a minimum of three years’ experience within the past five years in the design, development, implementation, and operation of a large-scale data matching system or systems, as defined in the RFP Glossary. This experience must have been gained prior to bid submission, and may have been obtained from one or more clients.   The bidder’s narrative must describe a system that was fully operational for a minimum of one year; that this system utilized electronic file exchange technology; and that the project milestones and deliverables were met for this system.   The narrative must also address the bidders experience with matching a large volume of data from multiple entities.  The bidder must specify the contract start and end dates.
­
Network security controls that ensure the contractor’s information systems are protected from unauthorized access from outside the contractor’s network.

­
The Department shall have the right to send its officers, employees and representatives into the facilities of the contractor for inspection of the facilities and operations utilized in the performance of any work under the contract. On the basis of such inspection, specific measures may be required in cases where the contractor is found to be noncompliant with any security requirement stated in the contract.

Proposal Response Requirement

1. On Attachment C, the bidder must describe how it will assure the security and confidentiality of the Department’s data.  The bidder response will be evaluated to determine if the above requirements have been met.  

2. The bidder must submit evidence of its existing security programs, policies and procedures which will be evaluated and scored to the extent they demonstrate:

a. Programs, policies and procedures used to provide discretionary access control to systems and data.  This information should address both physical security and electronic data security.

b. Defined roles and responsibilities of all of those using the bidder/contractor's information systems.

c. Separate computing environments for test, quality assurance, and production systems.

d. Policies, procedures and controls for backup and recovery of data.

e. Off-site storage and disaster recovery operations.

f. A process and procedure which conforms to federal and state tax law requirements for controlled destruction of system output or other documents containing Tax Debtor identifying data (name, address, identification numbers, etc.).

g. Protection against unauthorized access or disclosure 1) by employees, consultants, and others located at its facilities and 2) from external sources, such as dial-in or via Internet access.

h. Processes to monitor the bidder/contractor's compliance with its information security policies, such as internal audit controls and/or independent audit programs.

i. Network security controls or programs, such as virus protection, intrusion detection systems, and firewall rules that protect the bidder’s information systems from unauthorized access.

j. Programs, policies and procedures for the encryption of data in transit and data at rest.

k. Programs, policies and procedures for data sanitation.

l. Programs, policies and procedures for data breach notification and incident response.

m. Programs and procedures for vulnerability testing of its networks and applications, including remediation of any vulnerability. This applies to all software applications whether developed in house or by external sources. At a minimum, the vulnerability assessment must test and remediate the CWE/SANS Top 25, a list that prioritizes programming errors.
n. Programs, policies and procedures to manage and apply software and operating system updates and patches.

o. Programs, policies and procedures for configuration management and version control, with roll back capability and accountability.

p. Programs, policies and procedures for the application development lifecycle process, including a well-documented procedure and framework for training programmers in secure coding techniques and conducting code reviews.
3. The bidder must submit a copy of any audits, internal or external, performed within the past three years that cover the requirements set forth in this Section.  Summary audit results or redacted audits are acceptable, as necessary, to address confidentiality concerns. Summaries should include information relating to the adequacy of the bidder security measures including any deficiencies found.  The bidder should provide a description of the progress of its remediation activities if deficiencies had been reported.  

2 Connectivity

The Department requires electronic data file exchange over the internet with the Department, and the Bidder must have the capacity to engage in electronic data file exchange using protocols acceptable to the Department.  

Data file exchange processes that are specifically unacceptable are: magnetic tapes, email, paper, CD, DVD, floppy Disc, removable drives, and analog or digital dial up, Value Added Networks (VAN) or DSL connections.  

Attachment 1 – Bidders Checklist

Volume 1

Section 1

 FORMCHECKBOX 

Executive Summary

Qualifying Requirements

 FORMCHECKBOX 

Attachment A – Qualifier Response Form

Technical and System Response Requirements

 FORMCHECKBOX 

Attachment B –  Bidder Experience and Reference Form

 FORMCHECKBOX 

Attachment C –  IT System Requirements - Security and Confidentiality

 FORMCHECKBOX 

Attachment D –  IT System Requirements – Communication Environments

 FORMCHECKBOX 

Attachment E – IT System Requirements – File Processing

 FORMCHECKBOX 

Attachment F – IT System Requirements – IT Staff

 FORMCHECKBOX 

Attachment G – Insurance Response Form IT System Requirements – Change Control Process 
 FORMCHECKBOX 

Attachment H – Insurance Response Form

Volume 2

Administrative Requirements

 FORMCHECKBOX 

Cover Letter

 FORMCHECKBOX 

Proposed Extraneous Terms

 FORMCHECKBOX 

Request for Exemption from Disclosure

 FORMCHECKBOX 

Attachment 4 – M/WBE Utilization Plan

 FORMCHECKBOX 

Attachment 5 – Staffing Plan

 FORMCHECKBOX 

Attachment 6 – Vendor Responsibility Response Form

 FORMCHECKBOX 

Attachment 7 – MacBride Fair Employment Principles Form

 FORMCHECKBOX 

Attachment 8 – Designation of Prime Contact

 FORMCHECKBOX 

Attachment 9 – Non-Collusive Bidding Certification

 FORMCHECKBOX 

Attachment 10 – Offerer Disclosure of Prior Non-Responsibility Determination

 FORMCHECKBOX 

Attachment 11 – Contractor Certification of Compliance with State Finance Law 139-k(5)

 FORMCHECKBOX 

Attachment 12 – DTF-202 Agreement to Adhere to Secrecy Provisions

 FORMCHECKBOX 

Attachment 13 – Public Officers Law 
 FORMCHECKBOX 

Attachment 14 – Listing of Proposed Subcontractor Form
Page 2

